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Internet of Things and its Applications

1.0 Introduction - Overview of Internet of Things (IoT)
IR=T — e 3% Rt @1 sEdie (1oT)

Internet of things is a platform where regular devices are
connected to the internet, so they can interact,
collaborate and exchange data with each other. Internet
of Things (IoT) is here to change the world we know.
Smart cars, smart homes, smart cities, everything around
us can be turned into a smart device with the help of
Internet of Things. IoT sure does bring the ‘cool’ factor to
technology. While IoT is poised to bring the next big
boom in the job market, lack of skill is citing the biggest
barrier for companies looking to adopt this technology.
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The Internet of things is the extension of Internet connectivity into physical devices and everyday
objects. Internet of Things (IoT) is a network of devices which can sense, accumulate and transfer
data over the internet without any human interventions. That means embedded with electronics,
and other forms of hardware, these devices can communicate and interact with

Internet connectivity,
each other over the Internet, and be remotely monitored and controlled as well.
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History of 1oT - IoT &7 gfosr™y

= 1970: The actual idea of connected devices was proposed.

1970 : S SUSRVI BT Ifdd fraw weafad fbar T o |

= 1990: John Romkey created a toaster which could be turned on/off over the Internet.

1990 : I YD A Th SRR g1 R exe W A/ d< far i g of |

= 1995: Siemens introduced the first cellular module built for M2M (Machine to Machine).
1995 : HH § M2M (W99 & #ei) @ forg fAffa veen Ager Alsga wedd fbar|

= 1999: The term "Internet of Things" was used by Kevin Ashton during his work at P&G
which became widely accepted.

1999 : “geXAC AP " g & ITANT BT vved gRT P& G A U &M & QR fhar wam en
fr @mue w0 9 Wier faar T |

= 2004: The term was mentioned in famous publications like the Guardian, Boston Globe, and
Scientific American.

2004 : MEAH, A 7o IR Efefhe sRed Y uftg weeEl d§ 39 e & Soeoid fhar
T AT |

= 2005: UN's International Telecommunications Union (ITU) published its first report on this
topic.
2005 : HYH W D JARSE FEIR 99 (ITU) 7 59 98 wR et geeft Ruré waif¥a &1 |

= 2008: The Internet of Things was born. :
2008 : TIIC ATH &TH BT T §31T|

= 2011: Gartner, the market research company, include "The Internet of Things" technology in
their research.

2011 : HTe R HY TR 7 39 O H “gexqe Aw A" qaEAre o mie fearn)
Evolution of IoT - IoT &1 fd&r g

Now that we have understood what exactly IoT is, it'll be interesting to have a look at the evolution of

internet.

379 99 89 §H9s1 7Y & b aag # loT 41 8, Of Se¥-ic @ f[Aa R (& Ao} ST fRagw g |

= Pre-Internet: In the pre-internet era, most of the human to human communication was through
fixed and mobile telephony.
g ¥ UBd : Qd-Soxie g H, feie AT § A9 §EUR WIE AR AEEd el @ Anad 9
|

* Sunrise of Internet: With the origin of Internet the world changed at once. We could be
continents apart and still share vital information at just the click of a button.

FCHE B XY D 9AY : So¥ic B SR @ 9 AT TP § R H 959 T8 | &9 "EEni Pl e
PR FEHd & AR T Nl UP g9 @ e W TEayul TESR 95 IR 9 & |
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Internet 3 y
g lil‘:e(;;l’sec)l)lta. After the invention of blogging, social media began to explode in popularity.
¥opace and Linked[n gained prominence in the early 2000s. YouTube came out in

. \

3 ll)hr;h of IoT: I.\learly all of the data available on the Internet today was first captured and created
Y uman beings, The problem is, people have limited time, attention, and accuracy, which

means they are not Very good at capturing data about things in the real world, so, if we had
computers that k

loTwm:mﬁmwmwwwaﬁwmwmmmwaﬁ?m
wﬁlmw%%mﬁwﬁﬁﬁwwﬁaﬁ?mﬁw%ﬁmﬁmf%%ﬁwﬁm

[oT Definition : “The 10T can be viewed as a global infrastructure for the information society,
enabling advanced services by inter connecting (physical and virtual) things based on existing and
evolving interoperable information and communication technologies (ICT).”

loTaﬁqﬁﬂm:"IoTaﬁmW%mw%ﬁmmaﬁ%mﬁmmmiﬁhm
aﬂ?ﬁzﬁﬁﬁm—maﬁ?ﬁaﬁmﬁﬁaﬁacﬂa%mwsaﬁﬁév(*ﬁﬁzﬁaﬁ?m)aﬁaﬁam
S Harll BT e gar 2|

==
‘Things’ are objects of the physical world (physical ['1,?@ g % /
things) or of the information world (virtual world) % i) =T, ﬁ'

which are capable of being identified and integrated M
into  communication networks. Things have : A=) .
associated information, which can be static and ¥ W
dynamic.

"fﬁﬁv"ﬁﬁ%mgﬁm(ﬂﬁmaﬁaﬁ)mmaﬁgﬁm _
(amr\nﬁgﬁm)aﬁmﬁﬁﬁﬁﬂ%ﬂﬁzﬂfﬁﬁmaﬁ?@ﬁwsﬁﬁﬂwmﬁmﬁq@wm
IR Ty & Hadt 2|

* Physical things exist in the physical world and are capable of being sensed, activated and
connected. Examples of physical things include the surrounding environment, industrial
robots, goods and electrical equipment.
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=  Virtual things exist in the information world and a
accessed. Examples of virtual things include multime

s gt T A g A A € AR W, e o T A1 4 e ) g wegl
3 SeEeE § FAATaT wrr SR eRedeE wivedaR i € |

loT Architecture - IoT 3nf&ca=R

re capable of being stored, processed and
dia content and application software,

net-connected consumer devices. In fact,

By now you might have understood that [oT is not just Inter
nding to stimuli

loT is the technology that builds systems capable of autonomously sensing and respo
from the real world without human intervention. We therefore need to develop a process flow for a

definite framework over which an IoT solution is built.

Egﬁmmﬂ?gﬁﬁﬁlﬂmm%q@quﬁmmﬁ, loT % d&® & of
ﬁmﬁm%ﬁaﬁaﬁ?wma%ﬁmmaﬁmgﬁm%mmﬁaﬂmﬁﬁmﬂwmm
%mmglsﬂﬁmgﬁwﬁfﬁaﬁaﬁ$ﬁ-mmuﬁmmﬁmﬁmmaﬁmm?ﬁmww
loT T=u= fHfEa &1

The IoT Architecture generally comprises of these 4 stages:
[oT Sfeaay & & AN W 37 4 TR ST FHEY B &

“Internet of Things” should be equipped with

= Sensors/Actuators: A thing in the context of
cess signals.

sensors and actuators thus giving the ability to emit, accept and pro
W/W:‘Wﬁ%'%#ﬁﬁwmﬁﬁmmmﬁﬁmﬁﬁmm
aﬁq,mﬁmﬂaﬁwmaﬁ?mﬁﬁmﬁaﬁmﬁmﬁ?l

stems: The data from the sensors starts in analogue form which needs to

= Data Acquisition Sy.
r further processing. Data acquisition

be aggregated and converted into digital streams fo
systems perform these data aggregation and conversion functions.
m@mm:wammmﬁ%mammﬁma%mmm
mmmﬁﬁmmm%rmmmﬁwmmwm
&1 ge9= Fxal €|

= Edge Analytics: Once IoT data has been digitized and aggregated, it may require further
processing before it enters the data center, this is where Edge Analytics comes in.
qu%ﬁﬁ:qmmlﬂéa%aﬂmeﬁzm@rmﬁ%aﬁ,@’aﬁﬁﬁmmﬁ@w@rsﬁ
aﬁ?mﬁaﬁsﬂmﬁﬂaﬁﬁ%uﬁa@w%mﬁsﬁwﬁm%l

= Cloud Analytics: Data that needs more in-depth processing gets forwarded to physical data

centers or cloud-based systems.

mm:mwﬁmm@mwwmgamwﬁm
TeTae_auRa freedt 1 3t ax Ry 9 €1

The extensive set of applications for IoT devices is often divided into five parts:

IoTWﬁ%ﬁﬂ@:ﬂTﬁ%Wﬁzaﬁmuﬁqﬁﬁﬁﬂmﬁmm%:

consumer-level coffee makers to connected

1. Connected products: From connected
centric operations.

industrial pumps, this category enables end-to-end visibility into product-
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It also promi i
3 X Promises improvements or even transformation around issues like regulatory
ompliance and product serviceability.

ﬁﬁ@;ﬁ?:@m_w¢mmﬁmﬁq¢mwmwmm-m
AT ~%US A BT wer g ¥ | A€ RAFEES e i Swre dar amar 99 76 @
ST Mt YR a1 uRads a7 qrar @ 2 o

29 Co 4 .
nnected assets: In contrast with connected products, this category involves high-value,

long-li i ; ; ;

nihved €quipment such as aircraft and industrial machinery. Connected assets link
I 1 . . .
P 0‘ uction systems with manufacturing and maintenance processes to increase asset
uptime and reduce operational and repair costs.

ﬁmqﬁﬂwﬁmr@m%ﬁqﬁﬁwmﬁﬁma@aﬁwwmwﬁ
WWWWW?I@@WWW@W@?WW
Connected fleets: This category is all about tracking, monitoring, analysing, and mainfaining

any assets that move — from trucks to ships to construction equipment — wherever they
appear in the network,

PIRS RACH ;T AN 9T T B g o, P e, Rve we o T @
Sﬂﬁ%ﬁﬂqﬁrzﬁaﬁﬁ%mﬁ@#ﬁm%ﬁﬂhwm—mﬂﬁé%mﬁﬁﬁ@ééﬁ
|

4. Connected infrastructures: From software networks to power grids to buildings, the
majority of 10T sensors are likely to end up in connected infrastructures. This category will
deliver new forms of digital operational intelligence to transformation physical systems. The
goals will be to drive economic growth, improve service, and allow for more effective and
efficient operations and risk mitigation.
PGS TG : WOICHIR Aedd, UrR e & gy FRal a%, ST [oT IR s
FHRETR & | gg A Hifw gonfert @1 age @ forg Rftes wRerem & ww wut @1 g
N ¥ AdRT &l | goe dea anfdie e B Tfy <, Jar § GuR w6 e e ik mwa
HATe & I FIRGH I FF BT 8|

5. Connected markets: Markets apply to any activity that involves physical space, from retail
centres to farms to cities. [oT can help cities, rural areas, and other markets to optimize use
of assets and natural resources; reduce energy usage and improve efficiency and quality of
life.

PGS ADE : GOIR G Dol § b Tl 9 Hifae wre e v arelt il off afafafy w
&r & 8| IoT wew, urfior &l 3R o ool # aREuRial iR wrpfos dammt & siftrgas
SUANT § AGE &Y GHAT ©, HAl D SUINT DI $H X Ghal 8, AR Sidd Pl Q& AR oram J
TR B FHT & |
Connected people: This category focuses on improving work, life, and health by linking people and
communities, enabling organizations to evolve into new business models, and delivering better

lifestyle experiences.
Al ®Y ST : g8 Soft SfReAr 3R el B Sied) 1Y, SfaT iR @R $T 980 a9 W dfed 2,
TE WS} BT AU ATH Aied H fADHAd B AR AR ofaq Aol B AT W HIA H GEH aA 8 |
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[oT solutions are widely used in numerous com

ies across industries. SOMe€ most common [oT
panl

applications are given below:
’ ; 2 : -Wfﬂaﬂﬁﬂgl?@gum qHTT JoT
[oTwmm@rmwﬁmmﬁ?ﬁﬁ
 Application pescription
. TP faaeeT O
| " e atterns.
jSmare Helps you to save resource by knowing your usas p -
Thermostats ‘ P afTaen) HaE I
| areem D ST e W
j - 3 1l rking, insurance,
Tonnected Cars I0T helps automobile companies handle billing, p@ g and
TS oY other related stuff automatically: ™
A .ﬁf.ﬁﬁﬁmq@&q,maﬁvaﬂﬂﬁﬁwﬁ
e BU & e Hag FXl € o |
. 'tu O
Activity Trackers | Helps you to capture heart rate parte'rn, calorie expenditure, activity
wfafafr 2od levels, and skin temperature on your wrist.
mmwmﬁm,mm,nﬁﬁﬁwaﬂ?aﬂ'a}mmﬁ
a3 Sy WETHdT B E |
Smart Outlets Remotely turn any device on Of off. It also allows you to track a device's
e FTSeoeH energy level and get custom notifications directly into your smart phone,
‘ Wmﬁ%qﬂwﬁmmﬁﬁlﬁm fEarsa & wuf
wﬁﬁmwmmmmmﬁwnﬁamwzﬁﬁﬁm
T 2 |
Parking Sensors [OT technology helps users to identify the real-time availability of
aifeeT Sad parking spaces on their phone.
IOTWW&ﬁﬁWWWWWﬁﬁWWﬁ
SeTErdT & TEd FRA H AGE Bl €
Connect Health The concept of a connected health care system facilitates real-time health
FIFE o™ monitoring and patient care. It helps in improved medical decision-
making based on patient data.
aﬁaée%wzﬁmﬁmaﬁmmﬁiﬁmaﬁwwmﬂaﬂ?
Mé@%ﬂ%ﬁﬁmmmﬁ%|wﬁw$mwﬁrﬁmﬁﬂu
o A T Bl € |
Smart City Smart city offers all types of use cases which include traffic management
e e to water distribution, waste management etc.
e RISl G THR S SUAIT @ AEEl B SRqd BRal & fore Ardrnd qeud
J TR ofdl faaRor, e yeud nfe wfRd 21 g
s
Smart home Smart home is a home that is equipped with technology to remotely
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Tntrol and automate household systems It includes smoke detectors,
home appliances, light bulbs, windows, door locks, etc.
WW@WW%G&W%WWWWWW@
Rersfaa, WG} @ el anfe e €

Smafrt supply | Helps you in real time tracking of goods while they are on the road, or
chain getting suppliers to exchange inventory information.

E A T8 WM B aRfds Ugd WY TR TR @Y ¥ A9 GETaT BT 8, st
émﬁs%,mqﬁa%mmmm—mmﬁﬁmzﬁuqﬁm
W B 8 |

1.1 IoT ecosystem - IoT $HIRrey

Internet of Things Ecosystem is a combination of various IoT layers from user layer to the
connectivity layer. However, the [oT ecosystem is a connection of various kinds of devices that sense
and analyse the data and communicates with each other over the networks. Industry grade IoT
ecosystems consist of various architectural components like hardware components, software, and
analytical components connectivity layers, etc. IoT is a network of smart devices, sensors, and
actuators that can interconnect with each other. In the [oT ecosystem, User uses smart devices such
as smartphones, tablet, sensors, etc. to send the command or request to devices for information over
the networks. The device response and performs the command to send information back to the user
through networks after analysed.

oXie S R IR Sl o’ ¥ $AfkeRd oRR 9w RS 10T oRRY @1 @ e 2|
grciita, [oT FPIReH A= y&R & YN &1 U6 SeeH & W ST BT AveroT avar 2 ik Jeadt
TP B Y HAR A1 | I TS [oT SHIRREH ¥ RN Uewd, Qe iR fAvegues geat
Ffdeidel wal e o RS argRicy gesl A ey a9 &, IoT ¥1E SuaRvl, HY iR yaequed
I UP SIS § Sl Uh-g B W WER S 6hd & loT sPIRwed ¥, Swaiedt @ feaed o9
FICHH, CTeie, HER SR BT ST Tl & A% Hedd W e & Iy sare a1 Rene 31 fearey
R A W e | A o wHie @ ufdfbar ik Rveme & uvard Yead @ aRaW ¥ SuhiTadt @
AHERI ATl & |

The IoT is itself an ecosystem of network devices that sense and transfers the data. In addition, it
is also coupled with Big Data and Cloud computing for flexibility and scalability in applications.

[T 37T 39 ¥ eq Suaxvi o1 @ TRRLIE 7 ¥ o JeT A SR IR 3 & | 368 Sl
& SR # wrdiena i wafdferd B foy i Ier iR TS wRT B Wy A Jor 81

* Sensing, Embedded processing, Connectivity: [oT ecosystem senses its surrounding like
temperature, gyroscope, pressure, etc. and make the embedded processing using devices.
These devices are connected through any communication technologies such as LTE, GPS, Wi-
Fi, RFID, etc. over the networks.
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. @19 gIe Wy
ﬁﬁiﬂ,sﬁ@emﬁmﬂ.aﬁﬁeﬁﬁ:lﬂwﬁﬁ?ﬁqw'"m m::?
AU SURYA & P ST WS H e @ oiR SuHR Bl Gq' 2T mﬁq‘f'; ﬂ'@ﬁ*‘"%“ﬁ' | |
& U Sead T el ff W a9k LTE, GPS, Wi-Fi, RFID, :

J uting, Big Data: The data transfer or receive

Smart devices and environment, Cloud Comp h Cloud Computing &

through smart devices and environments are communicated thr
other servers and stored as Big Data. s
o e o Tt TS e, i 3t < T I L ST
éawﬁmﬁﬁmmﬁmﬁmwmmﬁmzﬁmﬁw m%ﬁ
e faT <1 & w9 3§ | fbar e €

Technology, Software, Application: The IoT ecosystem uses any Of_different te?hmlogie&
software and application to communicate and connect with smart devices and en.\flronment,
Seeitelioh, e, TRAST : loT g@iRreen W SuaRvll IR TEAETE T Rl HA R gy
ST B for R qee, wirei iR gRe A 9 Rl B SuET PRl |

Users or groups of community: The product or services generated by t}-l: [oT ecosystem
are consumed by the users or the group of communities to serve the smart life.

aqvﬂﬂﬁﬁmﬂgama%wzlﬂwﬁﬁwﬁaﬁﬁamwwm@mﬁﬁw
SUARTEHTRI AT TR @ g g e e AT @ forg fbar S & |

The characteristics of devices and applications in IoT ecosystem

IoT UIRRIRE a5 § Sumvl 3R Teieyd @i fagvand

The fundamental characteristics of the IoT are as follows:

IoT 3 Jera fIEag 59 WaKR 2 :

Interconnectivity: With regard to the loT, anything can be interconnected with the global
information and communication infrastructure.

WER 9@ : 10T & Haw #, @1E 1 9% df¥ad o iR FaR o5 & A Je1 & qhal & |

Heterogeneity: The devices in the IoT are heterogeneous as based on different hardware
platforms and networks. They can interact with other devices or service platforms through
different networks.

fafderar : [oT # f3arsw fafdy g € o faff = BeR wicw™ iR Jcas W ImufRa & 7 fAfts
SUFERVN & ATH F I SRRV AT HAT ©IeHHE & 91 HdIe d o & |

Dynamic changes: The state of devices change dynamically, for example sleeping and
waking up, connected and/or disconnected as well as the context of devices including
location and speed. Moreover, the number of devices can grow over the time.

e aRad : Suwvell 1 Refa Tfieiia w9 | 99oh & SeERw @ fiy Hw 3R o, e

3R /a1 fxwiae far a1 |y & SUBRT B W 3R TRy | 3HS AAET, SUHION 37 G G9
P AT 9¢ 9PHdl & |

Enormous scale: The number of devices that need to be managed and that communicate
with each other will be at least an order of magnitude larger than the devices connected to
the current Internet. Even more critical will be the management of the data generated
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and their interpretation for application purposes. This relates to semantics of data, as
well as efficient data handling.

W W W 9T Sysel 9 e o galRa Y @) Savadar § 3R W Uh-gEe B 6T
WA XA &, TH N HH U gRAO] B HH BT SN GGHE FeRAS W S SUD | a9 8| FHA

N WS Few@pd S Sy B wduE v SRR 8 SO AR | AE T B wErRS B e &
T el e | N Hafa 2

Security: As we gain benefits from the IoT, we must not forget about safety. As both the
creators and recipients of the IoT, we must design for security. This includes the security of
our personal data and physical well-being. Securing the endpoints, the networks, and the
data moving across all of it means creating a scalable security model.

URET ¢ SR 5 ' 0T & o vt v ¥, v RN @ AR H FE e ARy | loT @ i SR
yrhal S @ WU W, g wRem @ forg fomeA de W@IRY| IWH ENR @ftd 1 iR Hifaw
WRNHN P G o WE ¥ | Geuigew, Jead R T I B AR R ATl Sl B G @
BT AJSd ®, Teb ATYART GRET HIS a1 |

= Connectivity: Connectivity enables network accessibility and compatibility. Accessibility is

getting on a network while compatibility provides the common ability to consume and
produce data.

FARERE : FRRE Yocad RS ok FRRARKA &1 A @ 2| twafafaferd Jeas
TR UK Bl § Wafd Srfefaferd) Se1 b1 STHRT AR SEreT SR B eHar JeH SRl 2 |

l1oT Applications - IoT T

—:—0 loT Analytics - Quantifying the connected world

Applications Overall popularity (and selected examples) Scores

- N0)
@ /6{ Smart Home 33k 430
@ o Wearables
@ w Smart City e
@ ‘ Smart grid 4k 01k 60
@ tﬂ: Industrial o 3
q (s 10k 17k 30
internet L
® &n Connected car I‘m}ﬂ" o 19% ) 5k 1.2k 50
| -
Connected &
@ ﬁ Health 3 54 2k 0.5k 5
E Smart retail ! 2% P PR
Smart supply
@ @ chain ! z% i 0Ok 0.2k 0

'ﬂSman farming I 1% ' I -

Source: Google, Twitter, LinkedIn, [oT Analytics

L

2.0k 320

0.5k 80
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everyday objects with connectivity and intelligence. It is

already being deployed extensively, in various domains,

loT applications are expected to prepare billions of .

namely:
loT TRe@eA ¥ Ffachdl 3R qfymar & | JowRi @) : ;
TRel B AR B B 9T B TR ued @ @ 78 T W, - f
et faf=1 S # 9T b o <t R, R M € A /
1. Wearable: Wearable technology is a hallmark of o
s wearable application, ¢,

loT applications to have deployed the IoT at its service. Using thi
see Fit Bits, heart rate monitors and smart watches everywhere these days.

mﬁm:uﬁ%u&mﬁaﬁﬁaﬁlﬁmaﬁwﬁﬁﬁloTﬁW?@W@Hﬁagﬁ
WWWWW,%E%@&%%@#%W,EHHWRRWW
Wi afat| :

Another wearable app includes glucose monitoring device. It detects glucose levels ip

the body, using a tiny electrode called glucose sensor placed under the skin and relays the

information via Radio Frequency to a monitoring device.
wmmﬁmﬂuﬁ@aﬁﬁzﬁﬂmmﬂaélmmﬁ@@wvmm
m%,m%%@a%wwﬁmﬁammgwwm

TP B U I FRE B AR § e B Rel Fdl € |

Smart Home: When we talk about IoT
Applications, Smart Homes are probably the
first thing that we think of. The number of
people searching for smart homes increases
every month with about 60,000 people and
increasing. Another interesting thing is that
the database of smart homes for IoT
Analytics includes 25 companies and start-
ups. More companies are now actively being
involved in smart homes than similar other
applications in the field of [oT.

T B : 7 9 loT TehevA B AR § 91 P € o S 8 waan: el avg & Red an
¥ gH WEd &1 W BRI P WIS B dlddl B GET 8X HelH o THT 60,000 AR @ A1 9gdl 2 |
U AR e 919 g8 2 & IoT Analytics & WIE BRI & STled # 25 BUFAT IR -39
e &1 el B &= § 3 O D I AP B qor § IS FURET 34 qHa B °
wE Wi A Wit 81 I8 B |

Connected Car: Connected car technology is a vast and an extensive network of multiple
sensors, antennas, software, and technologies embedded in vehicles that assist in
communication to navigate in our complex road networks. It has the responsibility of
making decisions with consistency, accuracy, speed, collision alarm etc.,
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PIRE TR : TGRS IR THAIH od Ja=], e, WIIedR, IR At # fre frar T s
AE TTqS & S TR e wed Yead § e 7O B AU WAR § weddr ot 21 39
e, wéaa, wfa, caw s anfz @ | fvka o 31 S )

5. Health Care: IoT applications can turn reactive medical-based systems into proactive
wellness-based systems. [oT applications range from remote patient monitoring equipment
to advanced and automated Electronic Health Record (EHR) management. It has the
potential to improve how physicians deliver care and also keep patients safe and healthy.
From personal fitness sensors to surgical robots, IoT in healthcare brings new tools updated
with the latest technology in the ecosystem that helps in developing better healthcare. IoT

helps in revolutionizing healthcare and provides economic solutions for the patient and
healthcare professional.

TR B : [oT Ufday wfafrardia fafrca—smnita wonfedi & 6fHa seav—3mena yonferar
H 99cl Fahd ¢ | 10T Jg0anT g3y Infl PR STavor 9§ oidy S+ 3R W@aErfed sade s
R&T€ (EHR) ¥au= d@ 8 8| 398 guUR &Y & &adl & 5 o9 ffrcss d@ua a=xa & 3R
AT B FRAT i w@wr f vad & | afprd fhew ¥R 9 da siiad JE6e 06, soadR 4
IoT, wiRReifad a3 § 9dHaq da-1e & A IEaH fHU U AU IS a1 & Gl d8a¥ ared
Jq1 fAsRa &%= ¥ Agg Fxa 2| [oT Wy ¥ar # ®ifd o9 # A%g &eal & AR IN0 AR |y
T & forg anfeie = wee #er 21

6. Smart Cities: A smart city project covers a larger are for smartification, making an impact on
thousands of human daily life. Application focuses on issues like drinking water, traffic,
parking space, sound pollution, deteriorating air quality and increasing urban density. It has
numerous other applications targeting various other issues in cities. Hence, they affect each
city differently. The Government and engineers can use loT to analyse the often-complex
factors of town planning specific to each city. The use of 10T applications can aid in areas like
water management, sound pollution, waste control, and emergencies.

e AW : v wié [ aRaeE fEd @ g @1 ' a5 E H 991 e e 8 s
T9R} Ja efAe Sfad UR wTE gSdl 2| 39 did Yeieyd 9 @ Ul A, e B
STE, @afy weuw, famsd arg U IR ded el BN O JRl W Bfed B ¥ §6 Jaid
et § oFiG el @ offeid PR ATl 3G A YR & | FWIAY, I WD WER Bl AT e |
TIfIg B £ | GYeR R IR 53e IeR @ fou fafie oed @i 3 SImR—wiied IRSI
# fvamor H9 @ forv [oT &1 SUANT PR Gad 2| [oT TSI &1 SuarT Wa Weud, &H
srgvT, Srafdre FrisT AT s iR smura Refedl S &3 § HErEdr FR 6hdT © |

7. Smart-Agriculture: There are numerous possibilities in agriculture. One of them is the
Smart Greenhouse. A greenhouse farming technique enhances the yield of crops by
controlling environmental parameters. Many countries are encouraging their formers to use
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g that can results in production loss, energy loss,

smart agriculture instead of manual handlin

and labour cost.
wézgfq:wﬁaﬁmmawﬁﬁwmwg'wmm'g'”‘.ﬁ'w
et e B P oo wEe @ wT @ agEh B S S0 A T @) g
¥eRin B ToTa TS IR @ S e @ R e o & & e SRITEEE Sw
g1, St &1 3R 8w o @ W 2 |

8. Industrial Automation: This is one of the fields where both faster dev'e[opments, 5 ‘.Ne“ 4
the quality of products, are the critical factors for a higher return on {nvestmen.t. With ToT
Applications, one could even re-engineer products and their packaging to deliver better
performance in both cost and customer experience. '
Mﬁﬁw:wwmﬁﬁﬁm%mmﬁﬁﬁm,mﬁmﬂﬁwﬁﬂﬁmw
5w Ret @ Rre wewqt o 21 loT Reder @ ae, B i Q-geAFa S SR o
BRI Y AT SR T a2 H JgaR R A B A €

10T can prove to be game changing with solutions for all the following domains:

[oT Rrefead it S @ e & wrer AT a8 o € -
= Factory Digitalization - Hae¥) fefireeiiawor
= Product flow Monitoring - Wrede Tal Aff e
= Inventory Management - a1 WaelT
= Safety and Security - 9913 3fiR HR&fl
= Quality Control - oras =
= Packaging optimization - Y®fT # g@IeNT
» Logistics and Supply Chain Optimization - Sifoie® 3R Wefg o H gerel

1.2 Building blocks of IoT - IoT & fafe€T =if®

The network of physical objects (sensors and actuators), software and network connectivity that
enable these objects to gather and transmit data and fulfil users tasks. The effectiveness and
applicability of such a system directly correlate with the quality of its building blocks and the way
they interact, and there are various approaches to IoT architecture. Applications, Gateways,
Processors and Sensors are the four building blocks of loT system and they have their own
characterstics.

Applications ':<:l:> Gateways |——> Processors

Hifdd avgell (FR iR TagueR), HifedmR iR Jedd d-fdefdd] &1 Acad ol 9

H [EH AT 8| 9 ONE B WO B ywrasiierar ol wareadr € 99d @irat
@ fE @ quE iR ST WU B B e 9 and 8, ek angaid

nfecar & fog faf= faft &) telidym, Ted, TR 3R W) [oT Req &
R fafeeT wifgw & 3f S9a U I e &) fAvwan ¥

Our approach to IoT architecture is reflected in the IoT architecture
diagram which shows the building blocks of an [oT system and how they are




Introduction to Internet of Things (PEEIE) 13

connected to collect, store and process data.

loT MHTR & oI &aRT o [oT anfieaer o ¥ uRafed 8T & S td loT fvew & fafeew
ifad P @ 8 iR 3 5 waR 27 B gy B, WR T IR IR T D g oS ¥
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BUILDING BLOCKS

Cloud, 3 ¢ [Control] _[*Canrrol
TON ‘ﬂ«—.

Things

Seii

Sensor f ; ]
> paa [T\ e OO
Data Lake

OF Vi
lIoT
@_’ Sensor
el Data
e

Streaming —_—
Data Processor Machine

W Learning

Big Dataware

M‘?b House 3
Av | e

e ———
Data
ey [ | l— Analytics
User Business Logic
@ Device User Security
Administration Administration Monitoring

MIRIICATIONS
2 LIGA )

1.

Things: A “thing” is an object equipped with sensors, actuators and transceivers.

R : T “Ivg’ IR, Tacued iR gradiad 9 o sifestae |

‘Sensors’ that gather data which will be transferred over a network . Sensors get
necessary real time data or information from surroundings and pass it further to
database or processing systems. They must be uniquely findable from there IP address
because they are basic front end interface in the large network of other devices. Gas
sensor, Water quality sensor, Smoke sensor, tempreture sensors are the example of

sensor. :
[E S ST Thd XA 8, N 1F Aedd W WEaRa fbar omRem | ¥R @) amawas
grfds 9 STl a1 gRde § TR Ao ® ok 39 Serw a1 uRifdT R @ U
UM HX <ar 81 9= A Ued 4 faffre w9 & 94 & Qg g @ity wifs 3 e
SHRER AR S WX & IRV E |

‘Actuators’ that allow things to act (for example, to switch on or off the light, to open or
close a door, to increase or decrease engine rotation speed and more).

Taeeged’ o 9wl & H1 FRA P AN o9 (ISR B U, IO 29 ) Ry By
9@ AT g @ oY, Sxarel &1 Wi a1 48 % @ fIY, Udre &Y 1] a1 a8 de @ o) |
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with other devices over the netwoy,

junicate 3
i SigFox ete.)

: 4. ZigBee
s (Wi-Fi, ZigBee, bR, ..
aur NfR) W1 ST WD Yeaf g

= ‘Transceivers' allows the "things” to con
using different communication technolog g
i QAR waR e (ad-wd, R, Rird

. Yot B
AT YT D AN AR B D g aw] D gy & B oction math
0 ae vehicles, produc ‘ ery,
This concept includes fridges, street lamps, buildings, V¢ hicles, pt Y, ang

rehabilitation equipment.

: g e
< RO ¥ R, W A, e, e, St i Al i S IsLEl
e ' ; - 3 The main job of processors
2. Processors: Processors are the brain of the lol syslem.\lht \ml\ll‘lnl o mime me.mi“it rto
process raw data collected by the sensors and transforms the 1“’“‘0; b C-m‘“. gful
information and knowledge. Microcontroller, embedded Imr’dwm f,‘t : ."‘;‘- mnt;o"}]b:)c.ess
the data using processors attached within the llL‘VlCFl;- Processors & able by
icati asrform e ion and decryption of data.
applications. They perform encryption anc BN e
SRR ToT RIeH o7 ARasp & | AR 31 g SR & gaha N SRR
. R g =1 T [ _ATS 9
= 5 WRlE TEEE R S A G & | AEHDEN, PSS ‘\‘r"‘)ﬂm\“ﬁr‘?ﬁ oY STt 3
W%"T TIRIER T ST ad e BT AN B Fad AR Tl &R AT ST Wy
213 e B v SN Rfverm axd 81

3. Gateways: Data goes from things to the cloud and vice versa through the gat:eways_ A
gateway provides connectivity between things and the cloud b:ased- module of the IoT
solution, enables data pre-processing and filtering before moving it to the cloud ang
transmits control commands going from the cloud to things. Things th.en execute commands
using their actuators. Cloud gateway facilitates data compression and secure data
transmission between field gateways and cloud [oT servers.
ﬁa%:@."?:-r,ﬂeﬁa‘»wﬁaﬁaﬁﬁaamﬁm%aﬁ‘ew%ﬁwﬂﬁwﬁa@ﬁﬁm|
ﬁeﬁm@aﬁeﬁﬂﬂwéwsmﬁaﬁeqa%iﬂﬂaﬁﬁeﬁﬁmmimeaﬁ
FASE ¥ W ¥ YRS T P ONNE B SR ooy de A W g9 § (Avga i ek
WS B T e A A @ B FRY B ) ok gees ¥ oY A P et B wilia
YAl B | G d9 AU Yaes[Ued B SURT vd Hie AwifRd Bl ¥ ] oSS Ted wies ey
3R TS [oT ¥R @ 414 e F1 | Y AR YR JeT e N GRET R IR R |

4. Streaming Data Processor: Streaming data processor ensures effective transition of input
data to a data lake and control applications. No data can be occasionally lost or corrupted.
AT o1 AR ¢ TR o1 AR e o N AT T @ RiY e T B
HHAT BT GAFId HRar 8| B1$ A Ser TmHg a1 W9 TE & Ghdn |

5. Datalake: A data lake is used for storing the data generated by connected devices in raw
format. Big data comes in "batches" or in “streams”. When the data is needed for meaningful
insights it's extracted from a data lake and loaded to a big data warehouse.

ST AF : T B H FS ITHRVN ERT IO 2T B WA B & e et W w1 SwEn
fara e & 1 @1 Fer duww @ wE W o &1 9@ Fer SqEnT @ fiv smavad @ & oN
w@wﬁﬁmw%mwﬁ%mﬁmﬁmwm

Big data warehouse: Filtered and pre-processed data needed for meaningful insights is
extracted from a data lake to a big data warehouse. A big data warehouse contains only
cleaned, structured and matched data (compared to a data lake which contains all sorts of




Introduction to Internet of Things (FYEEED 15

data generated by Seénsors). Also, data warehouse stores context information about things
and DSSorse(fort example g where.sensors are installed) and the commands control
applications send to things,

ﬁj_wmm:mmam$mammamw~wmaawaawaw
?&vt\aﬂmﬂﬁﬁmm‘m%uw@éaﬁwmﬁmw.mﬁmmﬁamﬁww
@‘ETF*H(%awﬂwaﬁgamﬁwwmmw;ﬂmzseamgnmm,ea
R mﬁﬁaﬁvﬁma%mﬁmwmaama(wzhmmﬁmwﬁﬂ)
Nﬁmﬁww(—mwmﬁwm%n

Data analytics: Data analysts can use data from the big data warehouse to find trends and
gain insights, When analysed (and in many cases - visualized in schemes, diagrams, info-
graphics) big data show, for example, the performance of devices, help identify inefficiencies
and work out the Ways to improve an IoT system (make it more reliable, more customer-

oriented). Also, the correlations and patterns found manually can further contribute to
creating algorithms for con

W—mﬁmaﬁnﬁ)m%‘a

Wmﬁmm%aﬂvwlﬂmaﬁmm%mwmm%(ﬁm
m%wﬂ:ﬁu@wmaﬁ@ménmmﬁaﬁ,ﬁgmmﬁmmmaﬁ?ﬂﬁ
FEFT Sginit & forg wehRe o % o e e ey E|

Machine learning & Models: With machine learning,
more precise and more efficient models for control a
regularly updated (for example, once in a week or once i
data accumulated in a big data warehouse. When the

models are tested and approved by data anal
applications.

T A SR e @ A Wi B s, P s B Ry e W ok ot g
q?saaﬂﬁmmmmmwa@%amﬁmgqmﬁmaazﬁaﬂmw
ﬁvﬁamﬁm@zﬁﬁqwﬁﬁ(W%W,Wﬁwmmnﬁﬁﬁwmhm%a

ﬁeﬁwﬁmwmaﬂmaﬁ?ammqﬁmaﬂ?mﬁﬁmwamwmw
SYANT fEFvT gy grr i S ¥

Applications: This is another end of an 10T system. Applicatidns do proper utilization of all
the data collected and provide interface to users to interact with that data. These could be
cloud based applications which are responsible for rendering data collected. Smart home
apps, security system control applications, industrial contral hub applications, etc. are the
example of application. You can understand the application example given below:

TAIDYE @ T8 U [oT Req o1 quvt BR ¥ | tRade ofia @by o wf o7 &7 Shig Suin
mﬁ%aﬁvmiﬂmaﬁaﬁwea%wamiﬁamﬁ%fmmmmﬁ%mm
mﬁav@&#m@mﬁ%,ﬁmﬁmw%aﬁﬁmwﬁ%ﬁwﬁ@m?%lmﬁsﬁw,

RraRdl Riven @gie whedem, esRead s1a &a ufdaem oift e & waee ¥ &
A Ry U UliB I SRR B 9HI 9hy £

there is an opportunity to create
pplications. Models: Models are
n a month) based on the historical
applicability and efficiency of new
ysts, new models are used by control
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: tic command to
Example: (A) A Windows of a smart home can receive an automa Open g

close depending on the forecasts taken from the weather dEPIal‘tme“t-

A R R RYY Ty g @ om T wnd @ a1 g JetT TP

T AT I D AN W B b B

(B) When sensors show that the soil is dry,

water plants.

T R R & R P el 2, ) R @ el 1 e 8 9P T M f 3

Control applications can be either rule-based or machine-learning based.

HoI TN PrE—amenRa a1 AeiH—amRa & §ad € |

*  Rule-based: In the case, control apps work according to the rules stated by specialistg,

Pr—aTenR : 3 WS 4, P e Rews gy aarg Y P S SR D gy
&l

* Machine-learning: In the case, control apps are using models which are regularly
updated (once in a week, once in a month depending on the specifics of an IoT system)
with the historical data stored in a big data warehouse.
T AT ;5w A, P oRee 99 Aredl B ST 9% %8 § S P g
(@@TE ¥ Up AR, Th WA ¥ s ax loT fiwed @ a¥ifedl & IR W) U6 93 I
FRETSH H WUd Y Ser & W oee fhy o ¥

Although control apps ensure better automation of an IoT system, there should be always an

option for users to influence the behaviour of such applications.

Tt Fgiet WS U [oT Homell & deaR ware B ghiad $Xd € STErThaiil ® fou e

TRE B IR B FAER BT YHTAT B B {0 g9 U fddbed g AR |

Mobile or Web Application: Users can monitor the state of their things; send commands to

control applications, set the options of automatic behaviour.

AT a7 39 TRNBYH : STThAT SO awgel @ Refy B FARE 3% wad €, feeue @

Frafa ae & fory sais 4, wWalferd @aeR & fade AT B |

Device Administration: There are some procedures required to manage the performance of

connected devices:

fEarza TSRffRe : to—g ¥ g SUBRUI & ST Bl WERd x4 @ foly Ho ufhasi &
JATITIHAT BT B | '

watering systems get an automatic commanq to

= Device identification to establish the identity of the device to be sure that it’s a
genuine device with trusted software transmitting reliable data.

fearss @1 wgar @ fog & fory feaga &1 veam wenfid & @Ry e a8 gfRfkad
ferar < @@ f& a8 favawi S @ A e i feaey & o fvgasy <o gaid
HT 2 |

Configuration and control to tune devices according to the purposes of an IoT system.
Some parameters need to be written once a device is installed (for example, single

device ID). Other settings might need updates (for example, the time between sending
messages with data).
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LA FMR B SR B orER SuB B PR Td AT P SH BT
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* Monitoring and diagnostics to ensure smooth and secure performance of every device
in a network and reduce the risk of breakdowns.
ﬁmﬁmm%Wmﬁﬁmmﬁgﬁﬁaﬁmaﬁ?@ﬁ%mﬁmﬁm
& B Y fFRed ik fem )

* Software updates and maintenance to add functionality, fix bugs, address security
vulnerabilities.
mmaaﬁ.waﬁéﬁfsm,g?mmﬁf%ﬁaﬁwﬁaﬁma%ﬁmﬂmﬂm“ 37
YET Ud YERAG AT 2 2 |

User management: User management involves identifying users, their roles, access levels
and ownership in a system. It includes options such as adding and removing users, managing
user settings, controlling access of various users to certain information, as well as the
permission to perform certain operations within a system, controlling and recording user
activities and more.

Lo e : SWITTEAT HeEE § U womel # SudnTediel, S Yfiwel, uga & wR iR
WA B G B WA 2| S STARTRAR 3 ey R ger, SudnTddl AfeT B
FaRIT B, BB AEER B forw AR Sugmedis B ugd B R B, 6 @ oh Jome 3
fameq wfFfora €|

Security monitoring: Security is one of the top concerns in lIoT. Connected things produce
huge volumes of data, which need to be securely transmitted and protected from cyber-
criminals. Another side is that the things connected to the Internet can be entry points for
attackers. What is more, cyber-criminals can get the access to the “brain” of the whole IoT

system and take control of it

RIFNRE e : loT ¥ grem g fRiamsii § 31 Ud © | G g3 avgd 9! A1 # ST &1 Scied
el & fore wrgax IRl § R wu ¥ yaiRd iR WA $ @) sravEdar 6t 21
3R ver T8 & fb gexde ¥ 9 axgd sAaa’! @ forg waw fig 8 wad € | WigaR—sTRE §® 0T
In conclusion we can say that sensor transfer the collected data/information to processor.
The processor process the data to meaningful information and then again transfer it to
remote cloud based applications or database systems via gateway device connectivity. It
then transfers to the applications for the proper applied usage and also for data analysis.

3T # &9 BE 9Fd & [ AW T ST/ I B U H TR HY TaT 8 | WEER ST B
rfe aEeN @ frr SaIitd wRar € iR R 39 fed flaga dhfdefdd) & wram 9 R
TGS IMRT TRADIH a1 Seedg RRed § wWHiaRd $Rar 8| 98 d9 Sfa Swrr & forg
FRAT @ forg ok Ser faweryer & forg ft RaRd e & |
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. ecos
1.3 Various technologies making up IOT,

loT SR T9F areh A=
aimed that with time we will be a1, o3

L ¢ itis cl )
Technologies” are becoming smarter day by day and itis ¢ Things (10T). IoT is a network of St
a lot of variations in technology specifically, lnternef o S
devices, sensors, and actuators that can interconnect wit
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ts of data and monetary flows that helps in connecﬁl;j_
velopment is the best way tq Connrg
ffering the 0T ecosystem similar ¢, l‘{s

a
h each other. A\

loT ecosystem is like a community that consis
enterprises and vendors together. This new chain of de
companies together. Even in future, the companies will be 0
management and cyber security. _ _ A
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1oT is not just transforming connectivity among devices and obiEth b_Ut_‘t e alsc? allowing the pe(,‘p le
to get remote access easily. With so many advantages of IoT, it Is Interestiig tORSEENHE mq;;'
ecosystem components that [oT works on. i—z

IoT 7 399 STSN AR TGl B 99 FHRERA ot e 8, Med Tg M BT SR ﬁﬁﬁemm
mﬁﬁﬂs@fﬁém%lloT%Eﬂﬁﬂﬁmﬁ%WﬂmgﬁW%mﬁmm%i
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Here are the various technologies making up IoT ecosystem:

TEt 10T Ioiftrew At R aeifda € 8-

1. Gateway: Gateway enables easy management of data traffic flowing between protocols anﬁ
networks. On the other hand, it also translates the network protocols and makes sure that
the devices and sensors are connected properly. :
mwﬁmmmﬂmm%mwgﬁmm%%mmw

It can also work to pre-process the data from sensors and send them off to next level if it l§l

configured accordingly. It is essential to configure it as the presence of TCP/IP protoco_l"
allows easy flow. '

ugﬁﬂﬁﬁéaﬁﬁ—mm$%qtﬁmmm%aﬁvmagwﬁﬁqﬂﬂ
TR A SR A TR W N WA ¥ G DR G aravas ity i/ L1
HIerPlel 3 SURNRY M yarE B sy 3 =
Not only this, it gives proper encryption with the network flow and data transmission. Th
data passing through it is in the higher order that is protected by using latest encrypﬁoa‘

3
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techniques. You can assume it like an extra layer between the cloud and devices that filter
away the attack and illegal network access.

smﬁﬂﬁ.wmmm@mﬁm$maﬁamém%lmwﬁm
m@mmﬁ%ﬁﬁwmmﬁﬁmwmmﬁglmwmm
W%hwaﬁﬁmmaﬁmmmﬁvﬁmmmwmﬁgmm

2. Analytics: The raw data of devices and sensors are converted into a format that is easy to
read and analyse. This is all possible due to the IoT ecosystem that manages and helps in
improving the system.
m:@maﬂ?ﬁmﬁﬁ%ﬁﬁ@mﬁnﬁaﬁﬁﬁmm%ﬁmmﬁﬁw
;ﬂ#ﬁ%ﬂﬁ@ﬂ%lﬁlﬂéﬁﬁrﬁqaﬁmﬁw%vﬁﬁﬁaﬁmmﬁmm

|

The most important function of IoT technology is that it supports real-time analysis that
monitors the irregularities and prevents any loss or scam.

ioTWWWWMW%%WWm%ﬁWWWW%W
aﬁuﬁﬂﬁmﬁaﬂﬁﬁﬁﬁfaﬂmé‘aﬁ?ﬁﬂﬂﬁﬂwﬁmmaﬁm%l

The big companies collect the data in bulk and analyse it to see the future opportunity so that
they can easily develop more business advancement and gain profit. This analysis easily
helps in setting future trends that have a capability to rule the market. From this analysis,
they can be one step ahead of the time and easily achieve success. Data may be a small word
but it holds the power to make or break the business if used correctly.

<) HUMAT 3T B Ab § TP N & IR 4AY B TR B @A B oY sHST fAzergor FAl ©
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3. Connectivity of Devices: The modern smart sensors and devices use various ways to be
connected. The wireless networks like LORAWAN, Wi-Fi, and Bluetooth makes it easy for
them to stay connected. They have their own advantages and drawbacks that are classified
in various forms like efficiency rate, data transfer, and power.
mﬁm:mwmmmwﬁéqﬁﬁﬁmﬁﬁamw
SUANT Fed £1 LORAWAN, TE—%rE 3R <CU 9¥ dRRed Acad S [y S Y& 6
AT & | S A BRI 3k wiEr ¥ R gemr o, Sel R ik faweh 9 R i q
e e T 2 |
The main components that complete connectivity layer are sensors and devices. Sensors
collect the information and send it off to the next layer where it is being processed. With the
advancement of technology, semiconductor technology is used that allows the production of
micro smart sensors that can be used for several applications.
ﬁﬁlﬁﬁﬂéﬂ?ﬁ@ﬂﬂﬁﬁﬂ@wﬁwaﬁ?mﬁlmmmmﬁaﬁvsﬁ
MWWmﬁwEﬁmmmwélmﬁﬁﬁma}ﬂmWW
mwmm%wmam$%mm”ﬁmwmﬁmﬁmsﬁwéﬁm$
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The main components are: - &1 4@ §
*  Proximity detection, - f@edr &1 gar &

=  Humidity or Moisture Level, - = a1 =1 &7 ¥R
- g AR AR efee

= Temperature sensors and thermostats,
=  Pressure sensors, - YYR ¥
*  RFID tags. - RFID &

4. Cloud: With the help of internet of things ecosystem, companies are able to collect bulk dat,
from the devices and applications. There are various tools that are used for.' the purpose of
data collection that can collect, process, handle and store the data efficiently in real time, ¢ is
also responsible for making a tough decision that can easily break the deal. This all is done
by one system that is IoT Cloud.
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T A W ¥ | T WU B Sev A ST Ry o A A SuET § S Se B aRafi

W#Wwﬁaﬂwﬁawmmﬁmaﬂmﬁlwwmﬁﬂhéﬁém

A RRR & W 39 € B e ¥ dls G & | 98 W TS RRed 8RR S & S op

FEASS ¢ |

It is high-performance network that connects servers together to optimize the performance

of data process that is being processed by many devices at once. It also helps in controlling
traffic and delivering accurate data analytics results. .
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One of the most important components of IoT cloud is database management that s

distributed in nature. The cloud basically combines many devices, gateways, protocols,
devices and a data store that can be analysed efficiently. These systems are used by many
companies in order to have improved and efficient data analysis that can help in the
development of the services and products. In addition to th?s, it also helps in forming an
accurate strategy that can help in building an ideal business model.

0T TASE & TN FEayol ol § § TP Scld Haud & ol Upfa d Sucial 8 | FSs Jd ©9 9§
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5. User Interface: This is another factor on which IoT ecosystem depends immensely. It
provides a visible interface that can be easily accessed by the user. It is important for the
developer to create a user-friendly interface that could be accessed without putting any
extra efforts in it and that can help in easy interaction.

IOR FTXPH : TE TP 3R SRS & o W [oT TRRRS o5 &7 frRk ovar 21 a8 va g9adm
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With the help ot'advancement. t

here are various interactive designs that could be used easily
and that can easily solve

‘ any complex query. For examples, at home people have started to
use the colourful touch Panels instead of the hard controls that were used earlier. It is

nmgagng da_y by day as now the touch pads are also launched that can switch on the air
conditioners from a distance.

Wﬁm%.%ﬁﬁeaﬁﬁm%aﬁmmﬁﬁwmmmﬁsﬁvvﬁm
ﬁ%ﬁﬁaﬁaaﬁaﬁmmmﬁ%w%ﬁﬂmwaﬁ#ﬁﬁwmﬁﬁﬁw
Wmﬂﬁmﬁm%mmﬁﬁw$mmsﬁwmwmwﬁﬁ—uﬁ—ﬁ?
TWW?%WﬁW%ﬁWWW%@?@WWWWWW
These h‘ave set out a trend for the digital generations and have managed to hype up today’s
competitive market. The user interface is the first thing that user pay attention to before

buying a device. Even customers are oriented to buy the devices that are user-friendly and
less complex that could be used with wireless connectivity.

ﬂmﬁ%ﬁ%ﬁwwwﬁﬁaﬁvm%uﬁwﬁwﬁwmﬁﬁw@%l
Wmmm%mmmw#mmmpuam%m

mmﬁﬁuﬁaﬁ$hmaﬁ%ﬁmﬂwﬁ%waﬂvmaﬁaﬁﬁﬁﬁmﬁ
STANT RN FARERS & Wiy famn o woer &1 -

6. Standards and Protocols: The web-pages are now using the HTML format with the
cascading style sheet. This has made the internet more stable and reliable service to use.

They are the most used standard protocols making it no just friendly but easily acceptable.
However, loT doesn’t have that standard.

éméammaﬁw:éa—WMmﬁnmm%mmMmeWaﬂﬁ%l
mmﬁwma%mmmwaﬁmwwWam.ammw
mmmmmgwwamwmammﬁmam.
[oT # a8 A& =181 | '

It is important to choose a platform the IoT that can help in determining the way your
platform will interact with the system. Thus, every device will be able to have an interaction
with devices and networks in similar manner. As it is important for having the same protocol
to have a successful interaction.

TP TICHH g1 Heaqul € [oT W 30 wiewd & Rived @ e aa o3 & 988 @
iR B # 7ez aR AT 2| TH UGN, TG RAEE WA T W ST 3R Jead B |y
mﬁawﬁﬁva|m%wﬁmh$mwmmmmW%l

7. Database: Internet of things are increasing dynamically and is all dependent on data that are
used immensely in the data centers. It is essential to have a proper database system that can
store and manage the data that is being gathered from various device and end-users. There
are also various management tools that offer many automated features that help in easy
accumulation of data stored and managed in bulk at the same place.

STV : 3EXE S R Rl Y ¥ 93 jaT & iR W Fer W AR # o et et ¥ s
wmmﬁ‘élwaﬁmmmmméwﬁﬂ?msﬁv@—wﬁﬁ
gl 6y o @ Se1 B 'R AR w6 &R v | AR vdee Suswr € o one W@
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8. Automation: As mentioned above, the database system is using the automotive fﬁtatures thy

help in managing data and accumulating it. HOWeveD the data management is the only
limited thing that is used by the internet of things. [t is now used‘for a much more adVanCed
version that allows the automatic adjustment of the wireless thm.gs. For example, yq,, can
easily control light with a click of the remote. The air conditioner 1s nOW cor-lm-acted to your
smartphone and you can switch them on and off whenever you want. Even it is possip|q to
manage the temperature. ;
SR © ST P S Sed fya T &, Ser RieeA offcfed RN T ST o ey 4
A 2o T TR T o 3 W B § weg B ¥ | wrein, ey Pl M awg ¢
mmmmwwm%m@ma@mww%mwmm
3 o are Tt @ e WA @) oAy 2 ¥ ST D [0, ST Rie iy
P & T ST X e Y PR @R wEd | T SR S ST SR W e gy
émmmﬁmﬁwmmwm%lmm%Wﬁmmﬂm
2l

9. Development: Internet of things is the latest advancement in technology. The need for the
development is growing and increasing with time. Each and every one is not depending on
the launch of various automotive devices and smart sensors. There are various Prototypes
that are in the market that are being deployed and are running in the testing phase. Also, [oT
is not working with only one device. Hence, it is important that the devices are completeq
tested according to the compatibility of the device and checked thoroughly that whether the
devices can connect wirelessly or not.
ﬁﬁm:mmméﬂﬁﬁﬁﬁwm%mﬂﬂﬁmwﬁmmm
@ 2| e @i R aremifea Suevll 9k wé deR W PR TE 8 | AR st §
AR F E G 3 U o W@ # sl odemr axor ¥ ael W@ €1 g9 e, 1oT $ad TF Rearw
& AT B A R ¥E | Eli, a8 Hecyel & fh SUBRON B I D ATAR SIDYUT B Oy
ﬁmmﬂaﬁv@mﬁmﬁmﬁswmmaﬁﬁmﬁmﬁmﬁl

The journey of the internet of things is growing for years. We have managed to experience
many things and advancement in most of the technology. loT ecosystem is used to make the
protocols easily accessible, reasonably priced, efficient and secure. It will be excited to see
the new demands and development in the several sectors that will be bought by the internet
of things. Especially the way it connects different technologies and vendors together. The
main things is that we need to lookout the way everyone can incorporate this [oT ecosystem
to increase their production.

sevie 3G PG @1 GeY 91 ¥ 9% & 2| H Afmiy weifer § ane awgsi R S @
FPIT B W A X2 &1 0T FHINFCH 1 SUANT Aerbid Bl FEHl A Jor, FAfad Fed.
T 3R G a @ forg fbar wmr # | 98 e & § E AT o e @ <wd @ oy
SRR BT O gexeie St R B gRT WHd &N | RN WU 9 a8 R aeier AR e
P UH W Sl ¥ | @ 9 TE & 5 & 9 9w B 99N @ ¢ 39 loT Seiied @l
MRS B B D BN WA B ARG ¢ |
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1.4 IoT levels - IoT digeq

Level 1: This lgvel [oT system has a single node or device that performs sensing and actuation, stores
data, performs analysis and hosts the application.

At 139 ¥R & [oT R & 1o vavet e 1 Suawvr 2xar & ot AR 3R TagaeE avar 8, et wuda
g & AT FRar ® 3R velidyd &) ave avar 2|

IoT Level -1

LLocal Cloud

| App |

e
=ftehare

pr——
- REST/ Web I
‘H Socket Sexvice

| | Controllex

Service

N
l Resource l

L

Device I

Monitoring Node Performs
analysis, stores data

Bl ——

= This level consists of air conditioner, temperature sensors, lux sensors, water level sensors,
air composition sensors, video cameras for surveillance, voice or sound sensors, pressure
sensors, humidity sensors, accelerometers, infrared sensors, vibrations sensors, data

collection and analysis and control & monitoring app.
39 TR ¥ TR HEER, dOFF AR, da R, Od WR 9, 9 S 69w, AR @ fag
HUE iR fRvawer qur = ik frRE v Wi 8

= The data sensed in stored locally.
ST A divd W W §Ued e & |
* The data analysis is done locally.
ST fiveny died WR R fHar S 8|

*  Monitoring & Control is done using Mobile app or web app.

Hiargel VY AT J9 VT BT SUANT S IRET AR e A S 21

* The data generated in this level application is not huge.
TH TR @ TRADTE § IO~ ST 95 91 7 en 2l

= All the control actions are performed through internet.
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elling low-cost and low-complexity solutiong wil

= Level 1’ loT systems are suitable for mod ents are not computationally irltens;‘,re

- - irem
the data involved is not big and the analysis requl

et 1 loT R ao—amma iR r-sifeer S
o7 721 T8 R AR Rvawr P aavEHA TP 99
Example: Room temperature is monitored using temperature
locally. Based on analysis made, control action is triggered us
status monitoring.
WWWiﬂﬁﬂWW%Waﬁmﬁm%w%mm%
i/ Rrvere o e &1 oy T v & IR W, A 39 7 e
6 A 9 & 7 Rufy A Frred § 7w aR Gad ‘
There are probably thousands of such sensors out there, depending upon what you need; yoy may
use one or many of these to build a truly smart home loT product.
Hﬁm@ﬁﬁﬁwé,ﬁﬁeﬂwﬂmzﬁaﬂmq?iwﬁmmlﬂwma}%\'m
T A S A1 0P | A T ITANT DY Fhd © | : -
Level 2: A ‘level-2’ IoT system has a single node that performs sensing and/or actuation anq logz]
analysis. Data is stored in the cloud and the application is usually cloud-.baSEd- LeveljZ loT Systemg
are suitable for solutions where the data involved is big; however, the primary analysis requiremen,
is not computationally intensive and can be done locally.
A 2 : AT- 2 [oT Rived # d et A B & W WadaRer IR/ A T R R fivmy
TR ¥ e B FAST H e A e @ iR QRewI SRR 0N FASS—IEIRT B ¥ | Qg ,
loT Riwes 9= wuT & forg Suge & ol a1 49l 2, e, e veyer i sTawaedl s
T W TET T 2 R T W WR R R o wad 2 |

sensor and data is stored / ANalyge,
ing mobile app or it can just help \

loT LEVEL - 2
LOCAL CLOUD
App
I REST/websocket
REST/websocket communication

J "
communication
ntroller l; A REST/ Web

Service | Socket Service

3 1

1

|
1
o] '
| Device | |
1

O — )

Monitoring Node
performs analysis

iy

Loaraba se ‘

e s

Cloud storage

This level consists of air conditioner, tem

perature sensor, Big data (Bi 3 |
analysis done here), cloud and contro] & i

monitoring app.
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« This level-2 is complex compared to level-1. Moreover, rate of sensing is faster than level-1.
& AT 2 AdqA— 1 B ol A Wie ¥ | gD e, VR B TR Adei— 1 F A 2

« This level has voluminous size of data. Hence cloud storage is used.

< WR A ST BT T ATHR 2 | FHRAT FoSs TRl BT ST fbar o 2 |

« Data analysis is carried out locally. Cloud is used for only storage purpose.
?Wﬁwwﬁuwwﬁmm%mwwmmmﬁmmm
|
« Based on data analysis, control action is triggered using web app or mobile app.

@afaséwzﬁaqu?,aaﬁumﬂﬁm@wwmﬁﬁwmﬁméwﬁaﬁﬁ%l

Examples: Agriculture applications, room freshening solutions based on smell sensors etc.

F TAIBIH, Wiel VAR AR B MR T BT AT |

Level 3: A level-3 10T system has a single node. Data is stored and analysed in the cloud and the
application is cloud-based. These level systems are suitable for solutions where the data involved is

big and the analysis requirements are computationally intensive. Data here is voluminous i.e. big
fast and collected sensed data is stored on cloud because of which

data. Frequency of data sensing is
s done on the cloud side and based on

the amount of data increases rapidly. Data analysis i
analysis control action is triggered using mobile app or web app.

maﬁﬁwai@%‘léaaﬁwﬁm&ﬁvfaﬂwﬁﬁmm%aﬁ?qw
Wmﬁlﬁmmﬁmﬁﬁmw%wm%@ﬁaﬁ?ﬁﬁwﬁ
WWW@W?IW@W%@W@U|%§W@WW@%%
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loT Level -3
LOCAL CLOUD
App
! REST/websocket
REST/websocket communication
— com mun‘.cation SEST/Web
_Servics T Socket Service |
) ]
]
:
: : ooy
[ Device | ! | Dotabase|
—
Monitoring Node Cloud storage
& Analysis
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Example:

e s e ]

Tracking Package Handling, Sensors used accelerometer and gyroscope.

ST e =i, TN (EHaNMIER IR MRS BT IUAT B o | 8

Level 4: A level-4 [oT system has multiple nodes that perform local analysis. Data is stored in the
cloud and the application is cloud-based. It contains local and cloud-based observer nodes which cap,
subscribe to and receive information collected in the cloud from 10T devices. These types of IoT
systems are suitable for solutions where numbers of nodes are considerably high, the data involyeq
is big and the analysis requirements are computationally intensive.

AT 4 Fa- 4 [oT Rves & orim 1S9 & o T Rve aRa #| 221 B FA9s § WEd B sy |
2 IR oo soss—amad %IWWWMW@W%?W[OTWQ
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loT LEVEL -4
LOCAL CLOUD
REST/WebSocket 20D .| Observer
communication "]l Node

Observer ; :
o | e 7l |

. b Analytics 4
! ] I > = 1
—— Zorirolie: REST Services | 4 Component i
<‘.—> 2 ~ 7| (loT intelligence) i
- X : \ J
I_ ij I Resource ] : A ::
% X ;
| Do | | Devie | ; i'?;z |
Lo el

Monitoring Nodes are
performs local analysis

Example: Noise Monitoring, Sound Sensors are used.

AN R, @l S6R @1 SuarT ey i 2

Cloud storage

Level 5:

A level-5 IoT system has multiple end nodes and one coordinator node. The end nodes perform
sensing and/or actuation. The coordinator node collects data from the end nodes and sends it to the
cloud. Data is stored and analysed in the cloud and the application is cloud-based. Level-5 [oT
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systems are suitable for solutions based on wireless sensor networks, in which the data involved is
huge and the analysm'requirements are computationally intensive.

Aqd 5 A 5 IoT WoTeh & 3rw ¥ g ok o PRI A8 2| 3 Trew IR iR
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loT Level-5
LOCAL CLOUD
REST/WebSocket Obse
communication m NOdr:nr
Observer n }
Node ! —_— Jr
i REST/ 2 Analytics
: WebSocket | 4 Component
: ] Senvices (10T intelligence)
I Rnou.ru—l Llluoum I [ Rqsoum‘ l ‘\ ¥
3 i 3 |
[owe ] [ome | [oee ] ! —
D
Routers or End points >FG
Cloud storage and Analysis
Co-ordinator

Level 6:

A level-6 IoT system has multiple independent end nodes that perform sensing and/or actuation and
send data to the cloud.
AT 6: oaei— 6 loT WUl ¥ M@ Wdd 38 A8 8 & Wl WieT AR /AT Tagded A & AR Sl Bl
FerSs H WOl 2 |
= Datais stored in the cloud and the application is cloud-based.
w.ﬁmﬁmﬁmméaﬁ?mwwﬁa%l
= The analytics component analyses the data and stores the results in the cloud database.
o Watll Hed T BT AT Fxar & R IR B FoSS SN A qUEK dedl £ - -
=  The results are visualized with the cloud-based application.
RO FASS—HIRG URAPIE & | 3@ W & |

»  The centralized controller is aware of the status of all the end nodes and send control
commands to the nodes.

ﬁmmwﬁﬁmaﬁﬁuﬁ#m%aﬁ?maﬁﬁmmmmﬁm
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loT Level - 6

CLouD
LOCAL

REST/WebSocket
communication

e -
| L

Analytics
Component
(toT intelligence)

‘ REST /
WebSocket

ﬂ —1__) Centralized
T (:———') | Controller services
1 -

e e

Multiple Monitoring Nodes O
9 Cloud storage and Analysis

Centralized Controller

3 =5

1.5 IoT design methodology - IoT o =l

IoT Design Methodology that includes the following steps:
IoT f&amg ugfy s Frafafaa @xor wfifeaa & ¢

Step 1: The first step in loT system design methodology is to define the purpose apq
requirements of the system. In this step, the system purpose, behaviour and
requirements such as data collection requirements, data analysis requirements, System
management requirements, data privacy and security requirements, user interface
requirements etc., are gathered.

loT fien feumgs afa 4 yom =Rvr Rien @ Seww @ik amavamari o gR9IRT w1 8| 3q
AR, RReq wau smavadmaisl, SeT MU iR GReM AavaHarel, SUANTHAT Sexhy
AraegHarst onfe o usfa fbar s 2

Step 2: The second step in the loT design methodology is to define the process specification. In

this step, the use cases of the IoT system are formally described and derived based on
purpose and requirement specifications.

loT fevirest wafy &1 g@=1 wvor wfibar fRAfrdy &) ofRenfie e 21 39 ==or % 10T womel @
mvﬁwmmﬁmmﬁﬁﬁhﬁaﬁvmaﬁvmmﬁﬁésﬁtﬁmwmm
T E|



——

.

Introduction to Internet of Things @m 29

—————

3: The thi i :
Step e third step in the loT design methodology is to define the Domain Model. The domain

Step 4:

dme(;?;rll :;scl:)r;tt::asi ;h; m;iil concepts, entiti?S, and objects in the domain of 10T system to be
fi mo: e deﬁnes the attributes of the objects and relationships between

P el provides an abstract representation of the concepts, objects, and
entities in the IoT domain, independent of any specific technology or platform. With the

domai i
main model, the IoT system designers can get an understanding of the 10T domain for
which the system is to be designed.

;;r %ﬁm@ F S R S died @ aRfla e 1 S diee ® Ronge @Ay o)
1‘0; ?r‘a_ S A T JrquRoTel, Wl iR awl of vl wwar ¥ @iy dted
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TS A ewH | W SR, el R Tl @ e s sar aw

€1 ST AlSS & W, 1oT Rien Romget @1 10T 0 o) e et wiasch b e
iltie 0 2 Rraad fag Rwen

The fourth step in the IoT design methodology is to define the Information Model.
Information Model defines the structure of all the information in the loT system, for
example, attributes of virtual entities, relations, etc. Information model does not describe
the specifics of how the information is represented or stored. To define the information
model, we first list the Virtual Entities defined in the Domain Model. Information model
adds more details to the Virtual Entities by defining their attributes and relations.

loT fSTss Tl & <o axwr qaan Aset A uRAI @ ¥ | {aw Atee loT somedt 3 woll

IR B EREA BT URAING B €, SN0 @ fory, syl el @ fdiward, Wy anfY |

I Asd DT IRAMRE $A 3 g, &9 usd S s § oRnfa adera AW @ yHee

gﬁémmmmmmaﬂﬁmﬁammm [ A it ey
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Step 5: The fifth step in the IoT design methodology is to define the service specifications. Service

Step 6:

Step 7:

specifications define the services in the IoT system, service types, service inputs/output,
service endpoints, service schedules, service preconditions and service effects.

loT feoes ugfa & gmal @xor dar et @1 aRafa &= 81 dar fAfdsr loT womeh, Jar
THR, ¥al g4/ IMScye, AT A g, Jar vreyge, Jar wrifieard iR Jar wra F Jansit o
R &=d 8|

The sixth step in the IoT design methodology is to define the IoT level for the system. In
previous section, we define one of the five loT deployment levels based on the application
requirements.

IoT f3oss rivvmel ¥ wor =R Rked @ faw [oT &R &7 ufifta & 81 few s 4,
9 A9eT JATISAR @ YR TR 9" loT RIS R § ¥ v & uRaifa &=a 2|

The seventh step in the IoT design methodology is to define the Functional View. The
Functional View (FV) defines the functions of the IoT systems grouped into various
Functional Groups (FGs). Each Functional Group either provides features for interacting
with instances of concepts defined in the Domain Model or provides information related to

these concepts.
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loT R¥oige gl A wraai avvr wawre @ @ g & 8| waerea 2 (FV) fafi=t saarg
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Step 8: The eighth step in the IoT design methodology is to define the Operational View
Specifications. In this step, various options pertaining to the loT system deplt?yment and
operation are defined, such as service hosting options, storage options, device options,
application hosting options, etc.,

IoT R¥uimg= HriwvIe # afoar awvr sifera 2 WRheYA B afafid & 81 39 == 4
loT Rivew uRfares sk Garaa ¥ dafd fafs el o oy fear T 2, 59 5 affy
BIRET e, wWra e, fagw faww, tfade aiReT faga anfe |

Step9: The ninth step in the IoT design methodology is the integration of the devices and
components.

IoT f¥SiTgs Frewomelt # ai axor Suavo 3R TedH) B THIHT 2 |
Step 10: The final step in the loT design methodology is to develop the loT application.
loT fesirg= wgfa # sifom awvr loT vfdes & s wwm |

1.6 The Physical Design of IoT - IoT &1 e fesmg

Physical Design of IoT refers to Things in IoT and IoT Protocols. Things are Node device which
have unique identities and can perform remote sensing, actuating and monitoring capabilities. loT

Protocols helps Communication established between things and cloud based server over the
Internet.

loT &1 fBfSrder fwmgs IoT oIk IoT Wewta # avqell # waffa axar ¥ | awqd e feasyd & R
ﬁﬁmw?aﬁvﬁmeﬁﬁmw@%ﬁaﬁvmﬁwmaﬁmmmmﬁﬁﬁuﬂms?ﬁe
W I3 AR FrSs MR W @ dru venfid waR # #ag wear 2|

1. Things in IoT : Refers to loT devices which have unique identities that can perform sensing,
actuating and monitoring capabilities. Things are is main part of IoT Application. 10T Devices
can be various type, Sensing Devices, Smart Watches, Smart Electronics appliances, Wearable
Sensors, Automobiles, and industrial machines. These devices generate data in some forms or

the other which when processed by data analytics systems leads to useful info
further actions locally or remotely.

loTﬁﬁi’rﬂ:[oTWﬁﬂﬂﬁaﬁﬁm%‘ﬁﬁaﬁﬁﬁmmﬁﬁ%ﬁﬁﬁmmaﬁ?ﬂW
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rmation to guide
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GENERIC BLOCK DIAGRAM OF loT DEVICES

Generic Block Diagram of an IoT Device:

% loT fargH @& wike =ife amy :

An loT device may consist of several interfaces for connections to other devices, both
wired and wireless.

& loT flazH ¥ arge iR aaRe QA @ F9eH & iy e §exbd & dad & |

1/0 interfaces for sensors

¥R @ fog 1/0 g9

Interfaces for internet connectivity
gexde FAfdefadl @ fau gexed
Memory and storage interfaces

AR 3R TR geRBH

Audio/video interfaces
aiifea / fafear sexwd
loT Device collect data from on-board or attached Sensors and Sensed data

communicated either to other device or Cloud based server. Today many cloud servers

available for especially IoT System. These Platforms known as IoT Platform. Actually

these cloud especially design for IoT purpose. So here we can analysis and processed

data easily.
IoT fRazw FE-dS A

HeaRa STT THH e &
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8023 — AR : Yorvre Hrehfif SR SEHTar B Uh e § Sl eI w9 F aaE LANs
A U far Srar @ | a8 ggel 9w 1980 # IEEE 8023 AIM® &RT AFIgd fbar T o |
lE_EEeoz.sﬁﬁms\waﬂvwaﬁwﬁﬁw(MAC)méﬁwW%%m%a
foid uxa @ Ha—orIR B gReifia wxar #

Standard Shared medium
RS 9T Hifeww

802.3 Coaxial Cable, 10 BASE 5
802.3.i Copper Twisted pair, 10 BASE T
802.3, Fiber Optic, 10 BASE F
802.3.ae | Fiber, 10Gbits/s to 40Gbits/s

= 802.11 - WiFi: IEEE 802.11 is part of the IEEE 802 set of LAN protocols, and
specifies the set of media access control (MAC) and physical layer (PHY) protocols
for implementing wireless local area network (WLAN) Wi-Fi computer
communication in various frequencies, including but not limited to 2.4 GHz, 5 GHz,

~ and 60 GHz frequency bands.

80211 — dI$HTE : IEEE 80211 LAN WioWafd @ IEEE 802 ¥e &1 #FT 2, 3R faf=
IgREl # IRRe™ didd YRAT Aegd (WLAN) aE—%TE $YER HaR ®I arf &3 & oy
e vadw @dgid ((F) iR BRea or (PHY) Weieia & de o fAfde aar g1
e 24 GHz, 5 GHz 3R 60 GHz Wiadl ds ds Hifaa == & |

Standard Operatesin
wued sifRes &
802.11a 5 GHz band
802.11b and 802.11¢g 2.4GHz band
802.11.n 2.4/5 GHz bands
802.11.ac 5GHz band
802.11.ad 60Hz band
Collection of Wireless : LAN
Data Rates : from 1Mb/s to 6.75 Gb/s

= 802.16 - WiMax: The standard for WiMAX technology is a standard for Wireless
Metropolitan Area Networks (WMANs) that has been developed by working group
number 16 of IEEE 802, specializing in point-to-multipoint broadband wireless
access. Initially 802.16a was developed and launched, but now it has been further
refined. 802.16d or 802.16-2004 was released as a refined version of the 802.16a
standard aimed at fixed applications. Another version of the standard, 802.16e or
802.16-2005 was also released and aimed at the roaming and mobile markets.

wz.1e—aﬁﬁw:a@ﬁéaﬂﬂ$$mwmﬁgﬁ%ﬁqﬁmw
(WMANSs) & f¢ va #@ &, o [EEE 802 & WHE Wa% 16 BN fAofea far mar &, S
W—q—mmmmﬁﬁﬂmﬁlmﬂﬁaomsaﬁﬁﬁaaﬁ?
St T oT AfPT 9/ 3X Sk gRSpa feAT AT ¥ 802.16d AT 802.16-2004 P
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T TP 3R wepeor 802.16e AT 802.16-2000 il
1352” AT 7 |
Ea é:da;d pata r;:te
¥ d stations

fixe
802.16m | 100Mb/s for mobile stations 1Gb/s for

Collection of Wireless: Broadband standards
Data R s S
ates: from 1.5Mb/s to 1 Gb/ ~te wireless personal areg

" 802.15.4 - LR-WPAN: Collection of standards for lo“;; such as Zigbee. Data Rateg
networks. Basis for high level communication protoco 4 communication for power
from 40Kb/s to 250Kb/s. Provide low-cost and lovSEEs
constrained devices. ' ‘

Jead @ foIQ AR B HgE
802.154 — UoRIR—Saqd : fyei—a¥ drRReld AfHIe fc,‘*a =¥ 40Kb/s ¥ 250Kb/s aa;:
S € TR et @ frg ome of B Rl S S Tt
I
ﬁmsﬁaﬁmmﬁmwﬁiﬁﬁwmmaﬁ?m“ﬁﬁ
are different types of

* Cellular Communication (2G/3G/4G): These
telecommunication generationg. l(fT devices are based on these standards canp
communicate over the cellular networks. b 4
Wﬂ?ﬂlﬁﬁﬁ(zc/scnmzaﬁmﬁrmaﬁwmﬁn IoT f3azs =5
TP R IR ¥ S Yooy Fead R FAR IR G € |

Standard Operates in
Rrss aifrves
2G GSM-CDMA
3G UMTS and CDMA 2000
4G LTE
Data Rates: from 9.6Kb/s (for 2G) to up to 100Mb/s (for 4G)

b. Network/Internet Layer: This layer responsible for sending of IP datagrams from
source to destination network. It performs the host addressing and packet routing. Its

host identification is done using hierarchical IP addressing schemes such as IPV4 or

IPVe6. :
TP /FSRAC o : Y€ AR 91 A TaF eqd aF MEd e Ao @ o foreieRr 2
TE e URRIT iR Y wfeT @xar 81 gud eve ugdH IPV4 @1 IPV6 oA qermiia
ansd USRI TS BT IUET WD P T |

* IPv4: An Internet Protocol address (IP address) is a numerical label assigned to each
device connected to.a computer network that uses the Internet Protocol for
communication. An IP address serves two main functions: host or network interface
identification and location addressing. It uses 32-bit address scheme.
wwm@a(mm)wmmewquqq@m
ReaT®r 1 W T & S o @ fore g st a7 A e 21 o okl ode
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A JE B AR B W Aeqd geXHE UEAN AN RIF U] g a-fRe oo
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IPv6: Internet Protocol version 6 (IPv6) is the most recent version of the Internet
Protocol (IP), the communications protocol that provides an identification and

location system for computers on networks and routes traffic across the Internet.
Uses 128-bit address scheme.

mﬁeme\-cﬁ‘lame(lpve)mma(lp)mmwm%,wmaaﬁavﬁ
mwﬁmaﬁvqwﬁ$aﬁﬁﬁ$mw¢ﬁmwmmaﬁvwmgaﬁ
B B | 128—AT TFw WO BT ITAT Py B

6LoWPAN: (IPV6 over Low power Wireless Personal Area Network): Used for
devices with limited processing capacity, Operates in 2.4 Ghz, and Data Rates of
250Kb/s.
(mWWWWWwIPVG):WWmm&M%
fow SuaT fbar it R, 2.4 Ghz 3 waifera g 8, 8l Ier e 250Kb/s 2|

Transport Layer:*This layer provides end-to-end message transfer capability
independent of the underlying network. It provides functions such as error control,
segmentation, flow control and congestion control.

FUIE AR : qE WA PR ead & wod T8-o—gs WA SR AT T I B
ag Ffe P, o, ware fFrame ik e Priaor 99 S TeH @ 2

TCP (Transmission Control Protocol): This protocol connection Oriented
protocol. TCP is a standard that defines how to establish and maintain a network
conversation through which application programs can exchange data. TCP works
with the Internet Protocol (IP), which defines how computers send packets of data
to each other. Together, TCP and IP are the basic protocols defining the Internet. The

Internet Engineering Task Force (IETF) defines TCP in the Request for Comment
(RFC) standards document number 793.

SN (SR PRI WIEeTd) @ 98 Al dHeeE siRiee Weete &) At v
WD § Gl U edd ardfend @ I BRA SR A e @ fore R @ ¥
foras aram F wfedes W ¥er &1 ARFE-NEE 3R wad § | S e serete
(M) & AT B BRAT B, N GRAAT BT R B TH-gER B T B Yde BY
WO ¥ | IR 3R S Sevie @1 g S a1t o Wewia ¥ geve ot

TR W (IETF) fewrl & g aRe (RFC) AM@ awardst 6@ 793 § SR @
g9 e R

= UDP (User Datagram Protocol): This protocol is connectionless protocol. It does

not ensure Reliable transmission. It does not provide proper ordering of messages
and it transaction oriented and stateless.

RN (ToR SERM WReie) : U8 Hedid eawE JRd Weed 2| a8 Rvaesa
mﬁmgﬁﬁﬂﬁ#ﬁmﬁlwﬁéﬂﬁmsﬁawmﬁm%mwm
IR Voo o T ¥ :
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¢ Layer pmtocol. UDP is a Part o

. or gl ‘
User Datagram Protocol (UDP) is @ Transp ite. Unlike TCP, it is unreliabja an
Internet Protocol suite, referred as ssful packet delivery,

does not use acknowledgement packets yatel geve
WWW(@)WWW? Wi&%ﬁﬁ 78 mﬂ‘ﬁ
BT feww &, R /o qe O TN S ET e et e 2 ¢
AR el dabe favor @ gfte s P fo qradt 4C B
d. Application Layer: Application layer riace
with the lower layer protocols to send over the ne
TABIT R : gechber R et aE TR
AW WSTHA B Wy geABY gexdd dY g € |

* HTTP (Hyper Text Transfer protocol): Hype

protocols define h
twork.

aﬂﬁéﬁ?#ﬁfﬁﬂﬁaﬁa‘.m%

rtext Transfer Protocol (HTTP) jg k.

298 b dia documents, such as HTM, I
applic 3 mitting hyperme <t
pplication-layer protocol for trans g R web servers, but it o

was designed for communication between web ot s c
also be used for other purposes. HTTP follows a classica » With 3

iting until it recej
client opening a connection to make a request, then waiting Celves 3

i he server does not keep 3
response. HTTP i otocol, meaning that t ; ny
ponse. HTTP is a stateless pr s e CP/IP layer, it o %

data (state) between two requests. Though often ]
(state) q rotocol that doesn’t lose messageg

used on any reliable transport layer, that is, a P § :
silently like UDP does. RUDP — the reliable update of UDP — is a suitable

alternative.

mmmmm):mmmm(HTTp)m
mﬁﬁaﬁmﬁamﬁa%qummmammﬁaﬁa?ﬁﬁmmlagaam
Wuﬁﬁmwm%nmwwm@—wmmaﬂmmgmﬁm

m@ﬂmﬁ%fﬁqwmﬁwﬂaﬁﬁﬂméaﬁ?aﬁaﬁﬁmm%mmﬁ@
drerata & foraaer s & fb WX <1 IRmi 3

gfafkar urg 9 @) 1| HTTP U weod
SR @ ST /AT WRA B MR W, S

dra #1¢ Ser (Rafd) =& @ 2| e T
SEnT Rl o Reaadra qRae Twd TR far o Gadl &, i, U mersrd S g
ﬁlmgﬁmmﬁﬁ@m%lRUDP,UDPW%@W&I@E—WWﬁmg,

CoAP (Constrained Application Protocol): Constrained Application Protocol is a
specialized Internet Application Protocol for constrained devices, as defined in RFC
7252. It enables devices to communicate over the Internet. It is defined as
Constrained Application Protocol, and is a protocol intended to be used in very
simple hardware. The protocol is especially targeted for constrained hardware such
as 8-bits microcontrollers, low power sensors and similar devices that can’t run on
HTTP or TLS. It is a simplification of the HTTP protocol running on UDP that helps
save bandwidth. It is designed for use between devices on the same constrained
network (e.g., low-power, lossy networks), between devices and general nodes on
the Internet, and between devices on different constrained networks both joined by
an internet. CoAP is also being used via other mechanisms, such as SMS on mobile

communication networks.
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P (PIRS Telide NerTe) : Hies TABIT Wedla el @ fore v R
T Ul Wereta #, Shar fb RFC 7252 3 uRwifya fbar mar 2| a8 Suawoi @y
§TCIE W HAR B H W g & | 38 Pies UBvE Werstd & wy § qfamd
far a8, 3R ' va Wewta @ e ST agd @ e wRAwR A fbar o 2
AIeteie ey w9 ¥ s—facw WEHIFLIOR, 9 TaR AR AR g avE B U B forg
F3H B9 & g wféa @ it HTTP a1 TLS W <&} 9o |aa | 98 UDP W 9 aral
HTTP WEibiad &1 th wxeliaxy @ o fefiey & qam § 7gg ovar 8| I8 gevde W
WW%W@QWW(@@ HH-wfh, B Fead) W Suwel & d=
Gﬂﬁfﬂ%%ﬁ%ﬁﬂsﬂﬁmw%lvﬂMWWWaﬁ%Wﬁzﬁﬁmw
RET 2, S HlEI3el WR A¢dd U UHUATY |

WebSockets: The WebSocket Protocol enables two-way communication between
the clients running un-trusted code in a controlled environment to a remote host
that has opted-in to communications from that code. The security model used for
this is the origin-based security model commonly used by web browsers. The
protocol consists of an opening handshake followed by basic message framing,
.layered over TCP. The goal of this technology is to provide a mechanism for
browser-based applications that need two-way communication with servers that
does not rely on opening multiple HTTP connections (ex., using XMLHttpRequest or
<iframe>s and long polling).

JeNifPed : 9 Weidbid e Fafyd aarRe # e favawiy @ve ® 3F-gRs $ie aar
il FelIge & drg l—axpl HuR HeH dxal 8, e 89 el ¥ "uR # sife—sq fhar
2| 3ue fory SyanT fhar M aren gRem Aisd MR IR 99 A19uiR §RT SUAnT fhar oie
qTeT AR Gredl Hisel & | Heidiadl 3 Udh U €89d Bl 8, $9d 91g Sl o
TR ol AW TAR BT 2| §9 dPb-id BT oled ASoR—IAHIRT 3 & forg va fafey
e[ e &, frad §dv @ Wiy S-oRWl 9OR @ awaddl gl @ W 3Me HTTP
FHFEE @ TR AT A8 BXar & (Seever & forg, XMLHttpRequest AT <iframes> s
3R AT QT BT SYANT FRD)

MQTT: Message Queue Telemetry Transport protocol. MQTT is a machine-to-
machine (M2M)/IoT connectivity protocol. The MQTT protocol defines two types of
network entities: a message broker and a number of clients. An MQTT broker is a
server that receives all messages from the clients and then routes the messages to
the appropriate destination clients. An MQTT client is any device (from a micro
controller up to a full-fledged server) that runs an MQTT library and connects to an

MQTT broker over a network.

TREE : A9 T Solmgl gide Merdid | MQTT Us 5eiH-g—a9iE (M2M) /IoT
TR Meata &1 MQTT Weldld 3 R @ Jedd avernell &1 uRafd &xar @
TH BRI A6} 3R 31 Ured | MQTT 1Y U 9aR & Ol Foige 9 911 |ael 1< ol
2 ok fx W39 ® Sugw Tad FAEe B we I 2| & MQTT Farge fbwq
fEaresr (U@ AT deiek § bR Ul Fak ) U MQTT arEsdl gl & 3R & Aedd
W MQTT &'#x | F-de il & |



B

m '0" Level Module M4:R5 working stack. When cligpy,
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..real-time €XC : d
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= DDS: The Data Distribution Service (DD ‘
standard for data-centric connectivity from the Object Management Groupg

(OMG®). It integrates the components of a system together, providing low-Jateng
data connectivity, extreme reliability, and a scalable architecture that busincsSi

mission-critical Internet of Things (IoT) applications need.

SrEeH : 7 favor dar (DDS™) Object Management Group® (OMG®) ¥ Se-afy
TS & Rie e MRERR A R vliors 7Me 8 | I8 TS WUl B Heal g
Ud A1 UHIpa Brdl &, bi—faeaal Sel Ffdefad), sftrdad fRvaa=iaar iR v o
afhcaay waH aear & o @R 3R fAvE-fsfeed gexme sife A (IoT) Wﬂ'—rﬂi
HALIHAT ® | g
In a distributed system, middleware is the software layer that lies between the
operating system and applications. It enables the various components of a systemto
communicate easily and share data. It simplifies the development of distributed
systems by letting software developers’ focus on the specific purpose of their 1

applications rather than the mechanics of passing information between applications
and systems. i1

s™) is a middleware protocol ang Ap

1.5
g
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AMQP: The AMQP - 10T protocols consist of a hard and fast of components that
route and save messages within a broker carrier, with a set of policies for wiring the
components together. The AMQP protocol enables patron programs to talk to the
dealer and engage with the AMQP model. AMQP has the following three additives,

which might link into processing chains in the server to create the favoured
capability.

W:AMQP—Ionmﬁgﬁm%mwmaﬁm%ﬁmm
ﬁmm%mmﬁwmm@%mmﬁwaazﬁmamw
ﬁmﬁ%lAMQPﬂéﬁaWuﬁmﬁaﬁ@mﬁmmmAmqpma%w
WmﬁﬂmaﬁﬁﬁlAMQPﬁﬁwﬁlﬁﬁ%ﬁﬁqﬁﬁmgﬁ%ﬁﬁ%mmﬂ
HHAT a1 & fog |dR # AR 99 @ 9 9ad ¥

-
e

Exchange: Receives messages from publisher primarily based programs and
routes them to ‘message queues’.

TIEES : AR THTNG B A B G HY A GRS WO A 9 Fa & ok 9
WS T B g Ant g # )

L5 Message Queue: Stores messages until they may thoroughly process via the
eating client software.
AN Y : I8 G P q9 qH GULIA BT & o4 db b A T Fenze ArewR
S AEH | g9 avE ¥ ufhar 98 B Had |

e Binding: States the connection between the message queue and the change.

TSR ¢ Bt g ok 9RadT B A W aar 2|
1.7 The Logical Design of IoT - IoT & difStea fesirs

Logical design of an IoT system refers to an abstract representation of the entities and processes
without going into the low-level specifics of the implementation. An loT system comprises a number
of functional blocks that provide the system the capabilities for identification, sensing, actuation,
communication and management.

0T SoTTell &7 diffordd feured dr=ad & - arifedl 3 9F & faar Swemsi iR ufhaei & s
argd wfafaftea &1 Wefifa @xar &1 v@ loT yomell # 3Fd Frafcid <iie i ed € Sl Rived &1 ggar,
Logical design of loT system refers to an abstract representation of the entities & processes without
going into the low-level specifies of the implementation. For understanding Logical Design of IoT, we
describe following terms:

IoT woITell @1 diforee feoed aataad @ Fra—wr fffe by famr dwensl iR sfraet & @ s
wfaffra @1 wehta @xar 21 [oT & afss fessd & waem & fog, v Frafafes o=l &1 aviH #vd €|
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1. loT Functional Blocks
ZRloT Communication Models
3. IoT Communication APIs

1.7.1 10T Functional blocks - IoT & wifad

An 10T system comprises of several functional blocks that prov
identification, sensing, actuation, communication and management.

v® loT yomet % mwmmﬁamémmﬁﬂﬁﬂmﬁmw

A B yar @y £
(——-—’_’—A;’Jcm’o-———’“’-—j-l

r SERVICES J
[_ COMASCATION J

- WO |

*  Device: An IoT system comprises of devices that provide sensing,
control functions.

RaTed : T 10T wome # o wumer e & o dRi, e, TageeE AR R # A
PN # |

= Communication: Handles the communication for the loT system.
B : loT fiwen & forg HaR @1999@ 2|

= Services: Services for device monitoring, device control service, data publishing services
and services for device discovery.
affeT ; fearew 41 PR @ forg Fam, fearz = #ar, a1 gt darg AR feargs @
@1 Fary |

= Management: This block provides various functions to govern the IoT system.
Ayoife : a8 @it loT faved @1 waifad & @ forg fafy=1 #rd wer avar 2|

= Security: This block secures the [oT system and by providing functions such as
authentication, authorization, message and content integrity, and data security.
RIFNRE : 78 @ite loT Rived o R &ar & 3R wAfiexe, mitreRw, |ew iR $ee
freaaiaaT, 3R Ser grar o 1 HEH Bl 8 |

= Application: This is an interface that the users can use to control and monitor various
aspects of the IoT system. Applications also allow users to view the system status and view
or analyse the processed data.
TP : TF TF TexHH & forgeT SudnT wwdmadt loT Rived @ = geget &1 frafid dR
Hfex @ @ U B Ghd §| RddE Swaraars B Rwed @ Rafy <m @i oRke s
BT @ A1 faveraer B A oAl A < £

ides the system capabilities of

R FEET B WO

monitoring, actuation, and
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1.7.2 Communication Models - s=jf¥@v Afed

Communication models are listed below: - H=jf¥@e e A gdag & :
i. Request-Response Communication Model - Reae—Rwif~g HYTHI Afed

Request-Response is a communication model in which the client sends requests to the
server and the server responds to the requests.

ﬁmmwwm%ﬁmmw&ﬁﬁwm%mwmﬂm
S99 ST 2 |

When the server receives a request, it decides how to respond, fetches the data,

retrieves resource representations, prepares the response, and then sends the
response to the client.

STd HR B TH FRY A B R, A qE a w)al & b 3N wfafkar 4 e, e o

far Sy, darE B @1 ga wra fiar smg, wRifen daR @ 9 ek R TEe @
wfafehar s s |

It is a stateless communication model.

e U T Hrgfade Aisd 2 |

CLIENT SERVER
Client sends Server receives
requests to requests from
Server client, process it, —

looks up/fetchs
resources,
L_ prepares response
and sends
response to the
client.
— —

ii. Publish-Subscribe Communication Model - WfGe—Heamiza FYfPeA Ated

Publish-Subscribe is a communication model that involves publishers, brokers and
consumers. :

gfecTer / Helbhisd Uh HAR AlSd & fIaH HHed, Siex iR STl Iie 8 &1
Publishers are the source of data. - ufe¥R Se1 & | 2 |

Publishers send the data to the topics which are managed by the broker. Publishers
are not aware of the consumers.

ufeerer 99 fAgal iR Se1 A9 € Sl g9} g1 Yeft fhy O € | ufedR a1 SuHRhiei #
TSN el Brell © |

Consumers subscribe to the topics which are managed by the broker.

IUHIHT 84 fAwal &) wewar od € o d1e) g1 Hafd B © |

When the broker receives data for a topic from the publisher, it sends the data to all
the subscribed consumers.

maﬁmqﬁamﬁﬁwﬁﬁrm%%méamm% a1 98 Gl HegmIga] SUHIhR Bl
32T Aorar 2|
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Publisher Broker Consumers

— T —

message

published Toplc-1 1
Publisher sends to toplc-1 Subscribers:

messages to consumer 1,
i T & I|
topics message consumer 2 2
published Toplc-2
to topic -2 Subscribers:

consumer 3

) Sl de

iii. Push-Pull Communication Model - g9-9& FRIIHY HS

Push-Pull is a communication model in which the data producers push the data to
queues and the consumers pull the data from the queues. Producers do not need to be
aware of the consumers.

T-0e U FReYE dred & Rrad I fifar a1 Y 7 § gderd & MR I Fars
¥ o1 did & | Ffar B SR 31 TS BYy P Javaddr Tl 2

Queues help in decoupling the messaging between the producers and consumers.
SEEHT AR SR B 99 wew dor § 9eg IR B forq ag WErar bl € |

Queues also act as a buffer which helps in situations when there is a mismatch
between the rate at which the producers push data and the rate at which the
consumers pull data.

T TS R D B9 A f I B 8, o 99 Rufaal § deg FRA 8, 94 IAED! B e
991 %9 @1 & AR ITHERI g 3eT I B R B §19 U adel Gad Bl 2 |

Publisher Consumers
Queues

Publisher sends

message to queue -—,l I I I I '—n 1

] ges pulled
pushed from queues

to queues
— 1 [ [ [ [ — -

iv. Exclusive Pair Communication Model - (0aa 14X sRjf e Afee

Exclusive Pair is a bidirectional, fully duplex communication model that uses a
persistent connection between the client and the server.

mmm@—ﬁwm,{ﬁmﬁsmwm%ﬁwwwzﬁ
49 UF I BHeEH P SUART BT 2|

Once the connection is set up it, remains open until the client sends a request to close
the connection.

wmmaﬁamﬁaﬁm%.mwwﬁm%mwmﬁmmaﬁﬁmﬁ
% forg Radwe =18 Ao

Client and server can send messages to each other after connection setup.

mzmwﬁvaﬁwmﬁzm$mw—qmﬁﬁwﬁaﬂaﬁ§|
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Request to setup connection

esponse accepting the request

Message from Client to Server

Message from Server to Client

- Zm=-r~n
IM<C MW

Connectlon close request

__Connection close response

1.7.3 IoT Communication APIs - IoT &A@ APIs

Generally, w

e used Two APIs for loT communication. These loT Communication APIs are:

Wﬁ:,sﬂﬁrlonﬁ‘cﬁma%%ma’fAPlmrwu‘mﬁm%ﬁlﬂmﬁ%mmﬁm%:
1. REST-based Communication APIs: - REST JmenRd Frgfae APIs

Representational State Transfer (REST) is a set of architectural principles by which
you can design web services and web APIs that focus on a system’s resources and how

resource states are addressed and transferred.
mﬁmﬂmm(m)aﬁémmmww%ﬁwmwmaﬁ
Wﬁwmwmﬁmwmﬁﬁhwﬁﬂw%ﬁMWWmm%
wWWaﬁﬁﬂmﬁﬁaﬂ?wﬁiﬁﬁamm%|

REST APIs follow the request-response communication model.

REST APl Reie—Rei=1 wrgfiaer Alsel P SFgRRYl P € |

REST architectural constraints apply to the components, connectors and data
elements within a distributed hypermedia system.

W AN Bl 2 |
HTTP CLIENT HTTP PACKET HTTP SERVER
RESOURCES
HTTP Command
URI URI
Authorisation
REST-Aware [Applications] | |[App ]
HTTP Client REST-Full [—'j
o e
REST Payload WebService I :]
[1son] [xmL]

REST-based Communication APIs Constraints: - REST 3mRa & aeH dtang wftew :
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Cllent Sarver

Hequest

Nesponse

Naquest

Nasponse

*  Client = Server: The principle behind the client-server constraint is the separation of
concerns, For example, clients should not be concerned with the storage of data which
I8 concern of the serve. Similarly, the server should not be concerned about the user
Interface, which Is concern of the client, The separation allows client and server to be
Independently developed and updated.

Tge ~ wdv : qenge-ude ufodr @ 0 fagia fael &1 fAuom 81 SeEvT $ fag
et @y der @ sfsror A ffoa w8 S afde o dar @ far 2 eW@ awE, TR @
guaraet gevde @ 4§ fifva Tl @ afdy, o gerge 9 i 2 | guae qaEe i
v o waeA wa O fawf oiv sterst @ @ semEfa dar 2

*  Stateless: Each request from client to server must contain all the information
necessary to understand the request; and cannot take advantage of any stored context
on the server. The session state is kept entirely on the client.

WA ¢ dafige W Wi & ydd Raawe & wiEm @ g smavas @l seer B @ik,
M Wi wy fasy Rzl weof @ o T Iorn S wf@d | ww A Rafy of wxe @
Folge yv wed &)

*  Cacheable: Cache constraints requires that the data within a response to a request be
implicitly or explicitly levelled as cache-able or non cache-able. If a response is cache-
able, then a client cache is given the right to reuse that response data for later,
equivalent requests. Caching can partially or completely eliminate some instructions
and improve efficiency and scalability.

R A A - B B T D PR SR B oA H e B W B Y AT WE BT
o-wer A R-bI-er & w0 H R frar o ARy | A B g Se-wem &
mwmﬁﬁaﬁﬁ,waafcﬁﬁmwnﬁﬁméaﬁngwmﬁ
mﬂmwﬁmmh%ﬁhw%ﬁﬁafﬁmmﬂm@mﬁmmm%
3 garar 3R AT § gER SR adar

= Layered System: layered system constraints limit the behaviour of components such
that any component cannot see beyond the immediate layer to them. For example, the
client cannot tell whether it is connected directly to the end server or two an
intermediary along the way. System scalability can be improved by allowing

intermediaries to respond to requests instead of the end server, without the client
having to do anything different.
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& fog |
* Uniform Interface: Uniform interface constraints require that the method of
communication between client and server must be uniform. Resources are identified
in the requests (by URIsin web based systems) and are separate from the
representations of the resources data returned to the client. When a client holds a
representation of resources it has all the information required to update or delete the
resource you (provided the client has required permissions). Each message includes
enough information to describe how to process the message.
IAEH $eRBH : IR gexda B TN B g smavs & 5 garge ok 9 B 919 GaR
@ fafy vd W= @ =fRy | argEe (URIsin 49 smRa Rived gm) § wanEr @ wgde
B A B S ARS BT AT T GEEE D ST D IPARNET W AAT B F | 79 DS AED
AT B ufAfE Fvar & @ sud g GHEE B SULe HE AT g @ oY IavdS
T TN B ? (@ RS ) Aavad JgEa 8) | T Gev A 6w B 9N He
@ qD BT aH B B oy gt SEE B 2|
*= Code on demand: Servers can provide executable code or scripts for clients to
execute in their context. This constraint is the only one that is optional.
Fre A AT : Gk RSl B 9@ ded 4 PR & & Riv fues arg 3 @
Repe wa &R TaHd & | a8 arn Us A R W SifeHd #
A REST - ful web service is a “Web API” implemented using HTTP and REST principles.
REST is most popular IoT Communication APlIs.
REST - ful 99 /a1 HTTP 3R REST &l &1 SuanT axa ar far mar "Web API" 2| REST
HIH B 1oT HaR vdieng & |
HTTP methods - TaEEAd Jers
Uniform :
Resource GET PUT PATCH POST DELETE
Identifier (URI)
Collection, such | Listthe URIs and | Replace the Not Createa new entry in | Delete th
as https://api.ex | perhaps other | entire generally the collection. The new | e entire
ample.com/reso | details of the | collection used entry’s URI is assigned | collectio
urces/ collection’s with another | 3% @R W | automatically and is | n.
members. collection. R usually returned by the | @ wug =1
URI @ik smqe  wue iiﬂu;%m fear smar & | operation. & &
$W“§m$g e HUE i us 9 ufafee a=nd |
7% wfafie &1 URI w=ifem
w9 W oweA fewr wam &
AR IR W HATeH W
Sierar wirar &
Element, such | Retrieve a Replace the Updatethe | Not generally used. | Deleteth
as https://api.ex | representation of | addressed addressed Treat the addressed | e
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: eTRE s.grﬁﬁ?APIs
2. WebSocket-based Communication APls - 3a515¢ :
WebSocket APIs allow bi-directional, full duplex communication between clients and

servers. B . _
A i 2 B B B oY ZoeEs ST a3 I 21

WebSocket AP] T5Ec X ©oX @ a9 lz—iadie®, 3 " o = e

gl

WebSocket APIs follow the exclusive pair communication model Unlike re.quai‘t-
response model such as REST, the WebSocket APIs allow full duplex communication

and do not requirea new connection to be setup for each message to be sent.
— = = = — = 2 5

WebSocket TooE Taaecded I Tgq@wn Aed @1 W@d Bvwa &l REST &F

Regwe—Rai~g sies @ f3u9a, WebSocket APl 77 f<ig= @

AT 3 oY U5 =7 Sae= o =9a & JFegeal 5

WebSocket communication begins with 2 connection setup request sent by the client to

the server.
WebSocket Fg"aT= TUIEC BN WaX &1 59 ¢ S-g9 HCFY I 3 @G WIS BT
gl

The request (called WebSocket handshake) is sent over HTTP and the server interprets
itis an upgrade request. If the server supports WebSocket protocol, the server responds
to the WebSocket handshake response.

Reare ([ WebSocket =31 =a1 w1 2) HTTP = 397 9T & 3R o5 == =7 &
f& 7 t® svis Resw 21 IR W WebSocket Sioata =1 w59 =war 2 a1 aR
WebSocket £s31% sa®ar =1 5aF o7 51

=  After the connection setup client and server can send data/messages to each other in
full duplex mode. WebSocket API reduces the network traffic and latency as there is no
overhead for connection setup and termination requests for each message.
ﬁmmﬁmmﬁw?}m#@ﬁmaﬁ%ﬂ/ﬁawm
21 WebSmketMlﬁﬁéﬁamﬁmﬁam%&ﬁammzﬁm

*  WebSocket suitable for IoT applications that have low latency or high throughput
requirements. So Web socket is most suitable IoT Communication APIs for IoT System.
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WEBSOCKET PROTOCOL

CLIENT | SERVER l

Regquest to setup websocket connection

Initial connection over
Response accepting the request HTTP network

Data frame >

Data frame Bidirectional communication
over
__Data frame persistent WebSocket connection
Data frame

Connection close request

Closing connection
Connection close response

1.8 Development Tools used in IoT

[oT % STANT f&HY S arel SUHRT
1. Arduino - LA

If you are looking to build a computer that can sense and exercise a better control over the physical
world when compared to your normal stand-alone computer, then : ™
Arduino can be a great option. Offering a perfect blend of loT hardware
and software, Arduino is an open-source prototyping and simple-to-use
IoT platform. Arduino operates through a set of hardware specifications
that can be applied to interactive electronics. The software of Arduino
comes in the form of the Arduino programming language and Integrated
Development Environment (IDE).

I T TF T PGSR BT AT AT A€ 8, T ATD WHIN RS- IS I g J AWifxs g
R J8a} U0 o) HHal & AR E B 9Hal 8, af Arduino UH S84 e & wdhar &1 IoT
BISATR AR HITSTIR FT U A H39T Tgd HW g4, Arduino & M- WeieEy 3R 3 a2
[YART P TH gl [oT ©e®™ & | Arduino IR A¥frearRl @ e Je @ 9raw ¥ gaifed 891 & oy

$e¥fieg goRifed R o 5 ST §Sar 81 Arduino T WITERR Arduino ST Wmer SiR vaed
fa®rg gaiarer (IDE) @ w9 H 3mar & |

2. Eclipse IoT - faer=y gy

If you as an IoT developer are ordained to build IoT devices, Cloud platforms and Gateways, then
Eclipse 10T can be your top play. Recognized as a collaboration of .®
various companies and individuals who are striving towards the m e P

development and establishment of 10T open technologies, Eclipse 10T

can make all your IoT dreams come true.

A% 39 7@ 10T JgeR B w9 F loT Reargw, Fwmos wewt sk e o [ eclipse.org
@ for daR ¥ 1 fae 10T amusr Y <iewM & wadr 2| TE e
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TN SR vl 3 e @ wa ¥ g oA & G loT e e b faar oY R @ fg
WA X <R &, et [oT arwd it [oT wuet @) wd . el &
"Q‘"‘)Wing you to develop, promote and adopt open source ;
instrument that can help you gain technical expertise. Simply explore the vast
and projects delivered by the Eclipse team and you are all covered. |
S W [oT srenfifral @1 Aefig a3, Jear a3 AR e @ ferY arf o1 dfewt loT @ Uy
SYIR ¥ S v A Reve e e i e 8w @A dferay & G & Ay
SR TR P freer s A T o e w8 e ¥

3. PlatformlO

loT technologies, Eclipse 10T is an
assembly of serviceg

Next in the list of top loT development tools and platforms is PlatformIO which is a cross-platform
IoT development environment. This platform comes with a build system,
supported by a library manager and IDE. You have a choice to port the IDE
on top of the Atom editor or you can go ahead and install itas a plug-in.

ST 9§ 1T fwr SyaRw ok @ewn @ < A Platforml0 @ W TP
W~W10TWW%|WWW%W$WJWW
2 S v e oR Ak rESE g ARG 2| a1ed urw ven ey @ PLATFORMI0.0RG
Wsnéé?‘a‘aﬁq‘r—c‘mmﬁm%mmmwmémsﬁw—sﬂ%wﬁwﬁﬂmmm

The best part of PlatformlO is that it is compatible with more than 200 boards. Coming with a
wonderful debugging integration, PlatformIO is conspicuous of a serial port monitor. All those who
are employing PlatformIO unanimously express one feeling and that is - “PlatformlO has tens up the
development process of an loT application, allowing us to deliver loT solutions in record time".

PlatformI0 ® Wad st T 78 & f T8 200 ¥ AP dIST B WA A ¥ | ¢ Ay AT g@nRm
@ I 3 V& T, PlatformlOw?ﬂﬁﬂaﬁémﬁﬁﬁmmﬁlawﬁvﬁmwmﬁ
Wﬁwm%mﬁ%aﬁ?a‘é?—"PlatformlOWlonmﬂﬁﬁmmaﬂﬂﬁm
2 R & ReTS a9a § [oT FHMM Ward & @t st e 8|

4.1BM Watson
Last in the list of top IoT development tools, but definitely not the least is IBM Watson, an API that
allows you to attach a host of cognitive computing features to your loT \ | /

applications. This is an innovative tool that can also be used to predict the -~
future.

3ifeE ToT R SUawT @ G 4 siftw, afe ke w1 & &9 9 &9 g ({
gread T8 2, U TheE W NS Hu loT APErT H HSHIeD ST
T @ b FAAH B Ford F B ATA < 81 I& P AT SIS ® T=:*WATSON
Rra®ST ST WY A WRASEh s @ ¥y A b o w@a 2| s

Simplifying the tasks of [oT developers, IBM Watson through its numerous services helps to unveil
chatbots which can understand the natural language. These chatbots can then be deployed on to
messaging platforms and websites which can be viewed on various devices. It is through IBM Watson
that IoT developers can successfully and swiftly build cognitive search and content analytics engines.

10T FTT @ BRI BT TRl ], AEETH TETT IT 3D JARIT B AT | Acale BT JAET YA A
HeE BRAT & S MHAG W P G GHAT & R 37 Acdicy @ F(AT wienH R IgwEe | AT
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5. Raspbian

This OS is created for Raspberry Pi board by IoT tech enthusiasts. With over 35,000 packages and
numerous examples along rapid installation with the use of pre-compiled
software makes it an essential IoT development tool. Often, it is regarded as the
best tool for Raspberry Pi for IoT app development. Another best part about this (R
tool is that it is under constant development and has widened the reach for
computing so that users can gain maximum benefits.

7g 3TH [oT 51 & Wi SHE @rff g7 Teqdd o a1 @ fore a9mar M 2|
7d WHfed HITCIIR & IUANT @ H Aol F RIS B HIA 35000 § AR Yo
FR 3P IIEN B WA T8 UF Aqead [oT Remg SUa=or a4 | 3y, a8 1oT V9 @ e & forg
T OIS B Y FIH 30T SuBROr A A@r R | 39 SISO B AR H U AN |y et arq 9w &
|

6. OpenSCADA

This tool is a part of the SCADA project by Eclipse IoT industry groups. It is independent to any
platform and is known for its security and flexibility along with a modern design.
OpenSCADA also supports editing and debugging and comes with front-end

applications, back-end applications, libraries, configuration tools and interface OS
applications. Its different tools can be combined with the development of OpenscADA”
advanced IoT applications. Unlike other IDEs, OpenSCADA supports various
programming languages and consists of sub-projects like Atlantis, Utgard, Orilla

and others.

I8 IBXUT SfFersd [oT ST T9El gRT SCADA uisige &1 Ush f2wd €1 g8 folt 0 59 & fog wax &
3R 3o gRem AR oA @& WAy Ue e fEWgT & fory S Ser 8 1 OpenSCADA At teiex
3k feafii &1 g9l &ear 2 3R we—Us . UfaayH, 35-Us tfaae, dEad, sifRerreT oo iR gexod
UfdYE @ G oTdT 2| 3% faf= Suswel &I I=d loT agyart & fasN & | el o uaar 2|
a1 IDE & faudid, OpenSCADA faf=1 srmnfir «murafi &1 wRlF &=ar & o 384 sfedifew, Jes, ke
AR g Sl IU—gREEG A 2 |

7. Node-RED

Node-RED is a simple visual tool that is built on Node.js, a server-side JavaScript platform that is
widely used in IoT projects. It is an open-source tool mainly used to connect
devices, services, and APIs together with an integrated browser-based flow
editor. With over 60,000 modules, it was developed by IBM with the aim of
roviding a user-friendly interface for developers allowing them to connect
i ine 2 : : Node-RED
evices very quickly and easily.
s TH WA g3 SUGRY & 9 Nodejs 0¥ /T 71 &, O U FAR-—WIgS AR ©EHH § S
@E wU F [oT & uREraei § ST fbar Siiar €| 98 U SiuA-ard oo @ forae Suan g = w9 |
mwﬁ,%mﬁsﬁ@aéﬁwqﬁww—muﬁaﬁq&a%wm%mﬁmm%l
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8. Device Hive

Device Hive is a free open source machine to machine (MZM) communication framework which was
launched in 2012, It is a Data Art’s Alljoyn based device and is considered one of the most preferred

[oT app development platforms. It is generally a cloud-based API that you can S
control remotely without the need for network configuration. The same Y i
implies to the libraries, portals, and management protocols. Mostly, it is used o

i : W A
for security, automation, smart home tech and sensors. Additionally, it also o ' b
K s

ds of online resources available to help

has a dynamic community and myria

you out.
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