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A control system manages, commands, directs, or regulates the behaviour of other devices or systems

using control loops. All our tools and machines need appropriate control to work; otherwise it will be

difficult to finish their designated tasks accurately. Therefore, we need control systems to guide,

instruct, and regulate our tools and machines.
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Common control systems include mechanical, electronic, computer aided and pneumatic. A system

usually contains three main parts: input, process, and output.
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hanical system is a device made up of various mechanical parts. Its

a. Mechanical system: A mec
et off a motion to move a

ovided by an effort. Once the effort and is applied, it can s

input is pr
the mechanical system. Examples of

load. The force applied to the load is the output of

mechanical systems include levers, gears, and shafts. Below figure can opener shows example

of mechanical systems.

ﬁ%ﬁﬁw:wﬁ%ﬁﬁﬁmﬂwméaﬁﬁ%ﬁ%ﬁwwﬁﬁwm%lw
WWWWWWW%I@WWWW@#%H@WWW@W
m%mﬁﬁﬂfﬁmﬁlmwmm%ﬁﬁﬁaﬁ{mmemmﬂ%ﬁﬁ
ﬁama%azﬁwﬁﬁaﬁm,fﬂmaﬁvmamﬁaﬁlﬁﬁﬁmwﬁﬂsﬁwwﬁﬁmaﬂ

TN & |



= ‘0" Level Module M4:R5

b. Electronic system: An electronic system is a system that employs electronic signals to contro|
devices, such as radios, calculators, video game machines, mobile phones, portable computers,
etc, The input of an electronic system is provided by electronic signals. After they are
processed, they can generate output signals, which control the operation of various devices,
such as amplifiers and LCD. Electronic systems can carry out many different tasks, such a¢
generating sound, transmitting information, displaying video, measuring, memorising,
calculating, etc. Common examples of electronic devices include semi-conducting diode,
transistors, and capacitors that they are usually welded onto electronic circuit boards.

TR RS : (6 saagie Rived Ua RRed @ o saagife Rral &) Prafsa sl 8 o
= Y someer, A W A, AeEd wF, Odd deey gl B P w9 @ fau
ST A @1 $9YC goidpie R gRT e fhar Wi R | 99d 0 B9 @ arg, 4
Fecye e SO= R 93 8, ol RN Suerol & darem & Fafa s € O padieng
IR TEAIS] | SAaSE veH 3 -l Bl B AW ¢ whd ¥, IN @y et F,
TSI TEIRG oA, afeal weRid @A, A9 A9 Y@, AT bRl afe | geagifie Sudel @
T SeERO A ani—diferd Srre, gifere ok PR € 3 e dR W goasife af¥e 4 w
doss B &

Computer control system: A computer control system uses a computer to control its output
devices according to different input signals. Its function is similar to that of an electronic
system. Yet a computer control system can use high speed calculation to process large volume
of input signals within a very short time, and then generates appropriate outputs with the help
of pre-set programs. Examples of computer control systems include computer numerical
control press brakes, computer controlled home appliances, computer controlled
underground railway systems, etc.
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d. Pneumatic system: A pneumatic system is a system that uses compressed air to transport
and control energy. Air is first pressurized to give energy in the cylinder. Then signals are
input into the system through the use of switches. Next, air is transferred through sealed pipes
to the pneumatic parts for processing. Finally, the force produced by the pneumatic parts is




Things and Connections ({*JIERSD 59

——

ilize Bnie 3 - .
utilized to finish the designated task. The use of pneumatic systems is very extensive, for
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example, in controlling the movement of train doors, the operation of automatic production
lines and mechanical clamps, etc.
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There exist many other control systems apart from the ones mentioned above, for example, mail
processing systems, commercial operation systems, etc. The input, process, and output of different
systems have different properties.
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2.1 Real-time systems with feedback loop e.g. thermostat in
refrigerator, AC, etc.
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3 Different types of control systems
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a) Openloop and closed loop control systems:
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There are basically two types of control system: the open loop system and the closed loop
system.

Wmﬁﬁﬁwwﬁﬁmﬁm%:mmmsﬁvmaﬁfﬁﬂl

Open loop control systems:
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Input — [ Process| — Output

Block diagram of an open loop control system

Above figure shows a simple open loop control system. Its operation is very simple, when an
input signal directs the control element to respond, an output will be produced. Examples of
the open loop control systems include washing machines, light switches, gas ovens, etc.
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A washing machine is an example of an open loop co'ntrol systel’n. Blmf\l/ !(:f;ure (Bl’?d(
diagram of an open loop control system - washing machine) show.s its b-](.)(. < lzfgr?.m. i."_.
input and output of an open loop system are unrelated. An example is that lh(f opr.:a‘ ion of 3
washing machine does not depend on the cleanness of the clothes, but rather on the pre-set
time. Both the structure and the control process of an open loop control.system ar'e very
simple, but the result of the output depends on whether the input signal is appropriate or
not.
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The drawback of an open loop control system is that it is incapable of making automatic
adjustments. Even when the magnitude of the output is too big or too small, the system will
not make the appropriate adjustments. For this reason, an open loop control system is not
suitable for use as a complex control system. Sometimes it may even require monitoring and
response from the user. For example, when a washing machine finishes cleaning the clothes,
the user will need to check whether the clothes are clean or not; if they are not, they have to
be put back into the machine and washed again.
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Closed loop control systems: - Feilvs U Sgid RRed :

Sometimes, we may use the output of the control system to adjust the input signal. This is
called feedback. Feedback is a special feature of a closed loop control system. A closed loop
control system compares the output with the expected result or command status, and then it

takes appropriate control actions to adjust the input signal. Therefore, a closed loop system
is always equipped with a sensor, which is used to monitor the ou

the expected result. The figure below shows a simple closed loo

fed back to the input to produce a new output. A well-desij
: : -designed feedback
increase the accuracy of the output. et

tput and compare it with
P system. The output signal is
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Feedback

Feedback can be divided into positive and negative feedback. Positive feedback causes the
new output to deviate from the present command status. For example, an amplifier is put
next to a microphone, so the input volume will keep increasing, resulting in a very high
output volume. Negative feedback directs the new output towards the present command
status, to allow more sophisticated control. For example, a driver must steer continuously to
keep his car on the right track.
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Most modern appliances and machinery are equipped with closed loop control systems.
Examples include air conditioners, refrigerators, automatic rice cookers, automatic ticketing
machines, etc.
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An air conditioner, for example, uses a thermostat to detect the temperature and control the
operation of its electrical parts to keep the room temperature at a pre-set constant. Below
figure shows the block diagram of the control system of an air conditioner.
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One advantage of using the closed loop control system is that it can adjust its outpug
automatically by feeding the output signal back to the input. When the load changes, the
error signals automatically generated by the system and will adjust the output. However,
closed loop control systems are generally more complicated and thus more expensive to

make.
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Manual and automatic control systems : #g3rd 3R sfeifes e Ren

There were several stages in the history of development of technology. After the invention of
steam engine and other machinery, the efficiency and the speed of production was improved
in the era of Industrial Revolution. However, so many machines claimed to be automatic
were those non-stop machines indeed. Owing to the lack of sensitive sensors and processors,
those machines were not equipped with good control systems, thus they were only

categorized as open loop control system.
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To improve the precision of the control systems, operators were engaged to control the
machines. They played an important role as sensors and decision-makers. They compared
the inputs with the status needed, then provided feedback and made decision (their brains).
Afterwards, they adopted some procedures to stabilize the systems and minimized the
errors. Lastly, the outputs were close to the requirements. Therefore, manual operation in
the system is a kind of closed loop control system.
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After the trustable sensors, processors and driving devices were well developed; automatic
machinery gradually replaced those manual ones. Under the conditions of clear and repeated
procedures, and those procedures which are operated by automatic adjustment system
instead, automatic control machinery is more suitable for use. Therefore, those automatic
controlled machines are suitable for boring and repeated works. For example, it is better for

a temperature sensor involved in the control of the switching on or off the compressor of the
air conditioner.
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After the emergence of processors and new models of sensors, manual control systems were
gradually and easily replaced by computer control systems. Therefore, machinery becomes
automatically controlled. For example, a newly developed "internet refrigerator" can
automatically order food through internet when it is empty.
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Applications of the control systems - glal Rived & TSy

There are many household and industrial application examples of the control systems, such
as washing machine, air conditioner, security alarm system and automatic ticket selling
machine, etc.
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(i) Washing machine: now days, there are numerous pre-set washing procedures available
for the users. When we have chosen the suitable washing procedures, the machine
automatically starts to pour water, add washing powder, spin and wash clothes, discharge
wastewater, etc. After the completion of all the procedures, the washing machine will stop
the operation. Thus, this saves much time for the users. However, this kind of machine only
operates according to the pre-set time to complete the whole washing process. It ignores the
cleanness of the clothes and does not generate feedback. Therefore, this kind of washing
machine is of open loop control system indeed, and their block diagram of control system of
the washing machine as shown in the below figure.
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Block diagram of the open loop control system of the washing machine

(ii) Air conditioner: Below figure shows the interior structure of an air conditioner. The
coolant circulated in the machine will absorb heat indoor, and then it will be transporteq
from the vaporization device to cooling device. The hot air is then blown to outdoor by a fap,
There is an adjustable temperature device equipped in the air conditioner for the users tg

adjust the extent of cooling. When the temperature of the cool air is lower than the pre-set,

the controller of the air conditioner will stop the operation of the compressor to cease the

circulation of the coolant. The temperature sensor installed near the vaporization device wil]
continuously measure the indoor temperature and send the results to the controller for
further processing.
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Internal structure of an air conditioner

Since the output of cool air by the air conditioner will affect its working, thus the control
system of the machine is a closed loop. Its block diagram of the control system is as shown in
the figure below.
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Block diagram of the closed loop control system of the washing machine
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Definition The system whose control action is | I closed loop, the output depends on
qfRHTST free from the output is known as the | the control action of the system.
open loop control system. aolive oU H, o¥eye Rew & fgam
fora Riwen & Hg=aor fvar smeege ¥ | B w AR @ 2
Th Bl @ S¥ AN U wgra Riwed
& ©9 H S W R
Other Name Non-feedback System Feedback System
I ™ A wredd Reen wredd [Hwed
Components Controller and Controlled Process. | Amplifier, ~ Controller,  Controlled
5 HoloR IR Boles T Process, Feedback.
Construction Simple Complex
PSR AT EaLE RS
| Reliability Non-reliable Reliable
fresrar R-fazgeng frvaea
Accuracy - Depends on calibration Accurate because of feedback. -
ticl st oR iR e B TR @ FRT PrSaD
Stability - Rerar Stable - ReR Less Stable - &5 e
Optimization Not Possible Possible
Response Fast Slow
R HRE Tl
Calibration Difficult Easy
EaGE T
System Affected Not affected
Disturbance yyifad AT
fien & 1o
Linearity Non-linear Linear
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2.2 Connectivity models - TCP/IP versus 051 H:Ode]
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Connectivity models - #afdefad dfsd
TCP/IP versus 0SI model - €t / mgdt Jirwag e

network types to ensure that the information can be shared
the TCP/IP and OSI models were created. These
f multiple layers, each with its own set of

For data transmission for the variety of
using a set of protocols and rules. For this reason,
models describe network systems as being made up 0
protocols and functionality.
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The OSI is the successor to TCP/IP and the two are often compared as there are a few parallels
between these models. It was created by OSI in 1978. It has seven layers. The model is a reference
model for communication between two users in a network. In the model, data is transmitted from
one layer to another layer, in which one layer does not depend on another layer. This model
describes the method of receiving and transmitting data or information in a network. All seven layers
in this model have their own separate functions so that data can be easily accessed from one system

to another. All seven layers of the OSI model are described below.

OSI,TCP/IPWW%wﬁaﬁwmaﬁaﬁ%ﬁﬁssﬁﬁgdfﬁéﬁ@am
s’m’r%lsﬁ197aﬁOSlmmwwmmaﬁmﬁmmﬂﬁaﬁﬁﬁqma}mﬁaﬂa%
mwﬁmmhﬁsﬁﬁww#@mﬁmmmm%m@@m{mm
Wﬁ‘hﬂamlﬁﬁm%ﬁﬁmﬁmmw$wqﬁﬁﬁﬁaﬂ%ﬁﬁﬁrﬁaﬁhmﬁl
mmﬁwmwﬁmmmm%mwwmﬁqmmwma
qg“am%manénma%ﬂﬁmammavﬁ%mmmh

| - OSI Layers | TCP/IP Model Example Function ' :1
‘1 | Application | " HTTP, FTP, IRC, Data " Services that are used
| Layer | | SSH, DNS . ~ with end user applications
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1. The Appllcatlon Layer: Not to be confused with the actual appllcanon this layer provides a

set of services that an application can make use of. The application layer identifies nodes that
are actively searching to communicate. It assesses whether those nodes are ready to
transmit or receive data and assists in the sending and opening of the actual data file.
Protocols like Telnet, FTP, HTTP work on this layer.
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The Presentation Layer: Usually contained within an operating system, the Presentation
Layer converts data from one format (presentation) to another for both outgoing and
incoming transmissions. For example, a regular text will be encrypted before being sent, and
then converted once again to readable text on the receiving end. This layer relates to
operating system.
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I8 o JfRfET Riven 4 w=ifRd €|

The Session Layer: The Session Layer coordinates and terminates conversations on the
network. This layer is also responsible for authentication and for re-establishing a
connection after an interruption takes place. For most applications on the internet, Session
Layer services are handled by the Transmission Control Protocol (TCP) and User Datagram

Protocol (UDP).
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The Transport Layer: To move data from one point to another, the Transport Layer placeg
it in “packets” which it then delivers. This packetization process allows the Tra-msport Layer
to check for errors that may have occurred in the communication process. Like in the Session
Layer, Transport Layer services are also handled by the Transmission C(?ntrol Protocg]
(TCP) and User Datagram Protocol (UDP). This layer is also called segment unit, |
meﬁwf@vm?mwammmamwﬁmﬁma
wmmélwmmmmﬁwmﬁgmﬁmﬁmﬁ
Sy & & | G S ) e, e R At o g Bevd e (S S
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The Network Layer: This layer acts as a logistics hub, routing data and assigning addresses,
and making sure that packets reach the right destination. Routing and switching techniques
are used in this layer. This layer is used for logical or IP address. This layer is also called
packet unit. For the internet, Network Layer activities are handled by the IP. Different

network protocols like TCP/ IP, IPX, AppleTalk work with this layer.

Seqd R ; TE I uF dified 7a, USFET S AR SRIETHE U & HU 4 o Fwd §
aﬁ?uzgﬁﬁaﬁawﬁr%f%ﬁm‘eﬂﬁﬁawamqgﬁlwﬁmﬁﬁaﬁmammﬁwaﬁmﬁ
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The Data Link Layer: This layer, represented by the ethernet, has a number of functions,
starting with the framing of data packets and their organization. In this layer decode and
encode the data packets received from network. The Data Link layer has 2 sublayers: the
Media Access Control (MAC) layer which manages data flow control; and the Logical Link
Control (LLC) layer which checks for errors.
o7 e oK : dode BRI S9E T 39 R § e P €, O Se1 99e 3R I WTed @
BRAT & TRA 219 €1 39 odR § 9edd Rk g AW Y $eT § Jae B Sdis qUl ol e
ST & AU 7% SR T% o gefed axar € e 3 4 T A TR 7 @) < foid @R H 2
. AR B & Afewr v deid (§F) oRR ol Sel el MEEv @1 HaEd Fwdl @, AR arfed
féiw fAraaor wa o Ffedt ot <irg FRar 2|
The Physical Layer: This layer describes the hardware used to send and receive data across
the network, whether that be by electrical cable, fibre topics or by some form of wireless
connectivity method. This layer is responsible for physical and electronics connections. In
this layer digital signal converts into electronics signals. Physical layer describe whether
wherther communication will wireless or wired. This layer also called bit unit.




Things and Connections (BLERED 69

fERIPd @R : 7@ R R Yead F e Aor R AT B D Ry SUART U S arer EER
&1 T Pl 2, R 7' Reg daw, wreaw Aval a1 R T6R @ aTRew FARefd AR gr )
T o e e soEmfien eee @ R RER 2 W e § Rfed R
FAaIE el § aga o @ | e oR a8 N STH@ER SaT & 5 GuR arERe 2 A
q1aS B | 39 R B fae gfie @t wer o 2

TCP/IP - Transmission Control Protocol/Internet Protocol
Rt/ et — ST SEre WeET /Sevie NeETE
The TCP/IP was developed in the United States by the Defence Advanced Research Projects Agency

[DARPA) in the 1970s. It was created for the Unix OS for use in ARPANET which was a WAN that
existed before the internet.

1970 & <US H RN/t B <y ow apRar § W veaive Rud Mioided Toidl (DARPA) BRI
ﬁﬁﬁﬁiﬁmwmlHEARPANETﬁW&?%QqﬁWOS%ﬁ—WWWW@ﬁFWWANHT
S §e3C ¥ Ul Hiog o |

TCP/IP is based on a client-server communication model by which a user (client) receives a service
such as a loaded web page from a server in the same network.

SR /3TN TP FIge—AR WAR Aied W omnRd € R §N Uh SUERedl (Fege) Uh war ae
B © oY b UF B Jead ¥ g § dre a9 9 |

The TCP/IP is divided into 4 layers per functionality, with each layer having its own set of protocols.

SR /3MSdl BT U FRIerTaT 4 )i i fean 131 2, Rl 91 oraR WIeidid @7 auer ¥ 2|

1.

Application Layer: Facilitates standardized data exchange for use by applications.

TRADIT o8 @ AT g§RT ST & fory Aaiga Se1 fafmg &1 gfaer & 2|

Transport Layer: Provides end-to-end communications and monitors reliability, message
order and prevents congestion across the network.

TIHUIE oOX : 38—T-—38 HAR ¥aM Fedl & AR fvaw-iadr, w2wr amewr &1 e owar £ &k
T Aqd H HoIeH B IADT B |

Internet Layer: Manages the use of addresses for routing message packets over the
network. For [oT device connectivity, IPv6 is the protocol commonly used on this layer.

ST AR : ACd® W WY Udbe Bl Be PN D U Uedl D SUANT BT Yeud el 21 loT
farsa Fafdefadt & forw, IPv6 39 ol WR AR @R YA fhar o= areT Werdid 2|

Physical Layer: As the name suggests, this layer represents how various devices are
physically connected to the network i.e., which type of hardware or cables are used to create
connections between nodes and hosts.

BRTea oaR : S & 99 | gar g 2, a8 oR <uiar @ 6 Rt Raew eas 9 ffvea
I H B O €, A B YR & IR AT DIl BT SUATT Aed AR ERe @ 9" §ay g9
@ forg fomam Smam 2 |
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2.3 Different typ

There are two types of Communication modes:

T HIS & YBR D B o
1

e of modes using wired and wirelegg

methodology - a7 @?mmﬂﬂﬁﬁﬁwmgﬁ’ﬁﬁﬁ

THR & A1

Wired Communication: A wired network is a common type of wired conﬁguranon. Most wireq
networks use Ethernet cables to transfer data between connected devices. In a smau Wired
the devices. Larger networks often involye |

|

network, a single router may be used to connect all ) o |
multiple routers or switches that connect to each other. One of these devilces typically connectg |
to a cable modem, T1 line, or other type of Internet connection that provides Internet access tq

|

all devices connected to the network. .
mmzmeWWWWWW%lmmm‘
#,mmﬁmﬁmwwmmwmﬁﬁmwwﬁla:%%méﬁmﬁ
e foa T 2 £ o TE-aRR & ged #1 § 9 U% SuewT AW AR W T@ el A,
1mmmm$mmﬁ@m?ﬁrm%q¢mﬁmzﬁm@m

yaT #l 2 |
The wired communication is divided into two categories:

arré wefidad B < A ¥ R e T @
i. Internal Communication: - §¢5d BRI

= 12C: 12C stands for “Inter-integrated circuit” bus. It was developed for television by Philips
Semiconductor, 1980. In 12C devices processors, EEPROMs, sensors, real-time clocks are
used as a control interface and 12C devices can also have separate data interface (digital TV
tuners, video decoders, audio processors ...). 12C mode of communication is very useful for
devices that communicate occasionally; addressing scheme allows multiple devices and

interconnection without additional wires.

12C “gev—2énee wfie’ a9 & forv 2| I8 fforsy Wfidedes, 1980 IR Ceifaw @ forg fasiRim
fzm ar o7 12C Sugwvl & WRWR, EEPROM, ¥R, drdfds wwg @1 ufedl 4 ta fA@am
ZeNHH B BT § SUANT fhar ofar & ok 12C SUSR # Se—aier Sel sexed (Rfed ddl
@,mm‘mmmﬁmawg&)lmﬁwﬂ% 12C Hrs 3 Susell & forg 9gd
Iy & S Ff-ad FER Fed § TSR W@ iR arl @ @A o8 Rargw AR gexea
@1 s ar 2|

There are 3 types of 12C based on speed: Slow (under 100 Kbps), Fast (400 Kbps), High-
speed (3.4 Mbps).

T P FMR W 12C 3 3 ¥R & : 7 7Y § (100 Kbps ¥ @), aF (400 Kbps), =3 i (34
UHATH)



Things and Connections (%) Balaji MrAl

B

Here, two types wired lines i.e, Serial Data (SDA) and Serial Clock (SCL). Several slave
devices can be connected to a master device using [2C.

m,awﬁmmwwm(m)mmm(m)umw
WﬁﬁlZmemwwmﬂﬁﬁﬂarmW%l

Disadvantages: - g1y

Hardware and especially software implementation more complicated than the SPI
Half-duplex.

mmﬁﬂwmﬁﬁWWWMW—gﬁwaﬁwﬁmm
gl

= Notscalable for large number of devices.

N HE&T & IUBRO BT AT B fow qEF B |

SPI : The Serial Peripheral Interface bus (SPI) is a synchronous serial communication
interface specification used for short distance communication, primarily in embedded

systems. The interface was developed by Motorola in the late 1980s. Typical applications
include Secure Digital cards and liquid crystal displays.

WWWW(SPI)Q&WWWW%%W
quﬁaﬁwzﬁﬁm%mw%wm%mwmmmm

1980$W$$ﬁﬁﬁ$ﬁqﬁﬁmwm|ﬁﬁmmﬁﬁmﬁ%ﬁwmsﬁ?m
fiea fewa wfaer €1

SCLK SCLK
MOSI MOsSI SPI
SPI MISO MISO SLAVE
MASTER SS1 ss
ss2
ss3 — = SCLK
MOSI SPI
MISO SLAVE
ss
| sSCLK
MOSI SPI
MISO SLAVE
ss

Here, slave devices have 4 connections i.e., SCLK (Serial Clock), MOSI (Master Output Slave
Input), MISO (Master Input Slave Output), SS (Slave Select). First 3 pins share same line from
controller but SS pin controls which slave device is active.
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the receive hardware can be a simple shift registe,

SPI s faster than asynchronous serial,
and It supports multiple slaves.

QRN Reret ) qern 3 gadioré o d91 & AT SR F TP SR T4 Yo
el B ol Aw ad e i g B 8|

Disadvantages: - 819
* It requires more signal lines (wires) than other communications methods

g oy o wrar AR @ ger # ofts Red areel (GRY) B SaeEed &l 7

* The communications must be well-defined in advance.

QI Y UES Q) arad) dve @ ufedfaa far s AR |

» The master must control all communications (slaves can’t talk directly to each other)

e Y el e B P e e (@ TH—gER 4 dIY 91 € IR G 1)
= It usually requires separate SS lines to each slave, which can be problematic if

numerous slaves are needed.

Q) AR TY NRIE Yo BT ST TG egl @ navgdhdr gl 8, o f6 3% woew @)
AErHdr @1 TR HRATIRG 81 9 & |

ii. External Communication - (ae-dl &g @

* Ethernet: A system for connecting several computer systems to form a local area network,
with protocols to control the passing of information and to avoid simultaneous transmission
by two or more systems. The first widely used LAN technology was developed in the mid-
1970s by researchers at the Xerox Palo Alto Research Centers (PARC). It's simpler and
cheaper than token LANs and ATM. Every Ethernet network interface card (NIC) is given a
unique identifier called a MAC address. The MAC address comprises of a 48-bit number.
Within the number the first 24 bits identify the manufacturer and it is known as the
manufacturer ID or Organizational Unique Identifier (OUI) and this is assigned by the
registration authority.
e : E @ WRa 8 P AT Bt IR <1 a1 e el R TP Rl HeRer ¥ qe
@ RIv MeXpla & e el gRaT Jead a7 B Y Td ee FEeY Rived t sied @ fol
T W) ¥ | ygel aR @ud w F SWHE @ WH arell LAN deeie Bl 1970 & a9 § XeroX
Palo Alto Research Centres (PARC) @ wiuadiel gRT Rwfid fwn ar or| 78 a6 oF 3R
vAey o gwﬁwaﬁvmﬁmémﬁmmm(mc)aﬁww
ugarwdl Rar omar & R MAC tRE @l T 2 4% w9 ¥ 4s—fic W B | e @
AR e 24 Rew Pt @ e Bea § oiR 3 FEiar TS 4T e faRne ggard

| (OUD @ w9 F S T @ SR g GuliRer AHEROr g Hi9r S & |




Things and Connections (P IERED 73

——

—

Pros:
Network start with it and end with it.

CAE FTHD WY YH BT ¥ iR sHd
AT AT BT R |

Reliable and can be used within a
building, doesn’t matter how many
floors.

favaeia 3k v gRa @ R g
far o1 wdar &, @ frad Wl 8

It will be needed switch to keep
network.

Fead Y & g 39 Rag @ wweva
&Y |

It is basically used for making LAN.

UE oI ®9 ¥ LAN s99 & foro Suanr
fopam Sirem 2

Cons:

Can’t be used for long distance network.
In this network Copper or Fibber will
help here.

ST W 9 eqd § PO AT BrgEaw agi
Heq B |

In a building network, you have to must
connect Ethernet to switch and then
Ethernet again which makes such
network, a hell (with presence of lot of
cables) which is very irritating and
tough to manage.

v fAfes Aead # amuer Rag &1 &
fog govme @ Fge wwEr BT iR fR
geRAC B R | SreHr &6, o 39 O¥E
@ Acqd P AT B, UH Bl (d8d WX
el d IURRIfT & A1) WY gaeq b b
forg aga aRenmT ok wfew &

Application of Ethernet:

Ry S TP

Cloud Computing - FATSS ST

Site to Site Access - HIg¢ T ¥Igc UdHH

Video Applications - faf$ar twiise=

Distributed Storage Area Networks - fdafRa ¥erw gRar Aeas

CCTV - dr=iéd
Copper cable - BR Hae
Fiber optic cable - ®TgaR 3ffftcd da

B RS-232: RS-232 stands for Recommended Standard 232. It is basically an interface standard.
: It is commonly used in computer serial ports. The standard defines the electrical
‘ characteristics and timing of signals. The current version of the standard is TIA-232-F,
{

issued in 1997.

Pros & Cons of RS-232:

RS-232 &7 Haed i #Fd 232 8| U8 Y HU W TP 3B AP € | T AR TR HYX
HRaa 91 § SuEnT farar orar 8 | "ee faea favvanel ok wadl @ gwa S aRfa wxar 2

HE® BT aaq= axhIT TIA-232-F 8, S 1997 § Wiy fdsam ar o |

i E

Pros:

Simple wiring and connectors

Cons:
= Notas commonly used
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Rrqa a3k deacy FFAR UR &I Al (bl T
= Widely available = Less standardized connectors
e w4 A IYTE and terminology
= Low cost Col Umﬂ‘uﬁl@_ﬂ PAFR AR
9 N LRGN
= Most embedded processor include this | " Ha[f—dlilp]ex master-slave
interface operation
e TS SRR ¥ 98 govhy wid @ B YR A T AR
» Software to implement a serial port is easy
e ARad ME B o] B D oy |ITCdd
I B

Application of RS-232: - RS-232 &T T
= Serializes data to be sent to modem - Afd B ¥ WM dTel ST Bl RIS Bl 2
= De-serializes data received from modem - HSH ¥ W< T P S—HRTA HAT g

RS-485: RS-485 is an improvement. It increases the number of devices from 10 to 32 and
defines the electrical characteristics necessary to ensure adequate signal voltages under
maximum load. It can create networks of devices connected to a single RS-485 serial port.
The noise immunity and multi-drop capability make RS-485 the serial connection of choice
in industrial applications. RS-485 hardware may be used for serial communication with up
to 4000 feet of cable.

-RS-485Q?5§HW%|HE1oﬁazﬁmﬁaﬁﬁwaﬁm%aﬁ?mﬁwaﬁ@$m
mmmgﬁﬁﬂﬁmﬁmwﬁgﬂﬁmﬁﬁqﬁmﬁﬁm%lwm
RS-485ﬁﬁwﬁéﬁg@wﬁ%ﬁwﬁwm%mg&;ﬁ%&ﬁ?qﬁ—ﬁqmw-
485ﬁmaﬁmﬁﬁmmmmﬁmﬁ|4ooomm$mm
FRIFBE @ g RS-485 SISqR P IudlT fpar o Wl & |

Pros & Cons of RS-485:

Pros: Cons:

= Low cost : = Notas commonly used
FH AT AR TR FRIATA el fbar T

= Immune to noise " Less standardized connectors and
=t @ ferg wfawen terminology

= Multipoint applications Y AFBIPA HgeR AR efireron
HeeIdrge TATHI = Half-duplex master-slave operation

= QOperates on a single pair of Bh—SY T HRCR—¥Ad TN
wires
ARI B TF WS UR PBIH Bl &
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Application of RS-485: - RS-485 &T Tiiaye

RS-485 signals are used in a wide range of computer and automation systems.

RS-485 Wadl BT STURT Fex iR wared wonferdi @ U g e 3 fear o €1

RS-485 is used as the physical layer underlying many standard and proprietary
automation protocols used to implement Industrial Control Systems

RS-485 &1 I9aT sftenfis fFrazer yomell & @ &1 @ fow STanT fdu o I a3
gﬁﬁsﬁ?mﬁ?mmwammaﬁaﬁmﬁamﬁaﬁﬂﬁiﬁmém%mﬁ%mm
| :

RS-485 is also used in building automation as the simple bus wiring and long cable
length.

RS-485 &1 IUART XA 99 argfiT iR 4l dad @aE @ ©U ¥ @arad @ o § 9
e Sirar 2

Itis also used in model railway.

SHGT IUATT Yed diead § A frar omar 21

UART: UART is the name for the hardware used for a RS-232 Serial Interface. UART stands
for Universal Asynchronous Receiver Transmitter. Early PCs had a UART chip, but this
functionality is now found inside a larger chip that also contains other 1/0 features. A UART
may be used when high speed is not required or an inexpensive communication link
between two devices is required. UART communication is very cheap. Asynchronous
because no clock signal is transmitted.

JEARE : UART RS-232 HiRael $ex%d & oy SuanT f&y S+ arel 189a% &7 519 8| UART &1
Aaoid Jadd TRimpmE RRETER gifier 8 | aRfAa 9RT 3 13 UART fag off, aif$= a8 srfeman
39 U 991 g B 3iex uig ardl ¥ 5 o= 1/0 gfend A &t €1 v UART &1 SuanT a4
fopar <1 wear & W9 ST A B ATGIISHAl A8 Bl & AT & ISRV ® 91" T IR §uR e
P! AGegHaT Bdl 8| UART &1 HAR 98d §5H & | Jqeadliord adife o3 Oel Hod URd 8l

BT 2 |
Pros & Cons of UART:
Pros: Cons:
= Single wire. = Needs reasonable clock accuracy both
RiTTrer arR R ends:

Easy interface to PCs I gs ;ﬁ Sfra wwa wdear @
O & T geRDd SRRREALAN

= Max data rate in practice about
1mbit/sec (typically limited by UART
capabilities).
FEaER # AWFHaH T X 1 mbit/sec
(3 daR ©X UART &oamil gRT |ifAq) |

Range of standard physical interfaces
(TTL, RS232, RS422, RS485)

A% fefaea sexsd @1 9@mr (TTL,
RS232, RS422, RS485)
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Application of UART: - YUIARET HT Y@ :

sa
* Transmitting and receiving UARTs must be set for the

me bit speed, charactey

length, parity, and stop bits for proper operation.

Raex g, g B fw Feify
UARTSs %1 waRRa &eer oy o o< oo @ fae i, <,
BT wfRy, o afer werer @ forg faew @1 T AT
Very low-cost home computers or embedded systems dispe'nse i U[:Ru']; g ‘;Se
the CPU to sample the state of an input port or directly manipulate an output port for

data transmission,

; @ W B S € 3R Ty
aﬁ“mmaﬁmzﬁmm@é@ﬁ{mwmm _
W B Ry 1 Aua we B fory A F1 SuAET A_G § A1 A ST SRR B fyg

ATICYE UI¢ § BB Fq & |

Typical serial ports used with personal computers connected to modems use eight
data bits.

ASH A 2 arfta ekt & W IuEnT e o arel fafie dRTe 9ie e ST fiey
&1 IUANT FI & |

USART: The USART module is a full duplex, serial I/0 communication peripheral. It contains
all shift registers, clock generators and data buffers needed for serial communication. It can
work in synchronous mode, or in asynchronous mode. The USART uses two I1/0 pins to
transmit and receive serial data. Both transmission and reception can occur at the same time

i.e. ‘full duplex’ operation.

YUHYARE! : USART #ies[ad v of syraw, Wiaa /0 war oRewer 2| 398 ot Rive wiwey
g3l SeR 3R WRTe FRgfav @ fog omawgd S 9nd wifte €| g8 Riwew A 4 4
CRipITE ATS # & dR wdHar 8| USART HRFe SeT &1 woild &% oik urd avy & forg @)
1/0 o7 @1 SuaeT dear &) ghafied ok Rawm 9 o & W § @ wed § e ua
SR AT | .

Asynchronous Mode: - TRi%H9 41

Data transfer happens in the following way:

ser gy Frefafad ais 3 g 2

In idle state, data line has logic high (1).
fafepa saven %, Ser amge # wifee B1E (1) R

Data transfer starts with a start bit, which is always a zero.

ST ZAwR U6 T fie & g% 81 8, ot e v I e 2

Data word is transferred (8 or 9 bit), LSB is sent first.
ST 98 ZIHR far war & (8 o o fie), LSB @7 get Ao oar 2 |

Each word ends with a stop bit, which is always high (1).
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= USB: It is a representative peripheral interface. USB stands for Universal Serial Bus. It
provides a serial bus standard for connecting devices, usually to a computer, but it also is in
use on other devices such as set-top boxes, game consoles and PDAs.

WwWWW%IUSBMWW$ﬁW%W€WﬁﬁW$
mewmmm%mwwm%ﬁm?ﬁﬂmmmm
SUGN O fh e—afy dfew, T wur sk G€T or o B 2

JuEdl : USART wisga
USB Standard: - Juad) Rved

USB 1.0 specification introduced in 1994

USB 1.0 ®iRiftheber 1994 # weege frar wmam |

USB 2.0 specification finalized in 2001: Became popular due to cost/benefit

advantage.

USB 2.0 ®ff%hae a1 2001 ¥ aifem wu far ar : omra /o & SR @i 2 1|
Three generations of USB : USB 1.0, USB 2.0, USB 3.0

JuEd! #1 9 91T : USB 1.0, USB 2.0, USB 3.0

Pros & Cons of UART:

Pros:

Flash drives use little power, have no
fragile moving parts, and for most
capacities are small and light.

FAY $Igd HH ARP B IUIART HIG E,
Hferprer e @ fou Bie iR g B
=

Data stored on flash drives is
impervious to mechanical shock,
magnetic fields, scratches and dust.

Y $Ted TR UL SeT Abfde vl
YIDIY &, Bhd AR g B forg apie 2

Cons:

Flash drives can sustain only a limited
number of write and erase cycles
before the drive fails.

$139 & fA%d 89 ¥ gzl wdw g139 dad
AT we=m § forg g & ol fer 9@y
g

A drawback to the small size is that

they are easily misplaced, left behind,
or otherwise lost.

B AMBR & fIY U o0 a8 & & o
I | & W &, N I8 A &, =y
Mg 9§ |

2. Wireless Communication - RSN SR

Wireless communication system has become an essential part of various types of wireless
communication devices, which permits user to communicate even from remote operated areas.
There are many devices used for wireless communication like mobiles. Cordless telephones, GPS, Wi-

Fi, satellite television and wireless computer parts. Current wireless phones include 3G and 4G
networks, Bluetooth and Wi-Fi technologies.
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TR | e armram B § g 9 4 qead, wed o TE-
Types of Wireless Communication: Broadcast radio IR wireless communication, satellitg

communication, Microwave radio, Bluetooth etc.,
mm$mmmmmmmwmmwml
1. Broadcast Radio: The first wireless communication technology is the open radj,
communication to seek out widespread use, and it still serves a purpose nowadays. Mostly
an audio broadcasting service, radio broadcasts sound through the air as radio waves. Radijq
uses a transmitter which is used to transmit the data in the form of radio waves to 3
receiving antenna (Different Types of Antennas). To broadcast common programs, stationg
are associated with the radio N/W’s. The broadcast happens either in simulcast o
syndication or both. Radio broadcasting may be done via cable FM, the internet ang
satellites, A broadcast sends information over long distances at up to two megabits/Sec
(AM/FM Radio). Radio waves are electromagnetic signals, which are transmitted by an
antenna. These waves have completely different frequency segments, and you will be ready

to obtain an audio signal by changing into a frequency segment.
Wmmﬁmm$ﬁmgﬁmmamﬁ
| SaTETR Ud Sl SR W, A TR A a0 b 6 §
sl v gigdieR 1 SUANT FRal @ Gl A T B w9 §
ve) & WU A gEIRd @ & fAU Swan fear s g
Wma‘rmﬁama%m,wmN/W'sa%mqégqﬁmwm?hW
m%ﬁmmﬁﬁm%IMme.maﬁ?maﬁwﬁmm
Aadr 2| vH ganv &1 wmfaed /davs (AM/FM W) d@ ol g R I Ao 8 | @
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2. IR wireless communication: Infrared wireless communicati

gh IR radiation. IR is electromagnetic energy at a wavelength
mote control and

IR radiation lies
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on communicates information

in a device or systems throu
that is longer than that of red light. It is used for security control, TV re

other short range communications. In the electromagnetic spectrum,

between microwaves and visible light. So, they can be used as a source of communication.
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a photo LED transmitter and a photo diode

For a successful infrared communication,
signal in the form of non-visible

receptor are required. The LED transmitter transmits the IR
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light, which is captured and saved by the photoreceptor. So the information between the
source and the target is transferred in this way. The source and destination can be mobile
phones, TVs, security systems, laptops etc supports wireless communication.
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Satellite Communication: Satellite communication is one type of self-contained wireless
communication technology, it is widely spread all over the world to allow users to stay
connected almost anywhere on the earth. When the signal is sent near the satellite then,
satellite amplifies the signal and sent it back to the antenna receiver which is located on the
surface of the earth. Satellite communication contains two main components like the space
segment and the ground segment. The ground segment consists of fixed or mobile

transmission, reception and ancillary equipment and the space segment, which mainly is the
satellite itself.
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Microwave Communication: Microwave wireless communication is an effective type of
communication, mainly this transmission uses radio waves, and the wavelengths of radio
waves are measured in centimetres. The main disadvantage of microwave signals is, they can
be affected by bad weather, especially rain.
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In this communication, the data or information can be transfers using two methods.
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1. Satellite method: In this method, the data can be transmitted through a satellite, which
orbit 22,300 miles above the earth. Stations on the earth send and receive data signals
from the satellite with a frequency ranging from 11GHz-14GHz and with a transmission
speed of 1Mbps to 10Mbps. ;
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2. Terrestrial method: In this method, in which two microwave towers with a clear line of
sight between them are used, ensuring no obstacles to disrupt the line of sight. So, it is



'0’ Level Module M4:R5

5.

—

used often for the purpose of privacy. The frequency range of the terrestrial system jg
typically 4GHz-6GHz and with a transmission speed is usually 1Mbps to 10Mbps. ;
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Mobile Communication Systems: The advancement of mobile networks is enumerated by
generations. Many users communicate across a single frequency band through mobile
phones. Cellular and cordless phones are two examples of devices which make use of
wireless signals. Typically, cell phones have a larger range of networks to provide coverage,
But, cordless phones have z limited range. Similar to GPS devices, some phones make use of
signals from satellites to communicate. ‘
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Wi-Fi; Wi-Fi is a low power wireless communication, which is used by various elect':ronic.l
devices like smart phones, laptops, etc. In this setup, a router works as a communication hub
wirelessly. These networks allow users to connect only within proximity to a router. Wi-Fi is
very common in networking applications which affords portability wirelessly. These
networks need to be protected with passwords for the purpose of security, otherwise it will
access by others. J
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Bluetooth Technology: The main function of the Bluetooth technology is that permits you

another device. This technology has various functions and it is used commonly in
wireless communication market.
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Advantages of Wireless Communication - arawers FYADIT B ™

* Anydata or information can be transmitted faster and with a high speed
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Maintenance and installation cost is less for these networks.
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The internet can be accessed from anywhere wirelessly
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It is very helpful for workers, doctors working in remote areas as they can be in touch with
medical centres,
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Disadvantages of Wireless Communication - arazara DI @ Y

An unauthorized person can easily capture the data being transferred wirelessly through the
air.
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* It is very important to secure the wireless network so that the information cannot be
misused by unauthorized users.
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Applications of Wireless Communication - aRas FRIFDI B TP

Applications of wireless communication involve security systems, television remote control, Wi-Fi,

Cell phones, wireless power transfer, computer interface devices and various wireless
communication based projects.
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Types of Wireless Communication Protocols in [OT
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IoT (Internet of Things) has power to make the complete system automatic. There are various 10T
communication protocols which are used in communication between devices in the IoT network. The
wireless communication protocol is a standard set of rules with reference to which various electronic
devices communicate with each other wirelessly.
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vailable to use for your product, it becomeg

e but once the scope of 1oT application is'%
i
3

Since there are many wireless communication protocols a
difficult for the product designers to choose the correct on
decided it would become easier to select the right protoc
protocols used in I0T with their features and applications.
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1. Wi-Fi: Wi-Fi (Wireless Fidelity) is

ol. Here we are briefly explaining some |
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the most popular 10T communication protocols for

wireless local area network (WLAN) that utilizes the IEEE 802.11 standard through 2.4 GHz
UHF and 5 GHz ISM frequencies. Wi-Fi provides Internet access to devices that are within the :
range of about 20 - 40 meters from the source. It has a data rate up to 600 Mbps maximum,
depending on channel frequency used and the number of antennas. In embedded systems,
ESP series controllers from Espressif are popular for building IoT based Applications. ESP32
and ESP8266 are the most commonly use Wi-Fi modules for embedded applications.

TE-FE : AP Wﬁﬂﬁ:@ﬁﬁ)wﬁﬁaﬁmqﬁmﬁeﬁ(wmm%ﬁwmaﬁm
[OT e Shetefer @ @i [EEE 802.11 7 o1 Suam 2.4 GHz UHF iR 5 GHz ISM 3aRydi &

mﬁm%|m§—m§wwﬁmsﬁﬁ?q§amméﬁwaﬁmzo~m

Ao & 0 F WIox &) I§ A

soow@r@rwamﬁ%aa?§|@%’3%mﬁ, Espressif ¥ $gadl sfaen a=@ loT JEmRa
mﬁﬁﬁﬁw$maﬁzﬁfﬁa‘%l ES
ST far SR aTen AE-%rg AsYe ¢ |

In terms of using the Wi-Fi protocol for IOT, there are some pros & cons to be considered.

The infrastructure or device cost for Wi-Fi is low & deployment is easy but the power
consumption is high, and the Wi-Fi range is quite moderate. So, the Wi-Fi may not be the best
choice for all types of I0T applications, but it can be used for applications like Home

Automation. f{
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There are many development boards available that allow people to build 10T applications
using Wi-Fi. The most popular ones are the Raspberry Pi and Node MCU. These boards allow
people to build 10T prototypes and can be used for small real-time applications. Likewise is
the Marvell Avastar 88W8997 SoC, which follows the Wi-Fi’s IEEE 802.11n standard. The
chip has applications like wearable, wireless audio & smart home.
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2. Bluetooth: Bluetooth is a technology used for exchanging data wirelessly over short
distances and preferred over various 10T network protocols. It uses short-wavelength UHF
radio waves of frequency ranging from 2.4 to 2.485 GHz in the ISM band.
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The Bluetooth technology has 3 different versions based on its applications:
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a. Bluetooth: The Bluetooth that is used in devices for communication has many
applications in I0T/M2M devices nowadays. It is a technology using which two devices
can communicate and share data wirelessly. It operates at 2.4GHz ISM band and the data
is split in packets before sending and then is shared using any one of the designated 79

channels operating at 1 MHz of bandwidth.
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b. BLE (Bluetooth 4.0, Bluetooth Low Energy): The BLE has a single main difference from
Bluetooth that it consumes low power. With that, it makes the product of low cost & more
long-lasting than Bluetooth.
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c. iBeacon: It is a simplified communication technique used by Apple and is completely
based on Bluetooth technology. The Bluetooth 4.0 transmits an ID called UUID for each
user and makes it each to communicate between iPhone users.
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such as in telephones, tablets, media players, robotj
n 50 - 150 meters and the data |g

Bluetooth has many applications,
systems, etc. The range of Bluetooth technology is betwee

being shared at a maximum data rate of 1 Mbps. ¥
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After launching the BLE protocols there have been many new applications developed using
Bluetooth in the field of IOT. They fall under the category of low-cost consumer products and
Smart-Building applications. Like Wi-Fi, Bluetooth also has a module Bluetooth HC-05 that
can be interfaced with development boards like Arduino projects. When it comes to Real-
time applications, Marvell’s Avastar 88W8977 comes with Bluetooth v4.2 and has features
like high speed, mesh networking for 10T. Another product, M5600 is a wireless pressure
transducer with a Bluetooth v4.0 embedded in it. ‘
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Zigbee: ZigBee is another 10T wireless protocols has features like the Bluetooth technology.
But it follows the IEEE 802.15.4 standard and is a high-level communication protocol. It has
some advantages same as Bluetooth i.e. low-power consumption, robustness, high security,

and high scalability. B
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Zigbee offers a range of about 10 - 100 meters maximum and data rate to transfer datz{;
between communicated devices is around 250 Kbps. It has a large number of applications in
technologies like M2M & IOT. )
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for Home automation & smalj Industrial applications. Zigbee too has its DIY module named
XBee & XBee Pro which can be interfaced with Arduino or Raspberry Pi boards to make
simple projects or application prototypes.

The company Develco has made products using Zigbee technologies like Sensors, gateways,
meter interfaces, smart plugs, smart relays, etc which all work on the Zigbee wireless Mesh
network, consuming low power and free from external interferences. Another company,
Datanet has Zigbee based products which are used in real-time applications already, like the
DNL910 & DNL920.

Z-Wave: Z-Wave is a communication protocol specially designed for Home Automation
products and it is also known as a low-power RF communications technology. The data
packets are exchanged at data rates of 100kbps maximum and the protocol operates at a
frequency of 900 MHz in the ISM band. It has a distance range of up to 30 meters maximum.
[t supports control of up to 232 devices. The only maker of chips for this technology is Sigma
Designs.
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The Z-Wave has module ZIY (Z-Wave It Yourself) which is an Arduino & Raspberry Pj
compatible board and can be used for Home Automation applications. Silicon Labs has a
product Z-Wave 700, specially developed for Smart Home applications having features like
long battery life (10 years) and improved range to about 100 meters. Also, the company has
launched a Z-Wave 700 Development Kit which includes Z-Wave software, sample code and
the module with an adapter, enabling others to develop Z-Wave based application products,
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5. 6LoWPAN: 6LowPAN (IPvé Low-power Wireless Personal Area Network) is a network
protocol that supports data encapsulation and header compression mechanisms with other
applications like that of Bluetooth & ZigBee. The standard can be used across multiple
communications platforms, including Ethernet, Wi-Fi, IEEE 802.15.4 and sub-1GHz ISM.
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It can be adapted as Bluetooth 4.0 or ZigBee and operate at 2.4 GHz or 900 MHz, respectively.
It consumes low power and can be used in a wide number of IOT and M2M applications.
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6LoWPAN protocol has a 6LoWPAN L-Tek Arduino Shield that can be connected to Arduino
board to get 6LoWPAN connectivity at a frequency band of 900 MHz. The users can develop
application prototypes using the module. Talking about modules, Melange Systems has
Tarang UT20 & TarangMini SM modules that have the connectivity to 6LoWPAN protocol-
Microchip has developed SmartConnect 6LoWPAN for IP mesh connectivity over 802.154
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RFID: Radio-ﬁ‘equency identification (RFID) is
to identify objects or tags which contains some
from about 10cm to 200m maximum and such

l(;flfrt}\es like Shc?rt-range distance and long-range distance. Since the range has a huge
ifference, the frequency at which the RFID operates has a huge difference too i.e. it starts

fr?nl KHz and ranges till GHz or can be said as frequency ranges from Low frequency (LF) to
Microwave dependmg upon the application and distance of communication.
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a technology that uses electromagnetic fields
stored information. The range of RFID varies
a long difference makes the two range have
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: RFID has RC522 Arduino & Raspberry Pi compatible module that can be used to build an 10T
~_based RFID application or application prototypes like attendance system.
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7&“ Cellular: The cellular network has been in use since the last 2 decades and comprises of
- GSM/GPRS/EDGE(2G)/UMTS or HSPA(3G)/LTE(4G) communication protocols. This protocol
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is generally used for long-distance communications. The data can be sent of large size and
with high speeds compared to other technologies.
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The operating frequencies range from 900 - 2100 MHz with a distance coverage of 35km to
200km and the data rates i.e. the speed of transferring data is from 35 Kbps to 10 Mbps, A
company Quectel has cellular 10T products like EC21, EC23, EG91 and many more LTE
standard products working on 4G. UMTS/HSPDA UC15, UC20, UC15 Mini & UC20 Mini are

the 3G based 10T module launched by the same company.
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8. NB-IOT: NB-IOT stands for Narrow Band Internet o

Wide Area Network technology. The technology can be used for applications requiring low
long-distance communication and for a long time (large battery life).
at it has good coverage capacity i.e. the signal can transmit
here normal cellular signals won'’t reach. It has

—_—

f Things, is an LPWAN i.e. Low Power

power consumption,
The advantage of NB-1OT is th
through walls or in underground areas w
distance coverage of around 10 KMs maximum.
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Quectel has launched NB-IOT modules like LTE BC95, LTE BC68 and many more modules
that can be used to build real-time products in the field of IOT. ‘
Frges 3 NB-IOT dege S LTE BC9S, LTE BC68 3R 3@ 3R Hieyqa o4 fpy & foman
WIOT%Mﬁaﬂﬂﬁmw$mﬁ$W$ﬁqmmm%|

9. 5G: 5G is the fifth generation of cellular network protocol. It's designed for high speeds
communication between smart phones as well as other devices (unlike the other cellular
networks). The download speed is expected to be around 1Gbps on average. The technology
protocol will work alongside with 3G & 4G technologies and would have a huge rise in
Internet of Things (10T) technology. The technology has launched in 2019 for test purposes
and is available only in a few cities of the world but it is planned to launch worldwide in

2020.




Things and Connections (PLEEEED 89

—

10.

5G Vg dedd MErwd @ uivdl ©if &) aw wrd wF @ -y 3 guaReil @ dger
Jegd & Q) & fra geaq 1Ry war @ forg Romgs frar mar & | srosers a 7Ry afwrst e
1Gbps 81 & 980T ¥ | Wenfvad) mesier 3 off oflw 4 o srenfyfsay @ e wm s s geve
aifw e (amgandy) srenfrah & widt gfiy evd | senfrah afieror & Stva W 2019 H yw o T B
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Like having modules for 2G, 3G & 4G, Quectel company also has modules for 5G which are

RG500Q and RM500Q, working on a sub-6 GHz frequency band and can be used for building
products for IOT.

S 2G, 3G 3R 4G & fog A, Quectel w9 & urwr 5G @ forg off #fsee & S RG500Q 3R

RM500Q & St sub-6 frmedwr amgfy & w &m o <@ & ok 10T & forg weral @ fafor @ farg.
AT fhar o \ear 2

NFC: NFC (Near Field Communication) is a protocol used for enabling simple and safe two-
way interactions between electronic devices. It has mostly smart phones based applications

like allowing contactless payment transactions, accessing digital content and connecting
various electronic devices.

TIUHH! (PR Hies HRgfAaeE) e Uar Weisld & off godgi-ie Susel & 4rg wva iR grfér
Q—TREBT FXFYH B TeH A B fog Sudnr fhar oimar 81 39H SRR @Ie B SR
FATgIh SUBRN BT BAde HAT |

It operates at a frequency of 13.56MHz in the ISM band and the maximum distance range is

~ about 10cm with a data rate of 100-420kbps. It replaces the card swiping payment

11.

transaction and can be used for wireless payment like some magic.

TE IMMSYNYH 98 H 13.56MHz 31 angfer o= Harferd &rar 2 3R afdreas g8t ¥ 100-420kbps

P ST X B HIY ATHT 10 WA 8| T HTS WIS YT oIFes & S8 ol & 3NN |5 g,
P IRE AR TaH & oIy AT faar S aadr @ |

Being a good protocol for IOT technology, there are various modules and real-time products
that follow the NFC protocol. Like the DFRobot NFC module, Grove NFC, and all 3 of them are

Arduino and Raspberry Pi compatible. For real-time products, NFC has CLRC663 plus,
MFRC630, NTAG 12C plus products.

3Mg3Ne Hrenfre) & foru v aresT Wi 8M & A, fRAf= dieyd ok arafds w9g @ Sarg &
ST QAT WPl @1 utad @3d & | DFRobot NFC #fsgel @) @R, Grove NFC 3iR I & it

3 Arduino 3R Raspberry Pi 7d & | arafas w9a @ Swrel & fog, TIuwd § CLRC663 plus,
MFRC630, NTAG 12C &f¥ STE & |

LoRaWAN: LoRa is getting popular now a days and used in 10T network protocol. LoRaWAN
(Long Range Wide Area Network) has applications for long distances and is designed to
provide low-power for communication in IoT, M2M applications. It has a capacity of
connecting millions of devices with data rates ranging from 0.3 kbps to 50 kbps. The distance

for LoORaWAN application ranges from 2 - S5km for the urban environment & maximum 15km
for the suburban environment.
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LoRaWAN'

TE has launched products like MS8607, HTU21D, and MS5637 which are used to get
humidity, temperature & barometric pressure values using the LoRaWAN protocol and has 3
major role in the field of [OT.

TE 3 MS8607, HTU21D, 3R MS5637 ¥ SarEl &I cif=a fbar 8, s syahr LoRaWAN
mﬁﬁamwmaﬁmmﬁsﬁ?éﬁﬁaiﬁmwwmm$ﬁmﬁmmg
3R 10T & &= 3 o vga yfAaer 2 |

LTE-M: LTE-M is also known as LTE (Long Term Evolution) Cat-M1 protocol. It is a
technology used to connect I0T devices directly with 4G network without the need to access
through any gateway in between. It provides a data rate of about 100 Kbps and chips are less
costly. Since it transmits less data, it provides a long battery life to the devices.

LTE-M @I LTE (Long Term Evolution) Cat-M1 /@i & w9 ¥ ) W41 Sy 2| RERC R
W%mmmﬁaﬁawﬁaﬁm4ﬁﬁmﬁm¢m%mm%wg
ST 100 FHAIIITH P ST &R WaT e & AR s w9 @l §| 9% a7 39 Jer R Fe
€, ¥& IUFN BT U wdl e oNaw we e 2 |

A module named LTE BG96 Cat M1 module is used to make 10T based products working on
LTE-M protocol. The same module also supports LTE Cat NB1 protocol with an improved
data rate of 375 kbps downlink & uplink speed.

LTE-M ¥iciafd R &9 &9 dare I0T 3meniRa Sare} & 91 & fag LTE BG96 Cat M1 Hrsya

D AISYA BT SUART far Sar § | 98 wiser 375 kbps SeAf® 3R oufie Ty @ dgaw 3o
R P W LTE Cat NB1 Wieiaid &1 9t wHef axar 2|

The process flow of an IoT application

U® [0T TRIHYH 3T 99 Fall

The process flow of an IoT application typically consists of four fundamental steps:

loTWﬁ%ﬂﬁlﬂmﬁﬂmﬁmwmwwﬁlﬂ&

1. Sensors- =
2. Connectivity - F-f¥efafe
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Step 2:

3. Data Processing - grer srifjr
4. User Interface - Ioiv gexoy

Sensor - workflow of 10T starts with sensor devices. ‘Sensors’ that gather data which will
be transferred over a network . Sensors get necessary real time data or information from
surroundings and pass it further to database or processing systems. They must be uniquely
findable from there IP address because they are basic front end interface in the large

network of other devices. Gas sensor, Water quality sensor, Smoke sensor, tempreture
sensors are the example of sensor.

MR — [oT THTeH AR Rargw & wrer g e &1 /R N T w@A 3 & PR 18 Fead w
IR fHar S | F9R 31 smavgs arafie w9 e a1 RAT /A EEd fad & iR 3
ST AT ARRIT Rived & ar aniift ae 2 ) 9 orddl TSw A fftre w9 ¥ wd B a9
ﬁmaﬁq@%ﬂmwﬁ%a@ﬁmﬁgﬁwﬁmwmﬁlﬁﬂﬁv{mwﬁ@
W, WP AR, TR 6 T FER B I |

In the case of the Internet of Things, sensor devices are the on-the-ground pieces of
hardware used to collect data from their environment.

FOTIC 1 R & At ¥, WY Ragy eI B iF-3-TSS B § S IS e § e
UhH B & oI IuAnT fhy Wi # |

Now that we have the sensor devices in place, it’s time to send the collected data forward. In

loT applications, sensors are connected to a network (WiFi, LPWAN, cellular, etc.) over
which the collected data is transmitted.

I AR UM HEY Rargw € U8 tafAd S @ omY Ao @1 wHE | loT g ¥, ¥R Us
Aedd (AEHTE, Tadisayuud, Hger, 3fd) ¥ O 8 € g W wafa e uaifa aar 21

Connectivity: In the above step 1 we learned how information is collected in sensor. The

next step is to send the data to a cloud-based service for processing. So how does it get
there?

FAfaefife — SIRE @RUT F g9 AT 5 B [oT Teiayd ¥ OEar Ued &) 9t 21 30T
HH IR & g Se1 @1 darss—amuiiRa dar § Ao ® | oY 98f d ugwar 27

In this step, we'll concentrate on the second element on the list: connectivity.

39 WX H, ' A § g TolHe W &9 diad dY1 : dAfdefae) |

What is Connectivity? - ifacfafe wr 87

Connectivity is the piece of the 10T puzzle which enables the “things” to communicate and
exchange data. The connection can be achieved via wired or wireless network. However,

wired network is unsuitable for most lIoT applications because its range is only as far as the

wire can reach. Most IoT applications require more range so we'll concentrate on wireless
connectivity.
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There are many connectivity options for loT, such as cellular, satellite, Wili, low-power
wide-area networks (LPWAN), and Bluetooth.

loT & fy % RS Ao & o 6 Ueer, Wearde, awrd, @i-fasrel @ a2 T
(LPWAN), 3iR [ |
When selecting a connectivity option, there are many factors to take into consideration;

range (maximum distance over which data can be sent), bandwidth (how much data can be
sent), power consumption (how long the battery will last), costs, reliability, and availability,

FARRS AP o1 999 a¥q 99g, & § @R @ o &8 dRae & A @i g e gr
2T Ao o |t &), Fefiey (Rraar Ser Ao on wadr ), favel @ @i (@ded O 9 @
o), ArTd, fAvawHar 3R SueerdT |

Below table presenting a very simple summary of the connectivity options introduced above,

S & T aifereT § SR R afaefid) e BT ud dgd @ w¥el WRA wegd faar g

LPWAN | Cellular | Satellite | Wifi, Bluetooth
Range High High High Low
Bandwidth Low High High High
Power Low High | High Low
consumption
Costs Low High High Low

Note: Select connectivity type depends on your loT use case.

ﬁa:ﬁﬁzﬁtﬁmmmaﬁmlﬂwzﬁwq?ﬁvhmﬁ

In the previous step 2 we understand how IoT sensors collect data and how the data is sent
to a cloud service by using a network solution. The next step is to make the data useful. So

that the third element on the list: data processing.
ﬁaﬁmﬁwﬁﬁm%ﬁlﬂﬁm@mmﬁ%aﬁv%ﬁwwwﬂwmw
ﬁmﬁﬁﬂﬁmmglmmwﬁmm%mwﬁﬁﬁm@ﬁﬁe:
2T AT | f
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WhatIs Data Processing? - 321 R a1 87

lpnmoctiirito Pn:ake sense of the mas§ive amount of data our loT sensors collect, we need to

- Frocessors are the brain of the IoT system. The main job of processors it to
Process LY data collected by the sensors and transforms them to some meaningful
information fand knowledge. Microcontroller, embedded hardware devices, etc can process
the f—iatf‘ using processors attached within the devices. Processors are controllable by
applications. They perform encryption and decryption of data.

BR[0T W & T e & v a2 9 R Ser 9 e a7 B Ry, 8 39 e ae
b1 ML & | AR 10T Riven @1 afres & | FRIR 37 57 FRE F6R GRT CHERT JF 32T B
ARTH X1 3R 9 HB Wefd TS SR S F aqo | ARHITLION, TRSS FEAR farsw
aNfe IUBRN & <R ol NRAER BT SUAT avd SeT B TR PR GHT £ | TR TADIA ERI
TATIT ST FHdT 8 | I ST B UFHpee iR e axd £

Step 4:

Aft.er completion of processing we need to do is to deliver the information to the end user.
This is done via user interface (Ul).

ARIRT gof 89 & a1g &9 i\ SwarTedal ae WHer ugar Bnf | 98 IuR gexew (JIE) @
g1 fdar < 2|

What Is a User Interface?

IoR FRHY T 87

User Interface: This is another factor on which 10T ecosystem depends immensely. It provides a
visible interface that can be easily accessed by the user. It is important for the developer to create a
user-friendly interface that could be accessed without putting any extra efforts in it and that can help
in easy interaction.

IO §eXBH : UE TFH iR B & o WX [oT HEH S161 FriR =1 8| T Th G gexbd Ha
FeaT & Ry SUATTHAT gRT AT ¥ Ui fhar S wahdl 8| SadWR 3 fU g SuAnTahdl @ Araegendr
& OFET FexBH A Hewyyl @ R e faRh sfaRe wara & g fhar o wedr @ IR g I

qrada H weg HY Fhdl ® |

With the help of advancement, there are various interactive designs that could be used easily and
that can easily solve any complex query. For examples, at home people have started to use the
colourful touch panels instead of the hard controls that were used earlier. It is increasing day by day
as now the touch pads are also launched that can switch on the air conditioners from a distance.

Wﬁm@,wmmﬁwmﬁwmmm%mwmﬁm
§ wfew A8 B B I GBS & SIERY B A, WX W At T e Ul F1 SwT HRA I PN
ﬁrm%,mwﬁﬁw%sﬁmsﬁwﬁwwmaﬁﬁ?—uﬁ—ﬁ?mmm%mWﬁ
wﬁsﬁﬁwmwﬁmgﬁmmwﬁmmﬁl

These have set out a trend for the digital generations and have managed to hype up today’s

competitive market. The user interface is the first thing that user pay attention to before buying a
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device. Even customers are oriented to buy the devices that are user-friendly and less complex that
could be used with wireless connectivity.

#mm%mwmﬁmm$mmﬁwmﬁwﬁﬁlm
mqﬁr%ﬁa%@wﬁmﬁ%maﬁaﬁﬁ%ﬁmém%ﬁwﬁamﬁmﬁm

e 3 A @ B € S Swiradt @ agae R B9 wfed a9 § Rier SuanT arRed BfeRid
@ 9 f&ar o g9oar 21

Using above four steps for example, let’s imagine we are dealing with the grocery cold chain. We

want to make sure our groceries are kept in a suitable temperature, and we also want to track the
location of the truck transporting the groceries.

SEE @ [0 AR AR | FWR BT ITWM G U, Hou BT b &9 M B Do o1 F A % w
21 89 78 gRf¥eEa a3 =ed € & a9 R &1 9mH te Sugd aeEH § w@n o, 3R &9 e g
HHHE URaET X 10 ©F & W DI 41 §b ST a8 & |

Sensors Connectivity Data Processing Use.r Int.erf-ace |
CollectingData  Sending data to Cloud Making the data useful Delivering information the user
o

First, we collect data about the temperature and the location with our sensor devices (step 1). After
that we use a network solution to send the data to a cloud service (step 2), where the data is
transformed into useful information via data processing (step 3). Finally, the information is delivered
to the end user via user interface (step 4).

TIY UEd, 89 AU HEX SUHRON (IR 1) B A1 A 3R W D R H ST Uhd dRd & | SHD 918 84
ST B FAGS a1 (ZRO1 2) H 4o & foy Ua -egd FHRTE &1 SUIN HRd 8, S8l scl bl sl A4’
(@ROT 3) B AEAH | SUAT THEN H ged fEar Sudr ® 1 o H, SHeR SUANTHal exbd (TR0 4) B
AqTed | 3ifoH STFATHAl aF Ugarg Wi # |



