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| Internet of Things (loT)

| Meaning of loT

e |oT stands for Internet of

Things. It refers to physical

IoT.

devices that are connected to .
Internet of Things

\ Connected Devices 7

the Internet and can collect,

share, or exchange data.

e 0T T UT &Y Internet of
Things g1 3T 37T 0
Hifae 3ROt T § S
eelc U SfS 81 & 3R ST
ol Ueh{d, HISAT AT
3TETA-YETIT Y Thd o |

| Example / 3G1g0T
e A smart bulb controlled through a smartphone is an example of loT.
o TATCHIS oh ATEIH & ITAT fohaT STt aTell TATE Sod loT T Teh 3GT80T
gl

| What Does “Thing” Mean in loT?

e A “Thing” in l0T is a physical device that is

connected to the Internet.

e loT & “Thing” & dcayd U Hifde 30T
H & i $eTeie W e el o
e Example / 3cTgIUT:
Smart Watch — THTC €21

Connected to
Internet

Physical Device

Example: Smart Watch




Father of loT

e Kevin Ashton is known as the Father of loT.
Kevin Ashton @ |0T 3T Seleh AT SATaT & |

Kevin Ashton ‘? 2 @

Father of o 1999

LJ Internet
of Thmgs -r@

e He used the term “Internet of
Things” in 1999.
3ogled 1999 H “Internet of -
Things” e T 9T fohaT
AT

Early loT Device

e The Coca-Cola Vending Machine (1982) at Carnegie Mellon University is

considered one of the early loT-related devices.

Carnegie Mellon University
&I Coca-Cola Vending
Machine (1982) &I loT &
AT B3N 3URION H A
Teh AT ST & |

Coca-Cola Vgndlng MachmeJT :

e |t was connected to a

network so that the

v Carnegie Mellor

e < availability or condition of

drinks could be checked

remotely.



Y sicae & SiieT IraT AT, o e O ueraf i 3qerstdr 3R 3+1ehr Tufa v
SATTehRT &I & ITCc ST ST Fehell 2|

Components of loT

Sensors

e Sensors collect data such as
temperature, motion, light and humidity.

e Hdge (Sensors) dTIHTS, ITfd, Tehrer
3R 3T ST STASRY ThId e & |

Connectivity

e \Wi-Fi, Bluetooth and other
communication technologies are used to
send and receive data.

® ST &l Ao 3T ured et & folT
Wi-Fi, Bluetooth TT 3/ AR deheilenl ahl
39191 fohar

| Data Processing

e The collected data is analyzed and
processed to produce useful information.

o ThiAd 3T o [T 31T JHERIoT fhar
ST 8, Torad 3uaefYy SR g iy ST
b |

User Interface

e A User Interface allows users to
interact with an loT device through
applications or other controls.

o 3UIThdT 3l (User Interface)
T HICT & 3ULTTehdl 3IATT AT 37




fAZ=OT ATCIHAT @R IoT 3YHIUT & ATY H I ThT ¢ |




Applications of loT

Smart Home Automation

Sensors

e Motion and temperature sensors can be used in a Smart Home.

o TATC g1F H a1fa 3R

ATIHTST T IdT 9Tl o

forT a1fy wde e e

feram ST AT B ST |- |
Connectivity )r

e \Wi-Fi connects different
smart devices.

o Wi-Fi [affieet TATE
39RIOI Y 3T9H H Sigdr
el

| Data Processing

e The system can

automatically control lights, air conditioners and security devices.

o Ig JUTTCH AT, ATcllefeheled T 3R FI&TT 3TV T Faaifeld §9 4
IGRIECETE:CIRS
User Control

e Users can control devices through a mobile application or voice commands.

o SYANTehcll FAISTS AT IT Talel § TET 7T et o ATEIH F ST
&I fAaRd & Thar g




| Smart Farming

| Sensors

e Smart Farming uses soil and temperature sensors to monitor farming

conditions.
o TATC Y & fAEE 3N dAMvATT § Helfered et & fARred & forw Fer
gdceh AT dTaHTT

G'I-IFIT Data Processing

%-l Q = e o
- - . & e Q Irrigation Control |

| Connectivity N u LV SN

Wi-Fi / LoRa

Temperature Sensor

e \Wi-Fi or LoRa may be

used for connectivity.
T et & fow
Wi-Fi IT LoRa &' 3931eT

forar ST ghar B

Data Processing

e The collected data can

help farmers determine

when plants need water.

o TSI 3T HT JIIdT ¥ [T Tg IdT o131 Hehdl & Toh GIEIT T v GTeiT T
3TaIHT &
User Interface

e Farmers can monitor field conditions and control irrigation through a mobile

application or dashboard.

o [T AIETST THNET AT SASTS o ATETH § W T FEATT &l fART= ahe
ord & T F8TS gotrelT & f3ad ¥ Ihd &



| Smart Healthcare

| Sensors
e Smart Healthcare can use heart-rate and glucose sensors.
o THAIC T HaT3Hl H TG 1Tl HAGeh AT Iofehlol HAGeh T 3T fohaT ST
Tehell & |

| Connectivity

e Bluetooth or Wi-Fi

can provide

connectivity.

o TAIELY T ST ) o
ECCE TSI B AN ST
T & T > '
Bluetooth IT Wi-Fi
T 3TN ThaAT ST
ThdT ¢ |

| Data Processing

e Data processing can generate alerts for health-related problems.

o TITEZY Tatl 3TT &l YHEHIUT Flah fohdll THTAT o1 FTAT & AaraaT 3ceT
&I T T g

User Interface

e Doctors can check patient reports online.

o TAfehcaer VT &1 RUIE Seteie & ATA A @ Fhd & |
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| Smart Traffic

| Sensors

e Smart Traffic Systems use cameras and speed sensors.
o THIC ATATITA YUTTell H HAR 3R 1fd Hdgent T 39ATeT fohaT SATAT B |

| Connectivity

e 5G or Wi-Fi may be

used for connectivity. :} "*
RICIRICEECIEGE

TR & T 5G &

Wi-Fi &7 39219T fohar

ST Hehell g |

Data Processing

e Collected data helps

control traffic signals.
o TSI 3T ATATITA Hohdll i TAATAT Flet H TETIT AT ¢ |
User Interface

e Users can view traffic information through map applications.

o SUATTEHAT AT TN & ATEIH H ATAAT i AR T el & |
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| Smart Factories

| Sensors

e Sensors monitor the condition of machines.
o Hdceh AMNAT T AT I IRTE e &1

| Connectivity

e Industrial networks

provide connectivity.

SMA
MANUFACTURING
A BRIGHTER

o st e aehet (g 1 R =

Data Processing

e Data processing helps
detect machine faults at

an early stage.

® STT THEHIUT Sl TETIdl
q FMNA T WIS T
ORI ITTEAT H qdT
ST ST Tehl ¢ |

| User Interface

e Users can receive alerts through computer interfaces.

o SUARTHAT HTI & ATLAH & AT & HAd Iarafardr ured T Favel &
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Advantages of loT

Saves Effort

e |oT devices can perform many tasks automatically and reduce human effort.

o 0T 3T 31a¥eh Y TIATTId T & L Tohd &, [or T AT I HH
grar gl

| Better Efficiency

e |oT can reduce unnecessary use of electricity, water and other resources.

o 10T faTell, UTell OUT 31T TATEAT b ATIT S IUANIT hl hH h{ JhdT ¢ |

| Faster Decisions

e Real-time data helps in making faster decisions.

o ITEATdS THI H YTed 3T doil & AT o F Ggrar T g

| Saves Money

e Better use of resources can reduce operational costs.

o TATYHAT & S§AX IYATIT H FATAT T e ST oI Hehall ¢ |
| Better Safety

e |oT can improve security, health monitoring and safety.

o loT G&T, Ty fAIRTeT TUT FRIETT HIRYOTC Sl S5 Sl H Hgrdar
AT gl
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Disadvantages of loT

Security Risk

e |oT devices and data can be attacked or hacked.

e |0T 3UHIUI 3R 3eTeh ST I TS §HeT AT AR YA FT YT &
Hehel &

| Cost

e Setting up an loT system can be expensive.

o [0T YUTTCIT Sl TATTU halT HGIT &l dohdT g

| Privacy Problems

e Personal information may be misused if it is not properly protected.

o ATFAICT SR T SRIeT GR&T ¥ Aot T 3R GEUINT &1 Hehell ¢ |

| Internet Dependency

e Some loT devices may not work properly without network connectivity.

o AT HYHh 3UCTSH of glot T S [oT ITRIUT HET ThR H 1 76T T Hehdl |

| Difficult Management

e Managing and updating a large number of connected devices can be difficult.
o IS HEAT H S5 U STFIVN T T TAT 3ot 3cTeT AT hiSeT &1 Hehell
gl
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Characteristics of loT

Connectivity

e |oT devices connect to the Internet or other networks.

o 10T 3YhIUT SEIAC AT 31 icdeh H SIS Bl ¢ |

| Interconnectivity

e Different devices can communicate and work together.
o AT ITRIOT ITIH H TAR Flch Teh ATY I X Tohel & |

| Things-Related Services

e |oT provides services based on data received from connected devices.

e l0T T3 §U USRI & HTeel ST & IMUR R fafdiest Fard sere e 2|

| Heterogeneity

e Different types of devices and technologies can work in an loT environment.

o faffical YR o 3UaOT IR dheilch Teh & loT ATATARUT H 1T Y TAdhell & |
| Interoperability

e Different devices and systems can work together.

o 3Tt 3THIOT 3T onferdT 3maq H AT 1T X Thar g |

| Dynamic Nature

e |oT devices can adjust according to changing situations.

o 10T 3UHIUT Fgercll TRIEATIT & 3THR 39el R # TRt Y Heohel &

| Large Scale

e |oT can include millions of connected devices worldwide.

o loT  fAedeR & TGN I3 T 3UHIVT ATA & Fhl &
| Safety and Security

e Security and safety are important requirements of loT systems.

o F&T T FII&TT FeTeleT |oT YIS I HEcdquT HTaRIHAIU & |
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M2M - Machine to Machine

Meaning of M2M

e M2M stands for Machine to Machine.
e M2M & 90T &9 Machine to Machine &

e |t refers to direct communication between machines without continuous
human involvement.

o T A TRMAR ATAAT gEAaT & =T 3m9F & Trer TarR T &

| Example / 3&T830T
e A smart meter automatically sends electricity usage data.

o Uah THTC HIeX footell i @Ud & e d SeThR TadTTeld 9 H HoTdl o |

M2H — Machine to Human

Meaning of M2H

e M2H stands for Machine to Human.
e M2H T 9T & Machine to Human &1

e In this communication, a machine sends information to a human user.

o STH T fhdT TTFT Pl SATARRT FETeT Il ¢

| Example / 3&TgX0T
e A fitness tracker displays activity data on a smartphone.

o Tah fheatd ¢t AR TAfafe & Fafid ST TATCHIT W Ieiid
AT g
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WoT - Web of Things — 3« 3iT% fa7g

e \WoT stands for Web of Things.
WoT T quT &7 Web of Things &

e Itis an extension of IoT in which devices use web technologies to
communicate and share data.

g loT &l TAEATRT §9 8, T5E 3907 Web Technologies T 39AT3T ek
T H HIR I & AR 3T @S AR g |

lloT — Industrial Internet of Things — 3N A% ST HTH
e |loT stands for Industrial Internet of Things.

lloT T 9oT &7 Industrial Internet of Things ¥
e Itis used in industries to monitor machines and improve work and safety.

SHhT 3YANT 3e a1 H HMAT I FTIRIAT el TUT HRIETHAT 3T GI&T
SER SalTel o forv fohar STar &

IoE - Internet of Everything — Se3sie 3% TaIfder

e |oE stands for Internet of Everything.
|oE T 90T & Internet of Everything &1

e |OE connects people, data, processes, and devices.

loE 19T, 3T, feharatt 31T 3ushoi & 3mag & Sgar &
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| loT — MCQ Set 1

Q1. What does loT mainly connect?

loT AT ¥9 & fohd SISl 672

A. Only computers / hadl chbua

B. Physical devices to networks / $\f& 3Tl 1 Jead &
C. Only websites / hde dsHISC
D. Only people / hadl olleT

Q2. A smart bulb is switched ON using a mobile app. Why is this an
example of loT?

AISTSel VT § TATC Tod dTe] fhaT ST &1 T8 10T T 31807 T 52

A. It uses electricity / Tg farsTell T 3TANT FAT &
B. It has a switch / s8& Tag glar g

C. It is connected and can be controlled through a network / Ig sicash & SEL

gIaT § 3R Acad & Areyw ¥ Ra har s awar g
D. It produces light / I§ TahTT 3ceoT LT &

Q3. In loT, what does the word “Thing” refer to?

loT & “Thing” rsg, fohash ToIT TeT fohar SATAT 572

A. A physical connected device / geele | g7 Hifcieh 3UehioT
B. A computer program only / hddl chbua

C. A website / 3gdEC
D. A human user only / Fddl ATAT 3YAETHRAT

Q4. Who is known as the Father of loT?

loT & Siddeh & &9 H ol ST ATAT 52

A. Bill Gates / foeT 3Icq

B. Steve Jobs /| T Sisq

C. Tim Berners-Lee / & daid-olt
D. Kevin Ashton / &1dsT tees

Q5. In which year did Kevin Ashton use the term “Internet of Things”?

Kevin Ashton a7 “Internet of Things” 2leg &7 YIN4T v ay fohar AT?

A. 1982 /1982
B. 1999 /1999
C. 2005/2005
D.2010/2010

18



Q6. Why was the Coca-Cola vending machine at Carnegie Mellon
University important in loT history?

Carnegie Mellon University &I Coca-Cola vending machine loT & g
H HAgcaquT T AT?
A. It could make Coca-Cola automatically / & Coca-Cola &I Taarfold &9 &
AT Hehcll AT
B. It was the first smartphone / Ig UgalT THICHIT AT
C. Its status could be checked remotely through a network / 3&er Tafa
Acah & ATEIH § g A ST 511 Fehell AT
D. It used 5G technology / 83 5G deheileh T 3UITIT I AT

Q7. Which loT component collects temperature and humidity data?

$IT-TT loT Teah araHTeT 31T 3T T 3T U hlaT &2

A. Sensor / Gdcah ‘
B. User Interface / 39319TehdT 3id{holeh
C. Application / 31eT9TaT

D. Display / 9&3is Gl

Q8. An loT sensor has collected data, but the data cannot reach
another device. Which part is mainly needed?

loT HAT =¥ 3T Tehl Y oI &, wifeheT 3T g@R ITRUT ek +Tel 9 9T T&T &
HEY & Y fohdehl 3TaRTehd 82

A. Sensor / Gdce

B. Connectivity / T cag&T

C. User Interface / 3U31aTehcil ctheleh
D. Data Processing / SeT JHEHIU]

Q9. What is the main purpose of Data Processing in l1oT?
loT # ST YHERIUT T HET 3607 FT 572
A. To collect electricity / fSSTell ThT T
B. To physically connect devices / 39Ul &l i & & SIS
C. To analyze data and produce useful information / 3T &T fa2eI¥0T Fh
39T SATARRT ITed AT o
D. To replace all sensors / G3T Gdgahl ol SGelell
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Q10. A user controls a smart AC through a mobile application. Which
loT component is mainly involved in user interaction?

IS AT HIETSeT 3THANT o ATETH H FTATC THT Y AT T B
Wmﬁaﬁragaﬁwﬁmmﬁaﬁ;r-m loT T AT §2

A. Sensor | Tdcsh

B. Connectivity / §9 caa&T

C. Data Processing / 3T JGEUI

D. User Interface / 39A13TehdT 3ia{tholeh

Q11. A farmer wants to know when crops need water. Which loT
application is most suitable?

ThdTeT Tg STATT ATedT & T BT &l hel UTaAT bl TIRIHAT g | hisT-aT loT
3TTTANET FY 3UGerc §?

A. Smart FarmlnglFHTéEFfEr

B. Smart Traffic | THIE JTcaTd

C. Smart Factory / THIC SRETAT
D. Smart Home / THC BX

Q12. Which technology may be used for connectivity in Smart
Farming?

THIC Y H T FTTAT & TAIT fohd deheiieh T 3TN fhaT ST Hehell §2

A. Photoshop / ®erRiig
B. LoRa / &_T

C. MS Word / THUH T3
D. HTML / TIéITHATA

Q13. A health device measures heart rate and sends the information to
a connected system. Which loT application is this?

IS TARLY STHIUT g& Y I ATHT SATABRT Teh T3 §U A Y Sl &1 T€
fohd 10T 37541 T 3GTE0T &2

A. Smart Trafflc | TATC ATATATT

B. Smart Farming / THAC &Y

C. Smart Healthcare / THIE TarE2T AdT

D. Smart Factory / THIC HRWETAT
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Q14. Traffic cameras collect road information and help control traffic
signals. What is the main role of data processing here?

ITARITT X T3 T TT STeThRT TehT hld g 3 ATAR—ITT bl Y
fAId hter 7 ETIAT X 1 TgT ST YT hl 7T AT FAT 82
A. To collect electricity / fasTell Teha FHIAT
B. To convert traffic data into useful decisions / ITATATA 2T I 3UAN 0Ty
H FeolaT
C. To remove cameras / HFRT & geTell
D. To disconnect the network / cdeh T 37137 HTaT

Q15. In a Smart Factory, sensors detect an unusual machine condition.
What can happen next?

TATE FRET H Hdgah AMT &1 3= AT 1 9ar 9 €1 3T &1 F41
& ThdT 872
A. The sensor becomes a website / Hdga dadISE e ST §
B. The machine automatically becomes a smartphone / #2fieT 319=1 319
THATCHIA §oF ST &
C. Data can be processed to detect a possible fault / THTTIT @IS ST IdT
AT o foTT ST T FEERUT fohdT ST Hehell &
D. Internet is permanently removed / ¢3¢ ST TAR & H gl fgIT AT §

Q16. Which is a major advantage of loT?

loT ST Ueh THT TeT FT &2

A. It always increases human effort / Ig gRT AT I &Il &

B. It can automate tasks and save effort / Ig &3t s Taaiold e AT
T &7 Thll §

C. It removes all security risks / Ig T8 gI&T QAT I FATCT H ST &

D. It works without any network in every situation / ag &7 IRTEARY & fya
cdd & FI FLAT ¢

Q17. Real-time data is useful because it can help users:

I T T 3T 3N § Fifh Ig SYITHATST T fhae TgrIdr
Hhdl 872

A. Make faster decisions / dit & Ao o &

B. Stop all communication / T8 TaR §¢ &l H

C. Remove all sensors / G Hdcehi &l gered H

D. Avoid data processing / 3T YGEH 0T & S0l H
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Q18. An loT irrigation system gives water only when soil conditions
indicate that water is needed. What is the likely benefit?

loT FATTS YUTTEl shaol o Uil &l & otdl THce! ohr [FAfd Ig gortdr § foh areir
$T TTTHAT & | STHT JHTAT T FAT 2

A. More unnecessary water use / 37T 3Ta2geh UTeAT T 3TITIT

B. Better resource efficiency / THIAT &l Sgd 3TAT

C. No need for sensors | Tdge T i ITATTHT el

D. No need for connectivity / T cTGEAT T HIS ITALThdT gl

Q19. Which is a possible security problem in loT?

loT TN Y& THTAT FAT §?
A. Devices may be hacked / 3901 &I IAThT &9 & AT fovam ST HHcT 8
B. Devices always become cheaper / 3UsRUT 821 T & ST &

C. Sensors stop collecting all data / Hdge THT ST TehT AT G P Gl &
D. Internet speed always increases / ¢3¢ I ITTd §HAT TGl &

Q20. Why can privacy become a problem in loT?

loT & IMYAIAT hl FHEIT FIAT 8T Hohll 62

A. loT never collects data / loT &3fr 3eT Taha F—Iﬁ hIdr

B. Personal information may be misused / STFd3Td STTTehIRT T GEIANT fhaT
ST Hhl &

C. Sensors cannot measure anything / §dee $& 81 AT ¢l Hehd

D. Devices cannot communicate / T0T 39T & TR 8T T T

Q21. A smart device stops working properly when its network
connection is lost. Which disadvantage does this show?

Jedeh HUeh Wiel YT THATE 3YHI0T TET &1 T T el 8¢ L ol | T loT Fr
T Y & gfaT 82

A. Better Safety / 9gcRR &t

B. Faster Decisions / of {01

C. Internet Dependency / §e3aic W fAsRAT
D. Better Efficiency / SgaX rI&THdT
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Q22. A company has thousands of loT devices. Updating and
monitoring all of them becomes difficult. Which problem is related to
this situation?

oRdY Ul & 9T §oTRT 10T 3URIUT & | 3T HHT Shl 3T heAT 3T 3eTehr
TAIRTAY AT HiSeT 81 SATAT & | Tg v TATT & HId g2

A. Easy Management / 3T/TeT 9aelel

B. Difficult Management / {&eT Jatis

C. User Interface / 39319TahdT 3diholsh
D. Smart Farming / ¥ATE T

Q23. Different types of devices and technologies working in the same
loT environment show:

Teh &1 loT arcraxoT # fafdieet Yk o 3TN 3R Theilohl T 1 T Tohd
farrwdr &t gaifar 872

A. Heterogeneity / fafaerar

B. Dynamic Nature / aifcrefter Fepfal

C. Large Scale / 93 TR

D. Safety / &

Q24. Two different loT systems are able to work together and exchange
information. Which concept best describes this?

ar 3TeIT-37619T loT YUTITerdT Ueh AT I dled R SATTRIRT T STETA-TeT dhlat
H et § | i-4 ITUROT 58 a9 37 g a2y 872

A. Cost / &TaTd

B. Interoperability / 3a3-AaTel= AT

C. Privacy / I9=rgdr

D. Sensor / §dgHh

Q25. loT devices change their operation according to changing
conditions. Which characteristic is this?

loT 30T Seeicll IRFEATTAT & TR 379 R 7 IR I &1 T§
hieT-T faerer 82
A. Connectivity / 9 sTa&aT

B. Large Scale / 973 ¥

C. Dynamic Nature / 31fc2ier et
D. Heterogeneity / fafatrar
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Q26. A smart meter automatically sends electricity usage information to
another machine without continuous human involvement. This is an
example of:

Teh TATC HIX TSl SHIMTAR AT GEARTT oh TTell shl T shl SATeTeh T GET
AT I TgaTfard T & AT &1 I THEHT 3STEI0T &2

A. M2H / #3201 & A9 99X

B. WoT / 39 3iT% f9g

C. M2M / AT & ANT TIR

D. IoE / Sc3aie 31T Tadifder

Q27. A fitness tracker sends activity information to a person’s
smartphone. Which communication type is most suitable?

s [thead ¢ [ohdl STfFd o TATCHIA WX AITAfaie & Gafad TR dotar
& | PIT-8T TR JhR HIH IUFerd 672

A. M2H / 70/ & AT TIR

B. M2M / 72T & 720 TOR

C. lloT / e e¥eic 3w fRew
D. WoT / 3§ 3iTw g

Q28. What is the main idea of Web of Things (WoT)?

Web of Things (WoT) &I #&J faaR #1872

A. Using web technologles with connected things / 53 gU 3URIOT & 1Y dF
Teheitenl T 3GITIT hialT

B. Connecting only factory machines / hdel RETe ahl ALMT I SST

C. Connecting only people / hdol S3Il I SASAT

D. Removing the Internet from loT / loT & §cieic &I gelal

Q29. A manufacturing company connects machines to monitor their
condition and improve industrial safety. Which concept is most
appropriate?

e [AfaAToT uar FMNST s Ieden! AT T IR T § 3R
3ieNTTeh FI&T H GUR Ll g | hieT-HT ITUROT FEE STYFd 672

A. M2H/a:raﬂ?rqfrmaaw

B. lloT / 3T Sexate 3T f&ed

C. Smart Home only / &del THAC EX

D. IoE / Sedate 31T Tafer
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Q30. Which statement best describes IoE?
|oE T &y gl duTe hid-ar1 §?

A. It connects only sensors / Tg hdol HAGHI Pl ASAT &

B. It connects only machines / Ig dhae #MT Fl SASAT &

C. It connects people, data, processes and devices / Ig 91T, 3cT, YThaAT3T
3R 3YFOT Y 39F FH ASaT g

D. It is another name for a smart bulb / Ig TATE oo I T #TH g

Answer Key / 3T il

TR el I
T
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Fog Computing in loT

Meaning of Fog Computing

e Fog Computing processes data closer to loT devices instead of sending all
the data directly to the Cloud.

e WidT T[T (Fog Computing) H I ST &I HIET Fell35 T ASTel & Tl loT
SUSUT o UTE &7 ST TEEHOT T STl B

e |t helps in faster decision-making for applications such as Smart Cities,
Autonomous Vehicles and Industries.

o Ig THTC A, T aTgeil AT 3SR ST JonTerdt & dofl Ao ofet
H HerIdr T g

Fog Computing vs. Edge Computing

Fog Computing

e Fog Computing works at the local network level, such as through Wi-Fi or
LAN.

e Fog Computing TITHART Acaesh Tk IR I Bl g, ot Wi-Fi a1 LAN &
ATETH |

| Edge Computing

e Edge Computing works directly on loT devices such as sensors and
cameras.

e TSl e (Edge Computing) H ST &1 THEHIOT HIY Hdgeh AR ol oid
loT 3YhIUTT WX TohaT ST B |
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How Fog Computing Works

e Fog Computing processes data locally instead of sending everything directly
to the Cloud.

e Fog Computing X ST &l HIY FA138 W ATel & Tl Tgeol TATHT TR TN
3T FHEHIOT hldl &

e Local gateways and routers process and analyze the data before sending
required information to the Cloud.

o TATHTY Ied 3R A3 ST I THERUT JAUT [AReNoT iid § 3R hao
3TITH ATASRT Sl FAT33 T AT £

e This reduces delay and provides faster real-time responses.

o 3TN feia &aT gidT § 3R areafas o & e wfafhar ured g &1

Applications of Fog Computing

Smart Traffic Systems

e Fog Computing manages real-time traffic flow and helps reduce traffic
congestion.

e Fog Computing arEdfdess IHT H ITATAT & TATE T el adl § 3R
TATITT SITH & hlel H TEAT Al & |

| Smart Cities

e |t helps control streetlights, manage waste and monitor security cameras.

o I T3h I UM I AT AT led, FHoRT TeTEeT el TUT JIE&T HaT T
fAIRT=T 3 FETIaT Al B

| Factories and Manufacturing

e |t monitors machines and helps reduce delays in industrial operations.

o Ig AN T THIRTT el g 3R 3iATeres Frat 7 giet arel faeia & A
ol H TETIdT Bl ¢ |

| Healthcare

e |t can process patient data instantly to support faster emergency response.

o Ig VAT & ST T el THERUT hiech JHTUTcTehlelleT AT H ot Tfafshar
ol H GerIdr Ll e |
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Autonomous Vehicles

e Autonomous vehicles use Fog Computing to process sensor data quickly.

o TIAIfeld dlgel TAGehl U UTC STl T doil H THETHIUT el o fol¥ Fog
Computing T 393197 H{d & |

Advantages of Fog Computing

Faster Processing

e |t enables quick decisions without sending all data to the Cloud.

o Ig I ST I Fell38 W Aol 9T it H 0T ofet 7 Hgraell il &

| Saves Internet Bandwidth

e Local processing reduces the amount of data transferred over the Internet.

o TATATT FTAX UX 3T hl THERIUT glod H Sclaic o ATETH § Aol Silel dTel sl
I ATIT HH g1 AT &

| Better Security

e Sensitive data can remain within the local network.

o AN 22T Sl TUTHIT Aedeh & HIaT @I 3T ehdT g
| Works with Limited Internet

e Some operations can continue even when the Internet is unavailable.

® ST 3YASY o glel W 371 F& 1Y FYTAT TR T ST T Fohd &

| Low Latency

e Fog Computing provides low latency for real-time systems.
e Fog Computing ar&dfde THT H ST el alell YUTITAT & e [deid (Low
Latency) 9&TeT dl g

Disadvantages of Fog Computing

Complex Setup

e More devices, routers and local servers can make the system complex.

o 31T 3ITRIOT, T3 3 TAHT AT gt § YOI STTeol &l Thal g
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| Expensive

e Fog Computing can be more expensive than using only Cloud Computing.

e &hdel Cloud Computing & Jefell & Fog Computing 37fere Hg T g1 Hehell &

| Higher Local Power Consumption

e Local devices require additional power for data processing.

o TUTHIY 3TRIUTH bl ST THERUT o TIT HTAReFT faeget Foit T 3raeaehct
g gl

| Data Synchronization Issues

e Keeping local and cloud data synchronized can be difficult.

o TUTAIT 3T 3R Fel138 U 3UcTSY ST hl Ueh FHTS AT IGAcTe] ST el
hideT g1 Hehcll B |

| Skilled Management Required

e Skilled persons may be required to manage local processing systems.

o TUTHAIY STT THERIVT YU & FeereT o T FHRITETCT i perel egickerat
T 3TTaRTSHT &7 Gohall &

Cloud Computing

Meaning of Cloud Computing

e Cloud Computing means storing, accessing and using data or programs over
the Internet instead of keeping everything only on a local computer.

e FolI38 FHY[edT (Cloud Computing) T 372 32T 3R WIRITH &l hael TAHT
Wwwﬁra;qmq Selelc oh ATEIH I FATRd =T, JTod Hlam 3R
ST AT B

Cloud Service Models

| SaaS - Software as a Service

e SaaS provides ready-to-use software over the Internet.

e SaaS & JuT &7 Software as a Service g

o STH Sclaic & ATEIH H 3UANT & folT IR TTFedIT 3T T ST & |
e Examples / 3cTeX0T: Gmail, Google Docs
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| PaaS - Platform as a Service

e PaaS provides a platform where developers can develop and run
applications.

e PaaS &l qul &9 Platform as a Service |
® I STTIH I ITHANT AR AT et 3R =ellel & T Teh HT TeTed el &
e Example / 3cTgI0T: Google App Engine

| laaS - Infrastructure as a Service

e |aaS provides servers, storage and networking resources.

e |aaS & YuT & Infrastructure as a Service §|

o SHH FAX, 3T HSRUT AT Acdch H & Ttd AT 3Uclet] T SITd o |
e Example / 3cTgXUT: Microsoft Azure

Applications of Cloud Computing

Online Storage

e Google Drive and Dropbox store files in the Cloud.

e Google Drive 3iR Dropbox & 39T FA138 H BISell T JIATed el o [T
forar ST B

| Streaming Services

e Netflix and YouTube use cloud technology to provide online content.

e Netflix 3R YouTube 3TdeiTSsT T3 3T Hllet oh [oIT FAT3S deheileh T
39T A ¢ |

E-Commerce

e Amazon and Flipkart use cloud-based systems to manage customer and
business data.

e Amazon 3iR Flipkart 3§ TUT TTHTT & A 3T & T & folw
FoIT33 MR FUTTIAT ST 3TATIT HI & |

| Online Meetings

e Zoom and Google Meet use cloud services for online meetings.

e Zoom 3R Google Meet TS SGh! o [oIT FelT38 JATHT ST YA A
el
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| Healthcare

e Hospitals can store patient records using cloud-based systems.

o TYATS FAT33 TR UNTSAT T FTIAT & AT o 31fHelg grfard @
dhd gl

Advantages of Cloud Computing

No Need to Buy Additional Hardware

e No need to buy additional hardware.

o FTAREFd BTSAI WGt T TaTSAT HH Bldl o

| Access Data from Anywhere

e Data can be accessed from anywhere.

® SCIGIC hT FEIIdT & 3T ol fonddl 8t TuTeT & ured foham ST Gehar B
| Easy to Use

e Cloud services are easy to use.

o FAT33 JAT3T T IYJT FHIAT TIA BT & |
| Automatic Updates

e Many cloud services provide automatic updates.

o TS Foll35 YTV Facl: 3ETcTeT hl FIaLT FeTel el ¢ |
| Large Storage Capacity

e Large storage capacity can be available.

® FAT3S HATHT H F3T AT H ST AT PIeT T §THdT 3TelsY &l Hohall o

Disadvantages of Cloud Computing

Internet Connection Required

e Internet connection is required.

o FIT33 JAT3T T IYATIT el & [T SeTele FoAarleT ST ITFTHAT BT &
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| Security Risks

e Security risks may occur.

o FoT33 W HATE ST A He T FI&T S g1 Tehd & |

| Downtime

e Downtime can affect access to services.

.ﬁmmaﬁwﬁéaaﬁwwﬂaﬁﬁw%ﬁrwﬁaﬁm%l
| Limited Control

e Users may have limited control over infrastructure.

o FAT3S o FHAH B T 3TATehdl b1 AT HITA &1 Fehell & |
| Data Privacy

e Data privacy can be a concern.

o FolI38 H HITRd cATFAIT AT HAGTRATST ST T NI Ueh HgcaquT feidr
8l gl &
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| loT — MCQ Set 2

Q1. What is the main purpose of Fog Computing?
Fog Computing T HTT 3¢ FIT 72

A. To store all data only on a local computer / T 3T & shalel TATAT HTgeT
9 FATET AT

B. To process data closer to loT devices / loT 39U & 91T ST &l THERHIOT
hdT

C. To stop Internet communication / $eIaiec TR &I §¢ HIAT
D. To replace all loT devices / 4T loT 390N T dolalT

Q2. Where does Fog Computing mainly work?

Fog Computing &I §9 & gl 1 HIcll 62
A. At the local network level /| TITHRT Acdeh T I

B. Only inside a Cloud server / adl F138 Hax & 363
C. Only on websites / del dgdTSel W

D. Only on mobile phones / ddl AlSTSdl HieT UT

Q3. Which technology works directly on loT devices such as sensors
and cameras?

leT-HT deheileh Hdgeh 3R HAY A loT ITHIUT IR HIET I Xl 672
A. Cloud Computing / &elI38 &egfcar
B. Fog Computing IEI?I?TEFQ:Iﬁ?T
C. Edge Computing IUGrEFUqﬁ?T
D. E-Commerce / $-h1HAH

Q4. What can local gateways and routers do in Fog Computing?
Fog Computing & TATH Aed 3R T3 T HT Tohd 62

A. Only display websites / Shacl AgHTSE TSI X Tohd &

B. Process and analyze data / 32T &7 J&&0T 3iR [a2ei¥0T X Hohd &
C. Replace sensors | Tdga! &l 6ol Tohd o

D. Stop all data collection / T ST GIGUT I Ak Tehd &
Q5. Why does Fog Computing provide faster responses?

Fog Computing dst 9fafshar a1 gereT it 82
A. It removes all sensors / Ig T3 Tdcahi I gerear g
B. It increases the screen size / I§ T &7 3R F&T &l &
C. It processes data locally / Ig ST FT TAHT TR T JHERUT FAT §
D. It disconnects the Internet / T 3e{oic T Uh JHATCT T &l &

34



Q6. Which system can use Fog Computing to reduce traffic
congestion?

ATATATC STTH I el el o felT PisT-AT TUTTe Fog Computing T 3TANT T
Tohdl 872
A. Smart Traffic System / THIC ATATATT JOTTGIT

B. Online Storage System / 3iTaTeliSe HIGUT JOTTGIT
C. E-Commerce System / S-a[&d YOI
D. Word Processing System / 2Te¢, HHTT YOIl

Q7. Which of the following is an application of Fog Computing?
fAeAfaf@d & & @l Fog Computing 3T Ueh 31T914T 2

A. Smart Cities / THTC A

B. Keyboard Design / F1d1s 338

C. Text Formatting / 916 Ta&90T

D. File Printing / ®Igel HgoT

Q8. How can Fog Computing help in healthcare?

Fog Computing TIRFLT TAT H 8l TEIAT T Aohall 62
A. By increasing screen brightness / Tshiel T T#® FaTh
B. By processing patient data quickly / J137 32T &T doil I THTHIOT hih
C. By removing medical records / afehcailT 3@t ol gerat
D. By stopping emergency services / 3TdTdehlells] JaT31T & §¢ Flah

Q9. Why is Fog Computing useful for autonomous vehicles?
Tadifeld dlgail & Telt Fog Computing 39313 41 82
A. It provides quick sensor-data processing / Ig Tdce 3T T ol JEHEHIOT
e Rl &
B. It increases vehicle size / Ig T8I T 3THR S&Idl o
C. It removes vehicle sensors / Ig dTg & Hdcehl ol geT Sal g
D. It stops vehicle communication / I8 dTgel TR I §¢ L ol g

Q10. Which is an advantage of Fog Computing?
1Tl & & Fog Computing T hisT-AT T &2
A. Complex setup / STicel A=A
B. Low Latency / & faoie

C. Higher power consumption / H@Eﬁ?@gﬁ ud ‘
D. Data synchronization issues / 3¢T GH&ITIh 0T Sl FHTATT

Q11. How does Fog Computing save Internet bandwidth?
Fog Computing e3¢ Ssfagy & dad & adl 67?

A. By deleting all data / T3 3T &I g
B. By processing data locally / 32T &l TUTART TX I THETHIOT lch

C. By stopping all devices / T 3UHITI FI ¢, Hlh

35




D. By increasing data size / 3T 3T 3T SGIHT
Q12. What can happen to sensitive data in Fog Computing?

Fog Computing ¥ HdcaT2iTel SeT o AT FAT AT ST HehdlT 672
A. It must always be deleted / 38 §H2IT §&TelT 3TA2TH ¢

B. It can remain within the local network / 38 TIHT Acde & HaR @1 T
HhdT &

C. It must be printed / sﬁnﬁammaw??
D. It cannot be processed 1 SHPT THERIUT oTal [hdT ST Hehdl

Q13. What is a disadvantage of Fog Computing?
Fog Computing T T gifel a1 82

A. Faster processing / 3ol JHEHIOT

B. Low latency / & fdold

C. Complex setup / STfeel TATIAT
D. Better security / SgcX &t

Q14. Why can Fog Computing be expensive?
Fog Computing #FgdT FT & bl 62
A. It may require more local devices and systems / 3G 318 TAHT
30T 3R gonforat $r 3maeThdr & ohdl &
B. It removes all hardware / Ig T3l gTSsaIX AT gercarg
C. It does not use any device / g THIT 3UHIOT T 3TAT el hlcil
D. It stores no data / Ig &IS 3T FATed T8l Al

Q15. What is a data synchronization issue?

SCT HHARITeIehIehTUT chl HHAEIT AT 52
A. Difficulty in keeping local and cloud data synchronized / T 3iX
FAT3S 3CT I AT TUT HET T TATT TWA H HiSells
B. Difficulty in increasing screen size / ThIsT FT TR TGl H HiSIS
C. Difficulty in opening a keyboard / F&IS Glelel H HISAS
D. Difficulty in printing documents / S&dTdoT Hfed et H Hides

Q16. What is Cloud Computing?
Fell3S hegfear FAT5?

A. Using data and programs through the Internet / ¢3aic & HATEIH & 3T 3R

YISITH ShT 3TN HeAT
B. Using only a local computer / shdel TUTHAIT htge T 3TN hlell
C. Working without any network / f»dT 8 Acas & Tl T T

D. Using only physical storage devices / shae Hifae HIGUT 3THLUI T 3TJTT

Sl
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Q17. Which service model provides ready-to-use software over the
Internet?

hIA-TT TAT ASH ST h ATEIH T 3UINT & folT JIR ATFCATX JGToT HIAT
g7

A. laaS / STIECEFaIX Teh HaT oh ¥ H

B. PaaS / Tolchid Ueh Adl & &I H

C. SaaS / JiFcaIT Ush AT o FT A

D. LAN / TJ1T 817 siedeh

Q18. What does PaaS provide?

PaaS FIT &I idr g?
A. A platform to develop and run applications / 3{J91T faeh A Yt 3R
TelTel & ToIT U #7I
B. Only physical keyboards / saa Hifds Hres
C. Only online videos / Fael 3TTelgeT AT
D. Only computer cables / shaol T shelel

Q19. Which service model provides servers, storage and networking
resources?

isT-TT AT ATST AT, 3T IZUT 3T Acdeh AT TeTeT hicT &2
A. SaaS / OiFcdIT U JaT & &I H
B. PaaS / Tolchid Teh T & &9 H
C. laaS / SHRCFIR Th AT h &I
D. loT / $e3=ie 3iTw ey
| Q20. Which is an example of SaaS?

fAATIT@d & & SaaS T 31807 hidI-ar g?

A. Google Docs / Google Docs
B. Microsoft Azure / Microsoft Azure

C. Google App Engine / Google App Engine
D. LAN Router / TUT1Y 817 sicdeh T3¢

Q21. Which is an example of PaaS?

AT @d # T PaaS &7 3¢Tg0T Shid-ar 2
A. Gmail / Gmail
B. Google App Engine / Google App Engine
C. Dropbox / Dropbox
D. Netflix / Netflix

Q22. Which is an example of laaS?
fArAToad & & 1aaS FT 361807 HilT-AT§?

A. Google Docs / Google Docs
B. Gmail / Gmail
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C. Microsoft Azure / Microsoft Azure
D. YouTube / YouTube

Q23. Which service is commonly used for online storage?

JHTASA TIGUT o ToIT AT fohd TaT T 39TTIT fohaT SATAT &2
A. Google Drive /| Google Drive
B. Netflix / Netflix
C.Zoom/Zoom
D. Amazon / Amazon

Q24. Which services use cloud technology for online content
streaming?

3TAITST AT ST TEITHIT F fIT HiT-TY AATT FAT35 dheileh bl 3TN FIAT
g?

A. Google Drive and Dropbox / Google Drive 3{T Dropbox

B. Netflix and YouTube / Netflix 3{X YouTube

C. Zoom and Google Meet / Zoom 31X Google Meet

D. Amazon and Flipkart / Amazon 3R Flipkart

Q25. Which is an example of Cloud Computing in online meetings?
TS S6ehi H Cloud Computing T 3&TgIUT Shidd-aT 82

A.Zoom / Zoom
B. Microsoft Paint / Microsoft Paint

C. Calculator/ WET
D. Notepad / Alcds

Q26. Which is an advantage of Cloud Computing?

Cloud Computing T &ieT-8T o187 §?
A. Data can be accessed from anywhere / 3¢T I T 8t TTeT & 9red fohaT ST
ETS I
B. Internet is never required / 3c3aic $r ST ITALIRAT 6T &Il
C. Users always have complete control / 3T1aTehcl13iT &7 §HRIT qUT {07 grdr

g
D. Services can never stop / 3aTC &3 5 AT glaT &

Q27. What is one benefit of automatic updates in Cloud Computing?

Cloud Computing H ¥dd: 3cTcleT I Teh oITH FAT §?
A. Services can receive updates automatically / EaT3il &I T 3Tl 9ed
HEET RS
B. All data is automatically deleted / @it ST Tad: gel fgar Srar g
C. Internet connection is removed / cIAT FHAFAA §eT ¢AT SATAT &
D. Storage capacity becomes zero / HUGUT &THT = &I SiTcll &
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Q28. Which is a disadvantage of Cloud Computing?
Cloud Computing FT T &Tfel FIT 872

A. Large storage capacity / 3T HIgUT & dT

B. Automatic updates / Tdd: 31T dd

C. Internet connection required / $TIAT FHalaTel ITARIH EleAT
D. Easy access from anywhere / fTh@T 8 27T & 3411 Cl'gy?r

Q29. What does downtime mean in Cloud Computing?

Cloud Computing & Downtime &T &7 372 §?
A. Increase in storage capacity / HUgUT &THT H i
B. Temporary interruption of service / {ar & 3TAT T F 1T &l=AT
C. Faster Internet connection / 33T $eiC HelaleT
D. Automatic data backup / Tad: 3T 9319

Q30. Why can data privacy be a concern in Cloud Computing?

Cloud Computing H 3T MYAIIAT RIdT T a9 F47 g bl 62
A. Data may contain personal or sensitive information / 3T # cafFdard a7
Haca2irel SITeTehiT &1 Thal &
B. Cloud services cannot store data / #1338 9dTC 3T JIfed T8l Y ohall &
C. CI%ud services do not use networks / FT38 ATV Acdeh T 3TN T8
AT g
D. Users cannot access any data / 39313Tehdr fhar 8t SeT deh L|§r4 Tel Hohd o

Answer Key / 3T il
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Types of Network — sicash & TR

e A computer network connects two or more devices so that they can
communicate and share data and resources.
YT Acah &l AT & H 31T IUHIUI Y 3798 H SN ¢, drfeh I Teh-gav
o AT TAR X b dAUT ST 3 TETAT ! ATST I Toh |

e Networks can be classified according to their coverage area, purpose, range,
and method of connection.

Scdeh Sl 3eTch halal &9, 3662, TIAT R FHaAFeld & alldh & IMUR W
3TTIT-37e19T Y RT & SleT AT g |

Main Types of Network — sicde & HET JhR

e BAN — Body Area Network
BAN — §1ar TR3T Acash
e PAN — Personal Area Network
PAN — 8o TRAT Acash
¢ HAN — Home Area Network
HAN — g1 TR3T Acash
e LAN — Local Area Network
LAN — dlishel TRAT sicas
e WLAN — Wireless Local Area Network
WLAN — Jr3eld dlishel TRAT scde
e CAN — Campus Area Network
CAN — 398 TRIAT sicas
e VPN — Virtual Private Network
VPN — 37T Tgde sicdeh
e NAN — Neighborhood Area Network
NAN — AsRgs TR sicas
e MAN — Metropolitan Area Network
MAN — Acdifoies TRAT seas
¢ WAN — Wide Area Network
WAN - ars38 tRam Acas

e GAN — Global Area Network
GAN — ollgol TRAT Acde

BAN — Body Area Network — ST3I TRIT sicas

e BAN stands for Body Area Network. It connects devices located on or
around a person's body.
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BAN &7 quT &7 Body Area Network &1 Ig ferdl eierd & SR 9T AT 38
3T [eUd 390l & 39d & ShEar B

e It is mainly used for health monitoring and wearable devices.

SR HEY 3YANT TARELY I AIRTAT 3R Igeial Qe 3uront & fham Sirer
gl

e Example: Smart Watch
3CTEIUT: THIC T3y

PAN — Personal Area Network — 98¢ TRAT sicdh

e PAN stands for Personal Area Network. It connects personal devices located
near an individual.

PAN &T quT &9 Personal Area Network & Ig ferdll saferd & 3maard f&ad
AT 3USHOT &1 319 & Shear

e Example: Smartphone connected with Earbuds and Laptop

3CTERUT: THIEHIS ohl SIXSH IR ofTeiq & Sg=r

HAN — Home Area Network — g1H TRT Acash

¢ HAN stands for Home Area Network. It connects different devices within a

home and is commonly used in Smart Home systems.
HAN @T quT &9 Home Area Network gl ?T&'EITQT 37eX yd affe
YOI Y T 3 e & AR T THTE QY gonTerat 3 Iuer ke

ST g

e Examples: Smart TV, Smart Bulb
3ETE0T: THATE &Y, TATE Tod

Comparison of BAN, PAN and HAN — BAN, PAN 3Rk HAN
hr GECI

Comparison

Factor —
el T TR

Full Form — Body Area Network Personal Area Home Area
qot = B EIXE‘,T ofer deas Network — qdaiel  Network — g1#
o AT Acas AT Aeas
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Comparison

Factor —
JoleT ST TR

Devices connected
on or around the

Personal devices
connected near a

Devices

gganlng "~ body — R W AT  person — ATFd o gor:g]neqc;te_d ’IErI]TS '%e
3YhIUT 3YhIUT o7
. Health Monitoring Connecting Personal
Maclnm?TUse — —Tareg & Devices — egfebclarel WSmart@:I;)me o
& IGEIRGI 3YHIOT hl SISl
Phone + Earbuds + Smart TV, Smart
2EHE— Sma§ﬂavg\4atch o Laptop — el + Bulb — T#ATE &,
SRR ~ $IESY + o9 TAC Sod
Works Within gngc%ﬁgggggy Near One Person — Inside Home —
— R aT Ueh cTFd o U 8 & 37X
gt
Small, usually a few
Range — Very Small — dgd Home Area — X
T . > metres — &, % e T
AT HS HIX
Depends on Depends on Depends on
Speed — 1fd Technology — Technology — Technology —
doheiteh IR AR deheiteh IR A9 deheiteh IR A9
Security — High Requirement  Depends on Depends on
o y — 3T ga&f fr Configuration — Configuration —
S KGR ETS ) SIGEAT W TR SIGEAT W TR
Power Usage isia,%rzedry :g:iv Usually Low — gsuallere(?lum
— Fall @Id - 3 AT d: A m?m“l T d
Mobility — Very High — dgd R .
- ol S High — 31fas Low — &
Cost — =TT Depends on Device Low to Medium — Medium to High

— 39T R AR

HH I ACTH

— 7AEgH ¥ ¥+

43



| loT - MCQ Set 3

Q1. What is the main purpose of a computer network?
e Acddh T HEY 36T FIATE?
A. To connect devices for communication and resource sharing | TR 3R
HATAT Sl HIST el & ToIT IRV Sl SATSAT
B. To increase the size of a computer/ WTCI‘\ET T 3T delT

C. To replace all storage devices / THT HIGUT 3GFIUIT I TG olal
D. To work without any connection / &Y 8 FaarIeT & 91T T AT

| Q2. What does BAN stand for?

BAN &7 0T &9 T 52
A. Basic Area Network
B. Body Area Network
C. Broadband Access Network
D. Business Area Network

Q3. Which network connects devices on or around a person's body?

?ﬂ-mmﬁwﬁwﬁrawmwmmmﬁmwvﬁaﬁm
?

A. PAN

B. LAN

C. BAN

D. WAN

Q4. Which device is a suitable example of BAN?

fAFAfaf@d & @ i BAN T 3UJFd 3eTeI0T 672
A. Smart Watch / THATE g7
B. Smart TV / AT &dT
C. Desktop Computer / SEhREIT St
D. Network Router / ieds T3¢

Q5. What is the main use of BAN?
BAN &1 &I 3U19T T &2
A. Connecting cities / 2831 I SASAT
B. Health monitoring and wearable devices / TaEZT Fr ToRT=AT 3R Tgetat
AT 3URION H 3TN
C. Connecting office buildings / AT AT T SASAT
D. Providing global communication / 37Rae% TR Y&l el

| Q6. What does PAN stand for?

PAN &7 qUT &9 &7 §?
A. Personal Area Network
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B. Public Access Network
C. Private Area Node
D. Personal Access Node

Q7. Which network is mainly used to connect personal devices near an
individual?

ey safed & AU [FUd ATFITd 3UFOT HY S5 F T F&g T 4
frg Acae o1 39T fohar SATaT £

A. MAN

B. WAN

C. PAN

D. CAN

Q8. Which is an example of PAN?

fAFITTEdT A & PAN T 3¢T8X0T hiel-AT g2
A. Smartphone connected with Earbuds and Laptop / TATEhIST &7 $I365H
3R AT & ST

3. Computers connected across different countries / faféeeT ¢t & 513
W

C. Computers connected throughout a city / 9 &I H 33 FIX
D. Devices connected inside a factory campus / thaell IR SEERCEU

Q9. What does HAN stand for?
HAN &7 90T &9 &1 52
A. High Area Network
B. Home Area Network

C. Human Area Network
D. Host Access Network

Q10. Where does HAN mainly operate?

HAN &I §9 @ gl Y FcT 872
A. Inside a home / &)X & 3T
B. Across the world / T gfaar &
C. Across a large country / Tsh 3 ST &
D. Inside a human body only / Fae AT R & 37e

| Q11. Which devices can commonly be connected using HAN?

HAN 3T 39197 Slah TATI: [ohel 3YRITIT Sl SAIST ST Hehdl &2
A. Smart TV and Smart Bulb / TATE &dT 3R TATE Sod
B. Satellites and aircraft / 393rg 31X 3ATT
C. Computers in different countries / faffieeT &2l & Fegex
D. City-wide traffic systems only / shael ¥ Q6T T ATAIATT JUTTierAl
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Q12. Which network is commonly used in Smart Home systems?

TATE B9 YuTIforat & T g sicad & 39T fhar Si7ar &2
A. BAN
B. HAN
C. WAN
D. GAN

Q13. Which network has the smallest coverage area among BAN, PAN
and HAN?

BAN, PAN 3R HAN & & fhd sicach &l haol 819 a8 ST gidl 872
A. HAN
B. PAN
C. BAN
D. All have exactly the same range / @3fl T TAT fSogher TATEIaT &

Q14. Which network connects devices near one person?

HIT-AT SAcah Teh TfFd & I &I 3TN &Y Ssar g2
A. PAN
B. MAN
C. CAN
D. WAN

Q15. Which network is most suitable for connecting devices inside a
house?

B & 37X & 3Tl & SIS & oIt Hi-a1 sieds a8 39 82
A. BAN
B. HAN
C. GAN
D. MAN

Q16. Which network is mainly related to health monitoring using
wearable devices?

UgeTel A IUHIVI SaRT FEELY T HAINEA & HET &G & il -AT Acah
gafaa &2

A. PAN

B. HAN

C. BAN

D. LAN
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Q17. A smartphone is connected to earbuds and a laptop near a
person. Which network is this?

Teh THTCHI SIS 3R e & fohdly T & 91 ST 31T & | T hled-aT
Aead §? }

A. WAN

B. PAN

C. MAN

D. CAN

Q18. Smart TV and Smart Bulb are connected inside a house. Which
network is most suitable?

m?ﬂm@@ﬁﬁ?mﬁw@@%lmﬁmaﬁa—mmm
3YYFA 8?2

A. BAN

B. PAN

C. HAN

D. GAN

Q19. Which network generally has very low power usage?

Arafai@a &7 O 59 Acas & gEId: g A 3ol @Ud gidr 87
A. BAN
B. HAN
C. MAN
D. WAN

Q20. Which network has very high mobility according to the given
comparison?
few 1T FereT faaRoT o 31TAR fohd sAeash T faierar sgd 31fe gic ¢
A. HAN
B. BAN
C. PAN
D. All have low mobility / T3 &1 arferefiierar e gl &

Q21. Which network has low mobility among BAN, PAN and HAN?

BAN, PAN 3{iT HAN & @ for@ seas &1 aifaeiieiar &8 gidr 8?2

A. BAN
B. PAN
C. HAN

D. None of these / 373 & FIS Tl
Q22. What is the typical range of PAN?

PAN &7 9THT HTHT 37 8ldl 872
A. A few metres around a person / Ta egfad & 3T9TH SW?FﬁET
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B. An entire country / T 2T
C. The entire world / T g
D. An entire city / I A&

| Q23. What is the main use of PAN?

PAN &1 H&I 3UNaT F3T &2
A. Connecting personal devices / caTFdTd 3TV Pl SANSAT
B. Connecting different countries / [af&esT 21T & Ss=T
C. Managing city traffic / 2183 & ITATATd T T el
D. Connecting satellites / 393GT T SSAT

| Q24. What is the main use of HAN?

HAN &T &I 39197 37 2
A. Global communication / 373a% FaR
B. Connecting devices inside a home / X & 31X FUd 390N &l SAISaTT

C. Health monitoring only / &hdel TATELT &I IR
D. Connecting devices across countries / 21t & s 3YHIUIN I SNSAT

| Q25. Which factor is NOT fixed for all BAN, PAN and HAN networks?

BAN, PAN 3iX HAN &8t Aicashi o o ila-a1 R Afad gi giar?
A. Speed / 31Td
B. Full Form / qoT &9
C. Network Name / sicde &l #ATH
D. Type of Network / sicde Tl YR

Q26. According to the given comparison, what does the speed of BAN,
PAN and HAN depend on?

fET 31T JoreTT faaXor & 31T’ BAN, PAN 3iR HAN & a1fet faret oX forste aneelt
g?

A. Device color / 30T & {97 T

B. Technology / ddsileh O

C. Screen size | Thiel & 31ThR T
D. Number of users only / Fddl 3UANTHATIT FHI FEIT W]

Q27. Which network has high security requirements because it may
handle health-related information?

ALY G STTTeh T &l FHTT & ShROT fohdl Aeaeh H ITa GI&T
3T 8T Hehcll 62

A. BAN

B. PAN

C. HAN

D. None of these / 375 & FIS T8l

48



Q28. Which statement about PAN security is correct?

PAN Y TR&TT o IR H hlol-AT HUeT Fel 672
A. It is always completely secure / Ig §HRIT qIT g &I BT &
B. It does not require security / 38 &I T HIHQWTF@ gra

C. It depends on configuration I?J%’_ZIEIF?JTQT%SSIT G rsl I
D. It cannot be secured / 38 TT&Td Tgl fohaT ST Fehcl

Q29. Which network is mainly designed for devices connected on or
around the body?

hleT-HT Acdsh HET T & IR T AT 3Heh THITH 53 3TN o oI d=arar
AT §?

A. HAN

B. BAN

C. PAN

D. CAN

Q30. A student connects a smartphone, earbuds and laptop within a
few metres. Which network should be used?

Ueh faearf e HIeX T HAT H FTATEHI, STT5H 3R AT T Sisar g | 38
R ead HT SYAIT FAT ART?

A. HAN

B. BAN

C. PAN

D. WAN

Answer Key / 3T il

A
2 B
3 C
4 A
5 B
6 A
7 C
8 A
9 B
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LAN — Local Area Network — alishel TRIT Acdsh

e LAN stands for Local Area Network. It connects devices within a limited
geographical area such as a room, office, school, or building.

LAN =T 9UT §9 Local Area Network &1 Ig X, SraTerd, Tdedrerd AT $7asl
SRy DA sitanforer & o Feera SUeRolt @Y 3T & Shear &1

e Example: Computer Lab Network
3CTEY0T: YN ofF Acash

51



WLAN — Wireless Local Area Network — aR—IeId allshdl

URAT Acash

e WLAN stands for Wireless Local Area Network. It provides local network
connectivity without using physical network cables.
WLAN &7 quT &9 Wireless Local Area Network & | Ig $ilfdeh sicaeh shedl
T TN T AT T eadh PRI TeToT AT &1

e Example: Home or Office Wi-Fi

3STE0T: T AT hATAT AT Wi-Fi Acdeh

CAN — Campus Area Network — &9d TRIT sicds

e CAN stands for Campus Area Network. It connects networks located in
different buildings within the same campus.
CAN &7 9uT &7 Campus Area Network g1 I Teh &1 IREX # T&Ud
3TETIT-37EaT 37aiT & Yeadh FY 3M9F & Sear |

e Example: University Computer Network
318X 0T: faRataeTerd & gl Acds

Comparison of LAN, WLAN and CAN — LAN, WLAN IR
CAN T Jelall

Comparison

Factor —
F-lﬂo_-ll hl
YR
Local Area Wireless Local
Full Form — Network — Area Network — Campus Area Network
qut & cilehel TRAT dRIRC cilehel — &ug TRAT Aeas
sicdsh TRAT sicdeh
: Wireless form of a  Network connecting
Network in a ) _— .
Meaning — limited local area Local Area different buildings in a
- e e Network — TYHAT  campus — IRTT &
sicaeh &l AIIXCd  37cl9T-37cTeT Haall !
&1 I sicdeh N S
& SlISel dTell sicdeh

Main Use — Office, School, \C/)Vcl)':r:eei?i\l/_i’?ci College or University
g gy Lab — P a"ram?an)(—rhtr Campus — el 2T
> faezred, o VN faeafacarera aiEx
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Comparison
Factor —

JeledT sl

Example —

Works
Within —
T &aF

Range —

AT

Connection

— a2l

Speed — 1T

Security —
gt

Power Usage

— FolT @9d

Mobility —
arfaefrerar

Cost — oIleTd

Computer Lab
Network —

Hege ofd Jcdeh

Room or
Building — hHT
T AdT

Small — &H

Usually Wired or
Local —
AT

a3 d AT
AT
Depends on

Technology —
SETICAS TS

Depends on
Configuration —

P eHINAT T
IGERES

Depends on
Devices —

3YHUT 9T T8
Low — &hH

Medium —
HEIJH

Home/Office Wi-Fi
— ER/HTATT T
Wi-Fi

Building or Nearby
Area — #dol AT
JTHYTH T &7

Small to Medium
— & ALIH

Wireless —

GIREESE:

Depends on Wi-Fi
Standard — Wi-Fi
AT W IR

Depends on
Encryption and
Configuration —

T 3R
PITePINAT T
R

Depends on ‘
Devices — 39ahUll
X AR

High — 3181

Medium — HACIH

University Computer
Network —
faRafdearery shegel

Acash

Multiple Buildings in a
Campus — IREX &
$s HdeT

Large — 318

Wired/Wireless
Backbone —
dl{gckd/qlq{o‘m 7Ty

dcded

Depends on Backbone
Technology — H&ET

<
P}

Acde dohaleh I [T

Depends on Network
Management — sicdeh
Jae W TR

Generally Higher
Infrastructure
Requirement —
AT 31T Acas
G T 3TaeTehdl

Medium — ACIH

Generally High —
AT
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| loT — MCQ Set 4

‘ Q1. What does LAN stand for?

LAN &7 0T &9 152
A. Local Area Network
B. Large Area Network
C. Limited Access Network
D. Local Access Node

Q2. Which network connects devices within a limited geographical
area?

HIT-AT Acas NfAT Hanfoes &7 & fEug 3yl & Sisdar &?
A. WAN
B. LAN
C. CAN
D. GAN

Q3. Which of the following is an example of LAN?

farafa@a 3 & LAN &7 3¢1830T hid-ar g2
A. Computer Lab Network / X oI« sicas
B. Global Internet Network / 32 Sclelc dAcdh
C. Worldwide Communication Network / f[d2gcardy ¥aR seds
D. City-wide Network / qY 216X # thell Acash

Q4. A network connects computers inside a school building. Which
network is most suitable?

Teh Acdeh AT ST SHARA o 37T HTYe &l SIS § | SHeh [T Siled-HT
mmmﬁ%'?

A. WAN
B. CAN
C.LAN
D. GAN

| Q5. What does WLAN stand for?

WLAN &7 qOT &9 T 52

A. Wide Local Area Network

B. Wireless Local Area Network
C. Web Local Access Network
D. Wireless Large Area Network

| Q6. What is the main feature of WLAN?

WLAN &7 7 faIsdr 1 82
A. It uses only physical cables / g dhad Hifcds hedll I 3TITIT AT &
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B. It provides local connectivity without physical network cables / Ig #ifd®
Sedsd hadl o [T TATATT el e iaer JeTe T &

C. It connects different countries / Ig TAfeT ¢2if T SAsaT &

D. It works only inside a human body / Tg hde AT R & e FT FAT &

Q7. Which is a common example of WLAN?

WLAN T ITHT 3&180T hid-aT1 g?

A. Home or Office Wi-Fi / X T AT T Wi-Fi Scde

B. Computer Lab using cables only / ael sheel &1 3UANT &hlel dTell HTY ofd
sicdeh

C. University backbone network / fﬁ%qquumq T HEY EIGED
D. Global communication network / 8Rae TaR Jedd

Q8. Which network can provide local connectivity using Wi-Fi?

$iT-TT sTedsh Wi-Fi T 3TIT9T dleh TATATT ol [FeTder YeTe sl Tehdl g2
A. CAN
B. WAN
C. WLAN
D. GAN

Q9. What does CAN stand for?
CAN &1 qUT &9 T 52
A. Campus Area Network
B. Computer Access Network

C. Central Area Network
D. Campus Access Node

Q10. What is the main purpose of CAN?
CAN &7 HEY 3¢eT AT §?
A. Connecting devices around one person / Te SI{&d & JTHI 3YHIUIT ol
SIEG)
B. Connecting different buildings within the same campus / Us S IRE H
TEUT 3TcI9T-37c13T HIAT Sl SASAT
C. Connecting devices inside a single room only / del Tsh FHR & 3T
3YAIOIT SRl SATSAT
D. Connecting computers across the world / T fear & egeRT &l Sigel
Q11. Which is an example of CAN?

CAN T 3ET8I0T Shlol-HT 52
A. Smartphone and Earbuds / TATEHIA 3?\?%‘&?‘@!31?
B. University Computer Network / fdRafdearerd sl shegel Acass
C. Home Wi-Fi / ©X &T Wi-Fi sicd®
D. Smart Watch / TATE €31
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Q12. A university has several buildings connected through one
network. Which network is suitable?

U faeafdearera i e SAR Ueh 8l Acd A S[31 & | $Hh oIU HioT-a1 sledeh
3YYFA 8?2

A. LAN

B. WLAN

C. CAN

D. PAN

Q13. Which network generally covers a room or building?

$iT-TT sedeh AT Teh AL T HI I hal AT §?
A. CAN
B. LAN
C. WAN
D. GAN

Q14. Which network is a wireless form of local network connectivity?

PiA-AT Acdh TATATT Acdh el FeTder Sl IR—INAT 7 72
A. CAN
B. LAN
C. WLAN
D. WAN

Q15. Which network can connect multiple buildings within a campus?

PIA-TT Aedeh Teh TR & s AT &Y SIS TehdT &2
A. PAN
B. WLAN
C. CAN
D. BAN

Q16. Which network usually uses wired or local connections?

hleT-HT Acdeh AT : TRYeFcl AT EATAY Holerle hl ITATIT Tl 62
A. LAN
B. WLAN
C. CAN
D. GAN

Q17. Which network mainly uses wireless connectivity?

hlT-HT cdeh HET T § AR dhel[Feidel Sl 3TN Il 82
A. CAN
B. LAN
C. WLAN
D. WAN
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Q18. Which network may use a wired or wireless backbone?

hIeT-TT FAcdeh ARGFd AT AT HEY Acdeh I 3TN T Tehcl §7
A. PAN
B. CAN
C. BAN
D. WLAN

Q19. Which network generally has high mobility?

g seas & greead: 318 afafiedr gidr 82
A. LAN
B. CAN
C. WLAN

D. None of these / S8 & IS T&1
Q20. Which network generally has low mobility?

forg seas & greATad: A AfafNedr gidr g2
A. WLAN
B. LAN
C.CAN
D. All have high mobility / T3 7 3178 arfaefierar g &

| Q21. Which network generally has medium mobility?

g Acae H grEIa: ALIH afafaar gidr g2
A. CAN
B. LAN
C. WLAN
D. PAN

Q22. Which factor affects the speed of LAN?

LAN & 31T T hled-8T R FHTTIT Far &2

A. Technology / dhsileh

B. Building color / 3as & T

C. Number of rooms only / hdel RISl TEAT
D. Screen size | ThIsT & 3THR

| Q23. WLAN speed mainly depends on which factor?

WLAN &1 91T H&g &9 & fohg shReh TR A8 kel 872
A. Network cable length only / Fhadl sicae shedl Hl ddTS
B. Wi-Fi standard / Wi-Fi AT
C. Building height / 3/ &I 315
D. Number of doors / gaTsil sl §&dT

57



Q24. CAN speed mainly depends on which factor?

CAN & 71T & §9 & fohg sheh I 38R HLeh 872

A. Wi-Fi password / Wi-Fi 9rgas

B. Backbone technology / H&d sicdh dehaileh
C. Room size | HHaI &l TR

D. Computer color / St T LT

Q25. Which network's security depends on encryption and
configuration?

foner scaeh T GR&TT Heel@e 3R cTaer W A8 I g2
A.LAN
B. CAN
C. WLAN
D. BAN

Q26. Why can WLAN security require encryption?
WLAN T TI&TT & TIT heo el i JTarTehdl F3T g1 Tehell 672

A. To protect wireless communication / IR TAR FHT JIE&T & o
B. To increase screen brightness / ThlsT I THS d¢T &
C. To increase computer size / I &I 3THR TGIe & AT

D. To remove all network devices / Y sicdeh 3TV Y el & ol
Q27. Which network generally has a higher infrastructure requirement?

frg Acae H TTHTIT: TS Aede el I Tl gidl &2
A. WLAN
B. LAN
C. CAN
D. PAN

Q28. Which network generally has a higher cost among LAN, WLAN
and CAN?

LAN, WLAN 3R CAN # & fr& sicash &1 oImeTd atd=ad: A8 gid 872
A. WLAN
B. CAN
C. LAN
D. All have the same cost / T8I &I AT THT &lcil &

Q29. A computer lab uses a local network to connect computers within
the lab. Which network is being used?

Teh PN oI H I 1 HTTH H SAISe & [T TATEAT sicdeh shr 3qTeT
RRIT STl &1 T8 sieadh 39T &1 36T £2

A. CAN

B. WLAN
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C.LAN
D. WAN

Q30. A college uses Wi-Fi to provide local network connectivity inside
its building. Which network is most suitable?

Teh Shlolol 31Tl SHART & e TATHIT Acdeh dhalldeide! Terd il & foau
Wi-Fi &7 30217 el § | hieT-A1 sicash Had 3ugerd 82

A.LAN
B. CAN
C. WLAN
D. GAN
Answer Key / 3dY gﬁﬁ
A el IW
&7
1 A
2 B
3 A
4 C
5 B
6 B
7 A
8 C
9 A
10 B
11 B
12 C
13 B
14 C
15 C
16 A
17 C
18 B
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VPN - Virtual Private Network — G237eT i$de wicas

e VPN stands for Virtual Private Network. It provides a secure private
connection over the Internet.

VPN &7 qUT &9 Virtual Private Network & Ig Se¥aic & ATEIH & gferd

3 Tl Fretereret SeTe e gl

e Main Use: Secure Browsing
HEY 3YANT: FIf&Td geiaAe sm3faiar
e Example: Accessing an office network securely from home.

3CTERUT: BX W AT o Acash I & T H UFaH el

Comparison Factor —

VPN

@FFITEFI'HT?TIT

Full Form — quT &9

Meaning — 37
Main Use — &I 39T

Example — 3c1g{0T
Works Within — &1 &9

Range — HTAT
Speed — a1fd

Security — {I&T

Power Usage — 3l

gqd

Mobility — 3rferefrerar
Cost — dlleTd
Privacy — aN9a1adr

Virtual Private Network — a[37eT WTde slcdes

Secure Private Connection over the Internet —

ge¥ae W GRfaTd 3R fsil shaterere

Secure Browsing / Remote Access — Xfald
ST / gT& Y trg:a

Open Office Files from Home Safely — &% &
HTATeIT T BIScl ol TIETT T & Gierel

Anywhere with Internet — ST&T 8 Selaic 3T &1

Internet-Based / Global — Sclaic 3TemTRd /
faegegrdr

Depends on Internet, Server and Encryption —

gelele, Wﬁ?ﬂ@ﬂwﬁrﬁ?

High when Properly Configured — &gr
PITethIN 2T glet IX 3T

Depends on Device — 3907 WX s

High — 3181
Depends on Service — JaT1 IX A3

Depends on Encryption and Provider — &cei@e
3R dar geTdar =X TR
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Comparison Factor —

T 7 3T VPN

Connection Type —

e B T Internet + Encryption — $ceIC + Shcolle

| NAN — Neighborhood Area Network — ?IaT§§ TRAT Acdsh

e NAN stands for Neighborhood Area Network. It covers a neighborhood or
small local area.

NAN @T quT &9 Neighborhood Area Network | Ig fehel TsIH, Higed,
Hicllel AT BIC TATIT &7 Y el T &

e Example: Wi-Fi network for a local neighborhood

3CTeY0T: fondll TATATT TSI AT ShiclieT bl Wi-Fi Tedeh
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MAN — Metropolitan Area Network — RcIqiToiesT TRAT
sicds

e MAN stands for Metropolitan Area Network. It covers a city or metropolitan
area.
MAN T quT &9 Metropolitan Area Network &1 I TehdT 216 AT HGTIRIA
&1 &l hal Xl g

e Example: City Public Wi-Fi
3ETEYUT: Qe T JTdolioieh Wi-Fi sieden

WAN — Wide Area Network — arss tRT deds

e WAN stands for Wide Area Network. It covers a very large geographical area
and can connect networks across cities or countries.
WAN &7 quT &7 Wide Area Network | Ig S a5 T ereh &1 &l shal
ST & 3 3TeTaT-37e79T 2Rt AT 31T 3 e eadh i 39w 3 Sis Tehar &1

e Example: Internet

3GI8UT: Seeic

GAN - Global Area Network — Jallgol TRIT sicds

e GAN stands for Global Area Network. It provides network connectivity on a
worldwide scale.
GAN T qUT §9 Global Area Network &1 I [ R W sicdeh haifereiaer
EHG TG

e Example: Worldwide Mobile/Satellite Network
3CT8Y0T; [aeaeardT ASISel/393Ig Acdes
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Comparison of NAN, MAN, WAN and GAN — NAN, MAN,
WAN 3{R GAN &I cJefell

Comparis
on Factor

— TolalT T
)

TR

Full Form

_q\uﬁ'qxq'

Meaning
— 3y

Main Use
— AT

YT

Example

Works
Within —
I 8T

Range —

Neighborhood
Area Network

—ﬁl’@R%‘S’
T fead

Network in a
small local

area — B¢
TATHATT &7 T
dAcde

Neighborhood
or Local
Community —
S AT
AT
AT

S

Local
Neighborhood
Network —
TATAT 9319
ecash

Few Houses
or Streets —
gﬁ}" g3 ar
arferar

Small — &#H

Metropolitan
Area Network
— ATIYifeles
TRAT Acdash

Network

covering a city
or metropolitan
area — AgL AT

HElTIRIT 819
T Aicdeh

City-Level
Connectivity
— AGT EAT HT
CoI AT

City Public
Wi-Fi / City
Network —
G ol

S ICIGES
Wi-Fi / 18T
slcash

Whole City —
ERUAL

Large —

By

64

Wide Area
Network —
CIEEANES
Acde

Network
covering a very
large
geographical

area — Sgd §3

sitanfore & &
Jead

Long-Distance
Networking —

%@r

Internet / Large
Enterprise
WAN — geiaic
| I3 GEATA Hl
WAN

Cities,
Countries or
Continents —
X, ST AT
Heledra

~

Very Large —
agd KB ED

Global Area
Network —
Tollaer TRAT
Jeddh

Network
providing
worldwide
connectivity —
[ g TR W
ol ider

9&TeT el aTell

sicash

Worldwide
Connectivity —
faegegrdr
ol ider

Worldwide
Mobile/Satellite
Network —

ICECIE

AS /3998

Whole World
— QX fava

Global —
ICECEIEI



Comparis

on Factor
— ddelddl <l
)
Depends on Depends on Depends on Depends on
Technology
Speed —  Technology — Technology — and Distance Infrastructure
afa SETICES dehsileh T i e sicdeh oId
[GERY [GERY AR [GERY
Depends on Depends on Depends on Depends on
Securit Implementatio Implementatio Implementatio Implementation
—maﬂTy n—aecd®  n—edH n — Sea® — eaE
> SYTEAT YT SYaET IX SYIEAT YT SYaET WX
fsR s s IGEES
G_enerally Very Large
Higher
Depends on Depends on Infrastructure
Power Infrastructure :
Usage — Infrastructure  Infrastructure Requirement Requirement
Yoq —dcawed  —aeadery  lTEl —dgadd
Y m@REHar  Socaed
Can Support Can Support
Depends on Depends on High Mobility Global Mobility
Mobility — Technology — Technology — — 3if&i& — dR
aAfAMSTAT  Fehelleh T dehaileh T afaeferarsr  arfaefrerar
ICETS IGEES TAST FT TAST FT
GhdT & ghaT &
Generally Very
Generally Low : .
Cost — ) Medium — , 3R High —
CIEIGH — WA ey High — HIATT: FE

il it
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loT — MCQ Set 5
| Q1. What does VPN stand for?

VPN &7 quT &9 &7 §?
A. Virtual Private Network
B. Verified Public Network
C. Virtual Public Node
D. Very Private Network

| Q2. What is the main purpose of a VPN?

VPN &1 &Y 36T FIT 72
A. Increasing computer storage / ST sl HIGUT &THT TG

B. Providing a secure private connection over the Internet / Sc3sic & ATCITH
O GIET 3N TS Shetereret Feret ahdett

C. Connecting devices only inside a room / shdel Teh X oh 36X TR I
SIEG]

D. Increasing Internet speed automatically / Sc3c &1 31T &I Td: TGl

| Q3. Which is a main use of VPN?

VPN &1 &I 33T 1 §?
A. Secure Browsing / TR &I $eaie ST311T
B. Printing documents / G&dTdsit T HgoT
C. Increasing screen size / Thiel &T 3THR TGIAT
D. Creating computer hardware / $U€I¢\ET gTSATX FATeT

Q4. A person accesses office files securely from home through the
Internet. Which technology is suitable?

Teh i Selelc & HTEIH U TR I HRATeTT I BIgell T FIT&TT & & Wlelll
g1 3% foIT HlT-TY Teheileh 3TTFA 672

A. MAN

B. VPN

C. NAN

D. LAN

| Q5. Where can a VPN generally be used?

VPN &7 GTHIT: el 39319 fohaT ST ehaT &2
A. Only inside an office / Fhael FRATET & 3
B. Only inside a school / del fagaTerd & 376
C. Anywhere with Internet / 58T 8 Setac 3cTs &l
D. Only inside a computer lab / hadl T ol & 37

| Q6. What does VPN security mainly depend on?

VPN T GR&T H&T &9 & fohd I A8 weclr 62
A. Screen size and keyboard / ThIsT &1 3R 3R HEs
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B. Encryption and proper configuration / fai@s 3R HEI hifehaiers
C. Number of files / ®TSdl ST J&AT

D. Computer brand / e & S
| Q7. What does NAN stand for?

NAN &7 qUT &9 T 52
A. National Area Network
B. Neighborhood Area Network
C. Network Access Node
D. New Area Network

| Q8. What area does NAN cover?

NAN T &5 T hal hidT g?

A. A neighborhood or small local area / fh&Y 9317 IT BIC TATAT &1 I
B. An entire country / QX 2T &I

C. The whole world / 9X faea =r

D. Several continents only / hddl &g HglGardr el

| Q9. Which is an example of NAN?

NAN ST 3GTgI0T hiT-AT 82
A. Worldwide satellite network / f32geardy 3uarg Acas
B. City public Wi-Fi / 2gX &1 Ardsifeieh Wi-Fi sicae
C. Local neighborhood Wi-Fi network / T 9819 & Wi-Fi Acds
D. Internet across countries / Aff= 221t & ther Se=1e

Q10. A Wi-Fi network covers a few nearby houses. Which network is
most suitable?

Teh Wi-Fi sicdeh UM o $8 BRI &l hal il & | $Heh [T lel-AT Acah
[ 39GFT 872

A. GAN

B. WAN

C. MAN
D. NAN

Q11. What does MAN stand for?
MAN &7 90T &9 71 52
A. Metropolitan Area Network
B. Main Access Network

C. Medium Area Node
D. Mobile Area Network

| Q12. What area does MAN generally cover?

MAN ETATI: Tohd &7 ! ha hidl 872
A. One person's body / T& eITFd & AR &I
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B. A single room / Teh %X &l
C. A city or metropolitan area / frdT 283 AT AGHTINT &7 &l
D. The whole world / X faRa &r

Q13. Which is an example of MAN?
MAN &7 3&TgUT shiel-aT §7?
A. Smart Watch / THTE g1
B. City Public Wi-Fi / 28T &T ITdsiiaieh Wi-Fi sicds
C. Home Wi-Fi / €% &T Wi-Fi sicdsh
D. Earbuds connected to a phone / %I & 53 STE5H

Q14. A network provides connectivity across an entire city. Which
network is suitable?

Ueh e G AT H FaAlFe (AT TeTed T §| 58 foIT hled-HT Acdeh Iuged
67

A. MAN

B. PAN

C. BAN

D. NAN

| Q15. What does WAN stand for?

WAN &7 quT &9 21 82
A. Wireless Area Network
B. Wide Area Network
C. World Access Network
D. Web Area Node

Q16. What is a major feature of WAN?

WAN T 5@ faesdr 1 82
A. It covers a very large geographical area / I g a3 iMool &7 & hax
AT e
B. It works only around one person / Jg shdd Ueh cITFd o I F HLdT §
C. It works only inside a room / Ig Fddl Teh I & 3eT FT HLAT ¢
D. It connects only wearable devices / T§ shadl Tgelel 9T YRV I SIS &

Q17. Which network can connect networks across cities or countries?

$IT-TT sTedeh [afReeT AEI AT AT H BT Aeaen! o IS AhdT §?
A. BAN
B. PAN
C. WAN
D. HAN
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Q18. Which is a common example of WAN?

WAN 3T HTHTT 3GT80T hid-aT g2

A. Internet

B. Smart Watch

C. Home Wi-Fi

D. Computer Lab Network
Q19. A company has networks in different cities and wants to connect
them. Which network is suitable?
Teh YT & TATHeeT AU H Seas & 3R a8 3¢ 399 & ST agdy &1 38
feIw spler-ar sicae 3uged 872

A. LAN

B. WAN

C. BAN
D. PAN

| Q20. What does GAN stand for?

GAN &7 qUT &9 7 §?
A. Global Area Network
B. General Access Network
C. Global Access Node
D. Government Area Network

| Q21. What is the main coverage of GAN?

GAN T HET Fhael &7 FAT 8?2
A. One building / Tesh #dol
B. One neighborhood / T& 9319
C. One city / T 28X
D. Worldwide / fa2aeardr

| Q22. Which is an example of GAN?

GAN &1 3GT8I0T hisT-AT 52
A. Computer Lab Network / $tgeX ofe sicash
B. Worldwide Mobile/Satellite Network / [a2geardY AISSa/3998 Acde®
C. Home Wi-Fi Network / &% &T Wi-Fi sicash
D. Local Neighborhood Network / TIIT 98IH sicash

Q23. Which network provides connectivity on a worldwide scale?

PioT-AT Acdeh Tad TX W FalfFe del TGTel il g2

A. MAN
B. NAN
C. GAN
D. LAN
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Q24. Which network generally has the smallest coverage among NAN,
MAN, WAN and GAN?

NAN, MAN, WAN 3 GAN & & frd sicdeh ol hdol 813 JTAId: T8 SIeT
BT €7

A. GAN

B. WAN

C. MAN

D. NAN

| Q25. Which network covers a city?

| - Yeadh T AR I FHA FAT 82
A. WAN
B. MAN
C. GAN
D. NAN

Q26. Which network covers a very large geographical area such as
multiple cities or countries?

HleT-HT Aeah g AL AT AT S g 913 #HlaNfereh &1 T Hax HIcT 82
A. NAN
B. MAN
C. WAN
D. PAN

| Q27. Which network provides worldwide connectivity?

PiT-AT Acdh IS Shal fFeTdeT YeleT hidl g?
A. GAN
B. NAN
C. MAN
D. LAN

Q28. Which network has a range of a few houses or streets?

forer s &1 AT Fo BT AT AT Teh Bl &2
A. WAN
B. GAN
C. MAN
D. NAN

| Q29. What can affect the speed of WAN?

WAN I 31fY T HieT-8 HRb TATTIT I Tohol &2
A. Technology and distance / d&siie 3iR
B. Screen size and keyboard / Thie T 3R 3R Fres
C. Number of rooms only / hdel ®RT I TEIT
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D. Device color / 39ehI0T T LT

Q30. Which statement correctly describes the coverage order from
smaller to larger?

HIT-AT HU BIC U TS HAXS 419 HT TLT ha AT §2
A. GAN - WAN — MAN — NAN / GAN — WAN — MAN — NAN
B. MAN — NAN — GAN — WAN / MAN — NAN — GAN — WAN
C. NAN - MAN — WAN — GAN / NAN — MAN — WAN — GAN
D. WAN — NAN — MAN — GAN / WAN — NAN —» MAN — GAN

Answer Key / 3T il

© o0 N oo a0 b~ W DN

e N N O G G
coO N O o b W0 N -

A
B
A
B
C
B
B
A
C
10 D
A
C
B
A
B
A
C
A
B
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Big Data Analytics — &7 ScT TATfaifead

e Big Data Analytics means studying and analyzing a large amount of data to
discover useful information and patterns.

Big Data Analytics 3T 37 3T #ATAT H 3T &l eI 3R [a2evor ieh
3N SR TAUT AGedqoT et &1 I ofaTTeT & |
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| 4 \'s of Big Data — [SaTseT & 4 V

| Volume — 2eT &l AT

e Volume refers to the large amount of data.

Volumeﬁm?ﬁagﬁaé’rmﬁmw%aﬁ%l
| Velocity — 3eT &1 arfar

e Velocity refers to how quickly data is generated or processed.

Velocity SaTdT & Tk 3T fohdsil doil & 3cdeeT a1 AT 8IaT ¢ |
| Variety — 3T &1 fafaerdar

e Variety refers to different types and forms of data.
Variety & ATcq3 3eTeT-37e19T YohR 3R Ta&T & 3UcletT 3T H ¢

| Veracity — 3T T faaa=iradr

e Veracity refers to the quality and reliability of data.

Veracity ST #T J[oTar 3 faaa=iardr &l g2l g |

Advantages of Big Data Analytics — s9T 3cT TaATfelfecaa o
olTH

Better Decision-Making — s§gdX @01 of=T

¢ It helps organizations make better decisions.

g FEUTHT I dga 3R Tel (A0 ot F FgrIdr AT g |
| Saves Time and Money — THYT 3iX 4T &1 g9

e Data analysis can improve efficiency and reduce costs.
3T fIAYUT SRISTHAT J8T dUT JIRTd e hlad H ERIAT h JhdT g |

| Understand Customers — 3ITgahl ol HHSTAT

¢ It helps understand customer needs and behaviour.
TE UG bl ITALTHT3T 3R 37 cTIgR &l GHSTA H TgRIaT AT &

| Finds Problems Quickly — T&FEIT31T T STedT 9gdla

e It helps identify problems faster.
g AL I gl STea! hisl H HERIAT AT ¢ |
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Improves Business — cIadTd # JUR

e Useful insights can improve business performance.
3T AR ITTTT & TN &l Sgd glTel H JgIIdT T Thal & |

Disadvantages of Big Data Analytics — o497 3¢T TATTaIfe e
T EYATT

e It requires more storage.

s ToIT 31T 3¢T HSRUT &7 dT I 3TaeTehdT il ¢ |

¢ |t can be expensive.

5 TR et 3R Haford &Xet 3 31T afreTd 31T Faell &

e Large amounts of data can be difficult to manage.
agﬁaﬁmﬁéawwmmﬁm%l
e Privacy problems may occur.

3T I MIATAT T GaTT THEITT 3ot &5 Gohdl &

e Skilled professionals are required.

SHeh Hellolel 3N Ttiel & foTT Herel TaRIv=il shr 3Taegencl gid ¢ |

Applications of Big Data Analytics — [&9T 3T TaTfelfcada &
3TTTIT

S

Healthcare — Tare2y @dr

e Hospitals use Big Data to predict diseases and improve patient care.

3TEY TSl T ohT FaToI AT ofaTlal 3R AT T SgeTer hY Sk aetled & foIw
Big Data &T 393197 3 g |
| E-Commerce — 3-HiAT

e Online stores analyze customer behaviour and suggest products.

3Tl elTgeT TR FTGehT o TAGR T TARTUT &leh JeTehl T o 3THR Scurar
ol G &l &
| Banking and Finance — &f&r 31k faa

e Banks analyze data to detect fraud and manage risks.

Sor SN@TEIEY ST IdT oleTTeT 3 SNTRHAT ST YaeleT hlet o folT 22T hT fa2elyor
T E
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| Social Media — &2rar Hifgar

e Social media platforms analyze user activity to understand interests.

arerel HITSAT CelcHIA ITATTRATAT T ITATATEIT T TARATT ek JeTehr
T Sl GHSTA 2|
| Traffic and Transportation — ITdrATA 3R IRag

e Google Maps uses large amounts of data to show traffic information and
routes.

Google Maps ITARITT ST SITTehRT 3R AT fg@Tet & ToT S8 AT 7 3T &l
3TN FAT g |

loT Ecosystem — loT aiRfEufaehr o

e An loT Ecosystem is a network of connected devices, software, networks,
and services that collect, process, and share data.

loT Ecosystem 33 T 39T, AMFedI, sAcae 3R T3t Fr 0hr egaedr
& Y 32T T TeRiIa, G 3R e AR
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Importance of loT Ecosystem — loT 9IRTEATAST dF &1
Aeca

Automation and Efficiency — TadTelel 31X SRIGTHT

e It enables automation and improves efficiency.
Ig TITeleT ol THT ST & 3R HRIGTHAT & UR AT &

| Communication and Analytics — TR 3iR faeayor

¢ |t allows devices to communicate and supports data analysis.

Ig YN ! 3T H AR il hl AT &l g 3R seT faRelvor &
TETIdT T B

| Smart Systems — FTHATC YUTITIAT

e It supports smart systems such as Smart Cities.

Jg Smart Cities SIT TATC YoTITAT &l RT et H ERIAT HIT &

Main Components of loT Ecosystem — loT ITRT&EATaT aF
% T Tch

Sensors and Devices — ddcah 31T 3UHIOT

e They collect data from the environment.

Haceh 3R 3UHTOT ITHITH & aTdTaIoT & 3T Tehiad ald ¢ |
| Gateway — dcd

e |t transfers data from devices to the cloud.

Gateway 3UehUT & YTed 3T T Cloud Teh TgaTeT &
| Cloud — &35

e |t stores and processes data.

Cloud 3eT T Harfgd 3R Fa1d HIAT 5|
| Database — 3c9d

e |t stores collected data for future use.

Database Teh{3d 2T I AT F 39T it & T Tafgd Har g
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| Analytics — Ta2eyor

e It analyzes data and produces useful results.

Analytics 32T T [a2YOT ek 3TN IRUTH YTl T g |
| Dashboard / User Interface — 221€1E / 3UAIThdT Id{helh

e It displays information to users.

Dashboard / User Interface 393Tehdl31T ohl 32Tk SATThRT Y Td il
gl

| Automation — TadTcleT

¢ It performs actions automatically based on data.
Automation STCd 3T & TR YT 1T &l FFdTfeld 9 § G FAT |

| Standards and Protocols — HTeeh 31T YIciehlol

e They define communication rules between devices.

Standards and Protocols 39U o oI TR & g aTRa #3a g1
| Development Tools — fd&rT 39T

e They are used to build and manage loT applications.
Development Tools T 393147 loT Applications &l [ f&d &t 3iR 3T
YT el o forv fohar SITaT &
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| loT - MCQ Set 6

| Q1. What is Big Data Analytics?

Big Data Analytics FaT§?
A. Studying and analyzing large amounts of data to discover useful
information and patterns / SST #ATAT & ST T 37CITA 3R [TTUT FTh 3TN
SITeThIT 3R YT T IdT SIaTTaAT
B. Storing only small amounts of data / shdcl el HTAT H 3T FATed P
C. Connecting computers without data / fS=IT SeT & shtgel I SiISe
D. Designing computer hardware / WE{\ET gTSaR f3TSe e

Q2. What is an loT Ecosystem?

loT Ecosystem FIT §?
A. A system used only for storing files / Shadl HISel HaATed Het aTell TUTeIl

B. A network of connected devices, software, networks and services that
collect, process and share data / 53 §U 30T, ATFEAIR, Acde 3 Jar3it
T VT STGEAT ST 3eT Y THTA, FET 3R TS YT &

C. A system containing only computers / &del STe U Feil JUTTell

D. A network without devices / 39aUil & [T Acas

Q3. Which of the following is one of the 4 V's of Big Data?

feff@d A @ #ld Big Data s 4 VH § T 5?2
A. Volume / 32T &1 ATAT
B. Voltage / diecot
C. Vision / TfS¢
D. Virtualisation / SE3TelTSIleT

Q4. Which loT component collects data from the environment?

$ieT-4T loT T aTATaoT H ST TohiAd Il 572
A. Database / 3199
B. Sensors and Devices / §dce 3T 30T
C. Dashboard / 321618
D. Analytics / fageivor

| Q5. What does Volume refer to in Big Data?

Big Data & Volume & g2iTdT &2
A. Speed of data / 3eT &1 1T
B. Quality of data / 3T &' 3[oTaAT
C. Large amount of data / o7 T 9 A
D. Different types of data / 3T & affiet TpR
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Q6. What is the main function of a Gateway in an loT Ecosystem?

loT Ecosystem # Gateway I H&T R FT §?

A. To transfer data from devices to the Cloud / 39shUil & ST &I Cloud e
S o
B. To display information to users / 3TITThAT3iT I SATARRI TG AT

C. To collect data directly from the environment / aTdTayor & reY 3T ThiAd
haT

D. To create computer hardware / e §ISaI Feilell
| Q7. What does Velocity refer to in Big Data?

Big Data # Velocity & aeiTcT 82
A. How reliable data is / 3cT fohcelr faeaa=iia g
B. How quickly data is generated or processed / ST fohdsil deil & 3cTeeT AT
qarfad gdar g
C. How much data is stored / fohdaTT SeT Tafead &
D. Different forms of data / 32T & 37cldT-37cl9T TA®Y
Q8. What is the function of Cloud in an loT Ecosystem?

loT Ecosystem & Cloud T T I §?

A. To manufacture sensors / Gdceh! T faATOT AT
B. To display information only / ShdeT SITARRT TG TRId el

C. To store and process data / 3¢T &I Fafed 3R GETfT Lar
D. To stop communication / TR e

| @9. What does Variety refer to in Big Data?

| Big Data 3 Variety & gaiiclt 87
A. Large amount of data / 3T &l §31 HTAT
B. Different types and forms of data / 32T & 37eTeT-37eT9T YohR 3 Fa&Y
C. Speed of data / 3T &1 a1fy
D. Quality of data / ST &T I[0TaaT

Q10. What is the main function of a Database in an loT Ecosystem?

loT Ecosystem # Database &T q&g PR FATE?

A. To transfer data to the Cloud / 22T & Cloud de UgdTel
B. To collect environmental data / ardraior & 3T UEF%lT-r Caol
C. To store collected data for future use / Teh{3d 3T I HAST & 39T & T
FaTed hie
D. To define communication rules / IR & [&s FuTRT F%=r
| Q11. What does Veracity refer to in Big Data?

Big Data & Veracity T3 g2l 82

A. Quality and reliability of data / SeT & IJUTadT 3T faRTHAIAT
B. Quantity of data / 3€T &I #TAT
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C. Speed of data / 3T &1 a1fy
D. Different types of data / 3T & [affieeT TpR

Q12. What does Analytics do in an loT Ecosystem?

loT Ecosystem & Analytics FIT S{dT §?

A. It deletes collected data / I8 Tshiad SeT AT geTedl &

B. It analyzes data and produces useful results / Ig 3T T [d2Y0T i
399N 9RO YT Hiar §

C. It manufactures loT devices / Ig loT 39a&0T &l f#AToT HEar &

D. It stops data processing / Ig 3T HATUS AhdT &

Q13. Which of the following is an advantage of Big Data Analytics?

fAefaf@a & & =i Big Data Analytics &7 Uah olTe7 87
A. Better decision-making / §gaR @0 ofaT
B. Increased privacy problems / MY Hae FAEAT H Jefar

C. Higher storage requirement / 3178 TAGUT &76T T ITTThT
D. Difficult data management / &S 3eT et

Q14. What is the function of Dashboard / User Interface in loT?

loT # Dashboard / User Interface T T 1T &2

A. To transfer data to the Cloud / 2¢T & Cloud de JgdTell

B. To display information to users / 3TAITHAT3 I STAFRY TGN AT
C. To collect data from sensors / Tdce! § ST ThiAd el

D. To define communication rules / IR [&3# FaTRa 3=

| Q15. How can Big Data Analytics save time and money?

Big Data Analytics THT 3 4T I §Td Hd H Thdl 8?2

A. By increasing unnecessary data / 3lTa23 3¢l dGIaY

B. By improving efficiency and reducing costs / SRIETHT deTehT 3iR 9T
HH Fh

C. By stopping data collection / 3T TIg Ahal
D. By reducing computer performance / e & YG2Te &l & Hich

Q16. What is the role of Automation in an loT Ecosystem?

loT Ecosystem # Automation &Y & 3f&eT 52
A. To perform actions automatically based on data / 9Tcd 32T & TR WX HT
Y TATfeId § & G AT
B. To manually delete all data / T3l ST &l A3l §T J BT
C. To stop devices from communicating / 39HUI I TAR et T JUehel
D. To replace all sensors / TT Hdcahi T SEolelT
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Q17. How does Big Data Analytics help businesses understand
customers?

Big Data Analytics SITHTIT Sl IATEhI I TFHSTA H vl TG AT 62
A. By deleting customer information / Ige STeThIT §CThT

B. By analyzing customer needs and behaviour / ITge T 3TaIASATHT 3R
SIAER T [d2INUT Flch

C. By stopping customer communication / AMgehi T AR Uheh
D. By reducing available products / 39es¥T 3c4TGT I el Fh

Q18. What is the role of Standards and Protocols in an loT Ecosystem?

loT Ecosystem # Standards and Protocols & & 8{ffe1 52

A. To store data for future use / 2¢T &I HTIST & TIT FITRT HLAT
B. To display information / STsTRY &R T

C. To define communication rules between devices / 3901 & &SI IR
GREAGUIEGETGI
D. To manufacture devices / 39&UT T fAATOT ST

Q19. Which of the following is a disadvantage of Big Data Analytics?

et & & &l Big Data Analytics &1 Teh H1AT 82

A. Better business performance / SgR SITadTAS Jele
B. Faster problem identification / THTIT3T T STedT UgdTl

C. More storage requirement / 377 TIUGOT &THAT T ITTTRAT
D. Better decision-making / SgaX fA0T =T

Q20. What are Development Tools used for in an loT Ecosystem?

loT Ecosystem # Development Tools &7 39311 fohd foiw fohar STar g2
A. To build and manage loT applications / loT Applications &I fafad =t
3R 37T JaY e & forw
B. To store collected data only / Fde T3 ST T AT Hel & [T
C. To collect environmental data / GTATaROT & 3¢T Toh{Ad el o (oI
D. To display information only / Shdel STHARRT Y& RId el & foIT

Q21. How is Big Data Analytics used in Healthcare?

Healthcare # Big Data Analytics &7 393197 & AT SATAT £2
A. To predict diseases and improve patient care / 31l &T JaTeT AT ofdTleT 3R
AT Fr CEHTT g et o forw
B. To stop patient treatment / AT T 39AR Jhed & ToIT
C. To delete medical records / Rfcar Rais ge=t & T
D. To manufacture hospital furniture / 37Tl Tl BATR Fellel & foIT
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Q22. Which of the following is an important benefit of an loT
Ecosystem?
AR 7 @ o7 loT Ecosystem T Ueh HgcaUT olT$ 52

A. Automation and improved efficiency / TadTele 3R g HIIETHAT
B. No communication between devices / 390N & 1T HIs FAR o &lAT
C. No data analysis / 3T [a2eIy0T o AT

D. Manual operation only / shael HeJ3Tel HTelsT
‘ Q23. How is Big Data Analytics used in E-Commerce?

E-Commerce #H Big Data Analytics &7 393197 & foham SATAT 5?2

A. To stop online shopping / 3TaTdsd WIGRT et & foIT

B. To analyze customer behaviour and suggest products / ITEhl h STdER
T faLINUT Xk 3cUTel T JI1d &1 o ToIT

C. To remove all products / T3t 3cU1¢ gl & [T

D. To disconnect customers / ATgehi &l [SThadae Tl & [oIT

Q24. Which smart system can be supported by an loT Ecosystem?

loT Ecosystem EaRT fohd THTE GG I HEIIAT TGTeT chl SIT Hehell &2
A. Smart Cities / THTC AT
B. Manual Typewriter / #s]37T TSWRIST
C. Paper-only Office / shael 13Tt ITTRA HIATITT
D. Non-connected System / fSaiT ShalareleT aTell O

Q25. How do banks use Big Data Analytics?

d Big Data Analytics &T 39197 $hdl I g2
A. To detect fraud and manage risks / TGTST ST IdT 3Tl 3R STEAT &1
eIl el o oI
B. To stop financial transactions / Tadd elsT-gaT Uhel & [T
C. To remove customer accounts / JTgh WAl T gelol o T
D. To avoid data analysis / 32T fa2eIYUT & 9=t & forw

Q26. A temperature sensor collects room temperature data. Which loT
component is performing this task?

TUeh dT9HTeT HAGeh I & dTIHTT bl 3T TUhiad hldl & | Tg H1A Shid-aT loT
gceh X BT e7?

A. Dashboard / 32613

B. Database / 2c9d

C. Sensors and Devices / Hage 31X 39a0T
D. Analytics / fageivor
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Q27. How do social media platforms use Big Data Analytics?

rerer AT celehid Big Data Analytics T 39ITT 8 Hld 8?
A. To understand user interests by analyzing user activity / 3UTNITHAT3IT Fr
fafaferat 1 faeeor e 3oThr T & THST & folw

B. To stop users from using social media / 39ARTRATIT I TR HfSAT T
39T HIA F Uehed & foIT

C. To delete every user account / Ycdeh 3UARTHAT WA I §eTod & T
D. To prevent data generation / 32T 3¢9 glsl ¥ Uchel & ToIT

Q28. Data from an loT device needs to be sent to the Cloud. Which
component is mainly responsible?

loT 39T & YTcc ST &l Cloud Teh ATl & | S8 folT AT &9 & hloA-AT
geah [SFReR 872

A. Gateway / 3Ilca

B. Dashboard / 23€1S

C. Database / 29 H

D. Analytics / fageivor

Q29. How does Google Maps use Big Data?

Google Maps Big Data T 39T hdl T 6?2

A. To manufacture vehicles / aigaT T AT A & AT

B. To show traffic information and routes / TR T STHRRT 3T ART @
& forw

C. To stop road traffic / I5& ATAATT Ahal o flT
D. To delete maps / ATFRIT gl & folT

Q30. Which sequence best represents the basic flow of data in an loT
Ecosystem?

loT Ecosystem # ST & Hl YaTg I hisl-HT he HIH e g aATdr g?

A. Sensors and Devices — Gateway — Cloud — Analytics — Dashboard /
Tdeeh 3R 30T — Ied — FA138 — TAWITT — SES

B. Dashboard — Database — Sensors — Gateway / 21613 — 3e8d — HdeHh
— Jed

C. Cloud — Sensors — Dashboard — Gateway / FI138 — Tdca — €IS —
deg

D. Analytics — Gateway — Sensors — Database / 420907 — Jlcd — Hdeh
— 3Ced
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Architecture of loT — loT I I==T

e loT Architecture represents the design or structure of an loT system.
loT Architecture TF&ET loT System &I SATdE IT TITT Pl GATAT & |

e It shows how data is collected, transmitted, processed, and used.

Ig IaTaT & 6 3T &l 8 Tanfad, §aTid, Fard 31 39T forar srar &

| Types of loT Architecture — loT EITT & TR

| 3-Layer Architecture — 3-TaiI GI=AT

1. Perception Layer — 3713{fd TR

2. Network Layer — sicdes @Rd

3. Application Layer — 31eT91aT 9l
4-Layer Architecture — 4-Tirg 3T

1. Perception Layer — 37J3{fd TRel

2. Network Layer — sicae @Rd

3. Middleware Layer — HEIadf IRl
4. Application Layer — 31eT9IT TRl

5-Layer Architecture — 5-F{I I3AT

1. Perception Layer — 373{fcl Tl
2. Network Layer — sicdes IRd
3.Middleware Layer — #EIddl IR
4. Application Layer — 31T TRl
5.Business Layer — caradTdeh Wl

| Layers of loT Architecture — loT T T I

| Perception Layer — 3731f TRl

e The Perception Layer collects data using sensors.

Perception Layer Hdgeh! hT HERIAT & HTHUTH & dTdTaRUT § ST UehiAd
AT B

e Examples: Temperature Sensor, Humidity Sensor
3CTEROT: ATIHATA TG, T T
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Network Layer — sicash IRd

e The Network Layer sends collected data to servers or cloud systems.
Network Layer T3 3T I Server IT Cloud System e Jg el &

e Examples: Wi-Fi, Bluetooth
3aleYuT: Wi-Fi, Bluetooth

Middleware Layer — H€IddT 9id

e The Middleware Layer stores and processes data.

Middleware Layer 3eT &I H3Ifgd 3R T@T™d Sidl ¢ |

e Examples: Cloud, Database
3cleXuT: Cloud, Database

Application Layer — 379191 T

e The Application Layer provides useful services to users.
Application Layer SYZTehclI3T T 3eTehT HTARIAHAT oh HFTHR ST Jare
eTeT Il gl

e Example: Smart Home Application
3cleuT: Smart Home Application

Business Layer — @& Wd

e The Business Layer manages the complete loT system.
Business Layer 9X loT System & Yetiel 3{X HdTelel § HeTd It
THTeTc ¥

e Examples: Dashboard, Reports
3clgUT: Dashboard, Reports

Building Blocks of loT — loT & T f#I0T teeh

e Four things form the basic building blocks of an loT system: Sensors,
Processors, Gateways, and Applications.
loT JoTely & IR H&g fAToT Tesh §: Sensors, Processors, Gateways 3iX
Applications|

e Sensors collect data, processors process it, gateways send it, and
applications show it to the user.
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Sensors 3T Uahiad &ld &, Processors 39 32T G d $id g,
Gateways 32T &I 37T HaTd ¢ 31X Applications 39T T SITART
Yefda & &

e Data is finally stored in the Cloud.

37d & 22T &I Cloud # Gafgd Ham Srar g1

Sensors & Actuators — ddca 3 haTepRE

e Sensors collect data such as temperature, motion, light, humidity, etc.

Sensors ATIATST, T, ThTA IR JTdT ST SITAPRT Thiad i g |

e Actuators perform actions such as turning devices ON/OFF or locking doors.
Actuators 3UeUT @I ON/OFF el AT eIaTSit &l Lock et SidT fohamd
FIIEI

e Sensors = Data Collector
Sensors = 3T ThAd &lel dlel 3UHIU]

e Actuators = Action Performer

Actuators = fohaT S aTer 3YhH0T

Processors — Q83T

e Processors are called the Brain of loT.
Processors &l 0T &l ATEdSeHh ahgl ST g |

e They collect and process sensor data.

J Sensors T U 2T &l Tehiad 3R Iafad a1

e They remove useless or unnecessary data.

Y AN AT HATIRIR ST Y FElol H HFTIAT il o |

e They help in data security.
3 ST T FIE&T T TG H HGIAT I B |

Gateways — 3icd

e Gateways connect loT devices to the Cloud.

Gateways loT 3Uh0T &I Cloud & SIS & |

e They send data to the correct destination.
J 3T &l g TUTT deh qunﬁ gl

e They provide network connections such as Wi-Fi, LAN, etc.
I Wi-Fi, LAN 3717¢ & ATETH  sicdeh sholareled YeTed hid o |
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| Applications — 37T9T

e Applications are used by users to view data.

Applications &T 3UTNT 3UARThRAT 3T I @I & [T I ¢ |

e They show useful information to the user.

Y IUATHAT I 3G TR efd R &1

e They are used for monitoring and controlling IoT devices.

SoTehT 3TANT loT 3UHION ahT IR 31 fAI=oT & forw fomam Srar &

Logical vs Physical Design of loT — loT & diféheh 31X

Hifas f3arseT

Logical Design of loT — loT &7 difehes f3amset

e Logical Design shows how an loT system works.

Logical Design Ig SiTdT & [ 10T YUTTell hd 1y FHiar &
¢ It focuses on data flow and communication.

g 2T & a1 3N TOR W &7 FHigd Hdr g
e Itincludes software, applications, and Cloud.

sg# Software, Applications 3iR Cloud enfae g &

¢ It explains how devices send and receive data.
g ST & T 3URTOT a7 1 Hd Fora 31T ured R B

e |t uses protocols and APIs.

SHA IR & ToIT Protocols 31X APls &7 393197 TohaT ST & |

¢ |t deals with data processing and storage.
Tg ST & THERIUT 3R HIGUT § H T BIdT ¢ |

e Example: Sensor sends data to Cloud and the application shows the result.
3&TEYUT: Sensor 3T &Y Cloud 9T &a7dT & 31X Application 38t aRoTs
SUANTehRdT T fe@rd &1

| Physical Design of loT — loT &7 &ifdes f3emse

e Physical Design shows the actual devices used in an loT system.
Physical Design 10T 0Tl & 39T fohT SATeT dTel ared{deh 3UhUI hl
gelTar g
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¢ It includes sensors, actuators, and microcontrollers.

sHH Sensors, Actuators 3R Microcontrollers amf& i &

¢ It shows the hardware setup of an loT system.

I loT YUTTell AT Hardware s I g2iTdT ¢ |
e It uses Wi-Fi, Bluetooth, Zigbee, etc. for connection.

SHH 3Yh0I &l SIget & folT Wi-Fi, Bluetooth, Zigbee 3¢, &1 39ier fohar
AT 8|
e |t includes the real-world installation of devices.

SHH AT AT I SIHIUN I TATIAT T efAe iy g

e Example: Temperature Sensor + Arduino + Wi-Fi Module
3cIgUT: Temperature Sensor + Arduino + Wi-Fi Module

| Simple Difference — 31THTT 37dX

e Logical Design = How the system works

Logical Design = YUTTell hd 1Y Il &

e Physical Design = What devices are used

Physical Design = YUTTell # hisI-ahiel & 3YHIUT 3T [hU ST &
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| loT — MCQ Set 7

Q1. What does loT Architecture represent?

loT Architecture 3T G2ITdT g2
A. Only the internet speed / Fad Selaic &1 ITfd
B. The design or structure of an loT system / loT YUTTGIT ST SATdC AT TIAT
C. Only the physical size of a device / Shael fhdT 3THIOT FT Hifds ITHER
D. Only the storage capacity / shael HIGUT & T

Q2. What does loT Architecture explain about data?

loT Architecture 3T & R H FIT AT &2
A. How computers are manufactured / T & §=l1T ST &

B. How electricity is generated / fSsTell & 3cUe<T 81T &
C. How data is collected, transmitted, processed and used / SeT T

D. How data is deleted only / 3del 3¢T &l & geAT ST &

| Q3. How many layers are present in 3-Layer loT Architecture?

3-Layer loT Architecture & fhdsil 9cl &IdT &2

A. Three | AT
B. Four /dX
C. Five / 91
D. Two / &

Q4. Which of the following is NOT a layer of 3-Layer loT Architecture?

fAeITeif@d & & &l 3-Layer loT Architecture & 9Xd =76l 67
A. Perception Layer / 37J3{fd Tc
B. Application Layer / 37e]93i1eT WX
C. Network Layer / sicde IRd
D. Business Layer / cIrd@ride Wd

Q5. Which additional layer is present in 4-Layer Architecture compared
to 3-Layer Architecture?
3-Layer Architecture I Joill 7 4-Layer Architecture & &hio-81 3ifdRerd
O gl 872

A. Business Layer / cg1ad1{de qd

B. Middleware Layer / A#&Iadl IR

C. Security Layer / &1 9Xd
D. Physical Layer / $fifde Xd

92



Q6. Which layer is added in 5-Layer Architecture compared to 4-Layer
Architecture?

4-Layer Architecture &I =TT # 5-Layer Architecture  =leT-HI td
sfafkea g g2

A. Application Layer / (91T Tl

B. Network Layer / ead o

C. Business Layer / sgr@d1iae qd

D. Perception Layer / 37f81fc ol

| Q7. What is the main function of the Perception Layer?

| Perception Layer T HET R FATE?
A. To collect data using sensors / Hdgahi T TERIAT H ST Ueh (3T Tl
B. To prepare business reports / cadd@T¥e ROIE TR T
C. To provide applications to users / 3UTTIThcT3TT T HTTANT FeTeT el
D. To store data in a database / 3eTsd #H 2cT WJ@HEF{FIT

Q8. Which of the following is an example of the Perception Layer?

fAFITIf@d & & &l Perception Layer &7 3¢IgI0T §?
A. Cloud Application / FeT38 3T91aT
B. Dashboard / 33€1E
C. Database / 398
D. Temperature Sensor / dT9HTT Hdch

Q9. What is the main function of the Network Layer?

Network Layer &l H&T 1 7 £7?

A. To collect temperature data / dTIHTT ST ThiAd el

B. To send collected data to servers or Cloud systems / Th{3d 3T &I
Server T Cloud System dsh tl‘s’iﬂ?!T

C. To control business activities / ZITaaT A% afafAfet t b fa e
D. To prepare reports / RO dAR AT

Q10. Which of the following is an example of the Network Layer?

Tl a 7 & &leT Network Layer &7 318307 &2

A. Dashboard / 231612
B. Database / 2cT9H

C. Wi-Fi | a5-%18

D. Temperature Sensor / dT9HTT Hdeah
Q11. What does the Middleware Layer do?

Middleware Layer &7 il g?

A. It collects data using sensors / Ig HdGeh! T TeTIAT H 3¢T Th{3d Pldl §
B. It installs physical devices / 7§ #ifde 3gaor TG FAT §
C. It only displays reports / I8 Fad RUE yefid adr g
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D. It stores and processes data / Ig 3T &I HIfgd 3R TaIfaT adr &

Q12. Which of the following is an example of the Middleware Layer?

fAeafarf@a & & &l Middleware Layer &7 3G1g0T £?

A. Cloud and Database / #1335 31K 3c_g

B. Wi-Fi and Bluetooth / a1$-%T$ 3iR So[cd

C. Dashboard and Reports / 3215 31K Rae
D. Sensor and Actuator / F§dce 3R hareRs

Q13. What is the main function of the Application Layer?
Application Layer T H&T 1 FIT 8?2
A. To collect data from the environment / ATATaRUT & STT TSI FIAT
B. To provide useful services to users / 3T1TehdI3i I 3TAN AT YT
T
C. To store all sensor data only / 3:def dce 3T aATed HIT

D. To provide network connections / each el YETeT shlalT
Q14. Which of the following is an example of the Application Layer?

feITei@a 7 & &ieT Application Layer T 3GIgI0T 872

A. Database / 321§ H
B. Bluetooth / selcd
C. Smart Home Application / THTC §1H 377511

D. Temperature Sensor / dTIHT Hdch

Q15. What is the role of the Business Layer?

Business Layer & &7 ${{HhT 872
A. To store data only / del 3T HATEd LT
B. To collect environmental data / aTdTaioT & 3T Teh3d el

C. To connect sensors using Bluetooth only / &del Bluetooth GaRT Hdgeh! i

D. To manage and operate the complete loT system It|3' loT System =1
JeeT 3 TdTelel el

Q16. Which of the following is an example of the Business Layer?

feAfoIf@d 7 & &l Business Layer T 3GIgI0T &2
A. Dashboard and Reports / 32€1S 3R Raie
B. Cloud and Database / #1338 3iX 3eed
C. Temperature and Humidity Sensors / dr9dTeT 3R 3T6aT Hdcesh
D. Wi-Fi and Bluetooth / a1$-%r$ 3R se[cd
Q17. Which four things form the basic building blocks of an loT
system?
lT-HT TR 1ot loT System & HET Building Blocks ST 82
A. Wi-Fi, Bluetooth, LAN and WAN / aT$-%Tg, Slcdl, LAN 3{R WAN
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B. Sensors, Processors, Gateways and Applications / §d¢e, IR, Icd
3R 3Tt

C. Keyboard, Mouse, Printer and Monitor / 1§13, A13F, e 3i Affaex
D. CPU, RAM, ROM and Hard Disk / #1913, ¥#, U 3R &TS 3Fw

Q18. Which device collects temperature, motion, light and humidity
data?

PIeT-TT IYHIUT ATTHTST, 1Ty, WhTr 3T TEAT T 22T Uhiad T &2
A. Application / 31eT9TaT
B. Actuator / fhaThRe$

C. Sensor | §dcsh
D. Gateway / 3cd

Q19. What is the main role of an Actuator?

Actuator & HET S T 52
A. To store data in the Cloud / Cloud & 2¢T Tafgd e
B. To collect data only / Fael 3¢T Tehiad T
C. To create reports / R4 SATAT
D. To perform an action / IS 3T e

Q20. Which of the following is an example of an actuator action?

Fafaf@a & O =19 Actuator FT fohaT 1 38T8I0T §2

A. Turning a device ON or OFF / frdT 390T &l ON IT OFF &hiaAT
B. Measuring temperature / A9 ATIA]

C. Measuring humidity / 3TTear AT

D. Collecting light data / T2l T 3T ThAd el

Q21. What are Processors called in loT?

loT & Processors &1 &7 &gl STl g2
A. Eyes of loT / loT & 371
B. Brain of lIoT / loT & Af&dssh
C. Network of 10T / loT T Acas
D. Storage of 10T / loT &T HIguT

Q22. Which of the following is a function of Processors?

Arafaf@a & O i Processors &7 Tah S §7

A. Providing only Wi-Fi signals / 3de Wi-Fi f8aeTel geTel Shier
B. Displaying information only / hdel SITHASRT YT et

C. Processing sensor data and removing unnecessary data / Sensor 3¢T &I
FHITT AT 3R AT ST gl

D. Connecting doors physically / gZarsii ! $ifaes & & ST
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Q23. What is the main function of Gateways in loT?

loT # Gateways &I &I HY FIT 52

A. To display reports only / xdel RAE yefRia e

B. To measure temperature / dT9HTT HTIA]

C. To create physical sensors / Hifd® Tdged Tl

D. To connect loT devices to the Cloud / IoT 39&Ull &l Cloud & ST

Q24. Which network connections can be provided by Gateways?

Gateways ohal sicde el 2lail Pl TGIeT Y Hehdl ©?
A. Wi-Fi and LAN / a1$-%1s 3iR LAN
B. Monitor and Printer / AiateX 3iT fex
C. Sensor and Actuator / §dga 3R fhareRes
D. Keyboard and Mouse / &1 3iX A39

Q25. What are Applications mainly used for in loT?

loT & Applications &I &I ¥9 A ford I 3uA9T foham STelT 82

A. To provide electricity / fSsTell IgTe Fel & foiT

B. To view data and monitor or control loT devices / 3T ¢@al dT loT
3YaOT FT TAIRTET 3R fa=oT & fore

C. To replace processors | FIATX FI deela & [T

D. To manufacture sensors / §AGeh! T [HTHTIT el & TolT

Q26. What does Logical Design of loT show?

loT T Logical Design 3T 2ITdT §?

A. The location of hardware only / adl 543X T TATT

B. Which physical devices are installed / ®i7-3 $iifae 39aor Tafd &
C. How an loT system works / loT JOTTell 8 ST #dl &

D. The size of sensors | A&l T TR

Q27. What does Physical Design of loT show?

loT T Physical Design 3T g2iTaT §?

A. Only Cloud processing / %de Cloud Processing

B. Only application logic / shael 3/e]51T T HIITUTTeI

C. Only the flow of software data / | Sherel WP 3T qdTg

D. The actual devices used in an loT system / loT J0TTell & 39T fohT T
dTel aTEdideh 3Uh0T

Q28. Which of the following is mainly included in Logical Design?

AT # @ i H&T &7 & Logical Design # ATTAT glclT 52

A. Software, Appllcatlons and Cloud / HIFEAR, 375191 3R Fell38
B. Sensors, Actuators and Mlcrocontrollers/quqo TR es 3R

||$§|I|EIE|[ .
C. Physical installation of devices / 39Ul T &iifce TATT=T
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D. Temperature Sensor and Arduino only / hdel dT9HTT Hdge 3R Arduino

Q29. Which of the following is mainly included in Physical Design?
At f@d & & @l F&g &7 @ Physical Design & A gl §7?
A. Software logic only / de TFEATX HIAVOTIT

B. Sensors, Actuators and Microcontrollers / Hdch, fharere 3R

HATSHIHCTo
C. APIs and Cloud only / 3adf APIs 3iR Cloud

D. Data flow and communication only / Sddl 3eT YaTg 3R HOR

Q30. Which statement correctly explains the difference between Logical
Design and Physical Design?

Logical Design 3iR Physical Design & &2 37X &l $ieT-AT ST el 9 F
FHSIAT 82
A. Both designs show exactly the same thing / 2=l f3SiTsT foesher T &1 it
R 8
B. Logical Design shows only hardware, while Physical Design shows only
software / Logical Design %ddl g18d3X 3R Physical Design shdel ATFCdIX
cadar g
C. Logical Design shows how the system works, while Physical Design
shows what devices are used / Logical Design SATdT & o YuTTell hal 1y
Hdl &, STt Physical Design 1T g foh shled-ahlel & 3URI0T 3UANIT fohT ST &
D. Logical Design is used only for sensors, while Physical Design is used
only for Cloud / Logical Design Fae Sensors 31X Physical Design &ad
Cloud & foIw 3uaer grar &

Answer Key / 3T il

B
2 C
3 A
4 D
5 B
6 C
7 A
8 D
9 B
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Functional Blocks of IoT — loT & FIATcHS gch

Devices — 3907

e Devices are the physical things used in loT.

Devices loT # YT gle aTell 7ifceh a&V AT 3TV &I & |
e Examples: Sensors, Cameras, Smart Lights

3aTgXUl: Sensors, Cameras, Smart Lights

e They collect data from the environment or perform actions.

Y TATAROT § SeT Uahfad ld & IT 3TaeTeh fohaTl hid & |

| Communication — TIX

e Communication helps devices send and receive data.

Communication 39T &l 2eT AsTet 3T ITCT ey H TEIIAT HdT &
e It uses technologies such as Wi-Fi, Bluetooth, Zigbee, etc.
93 Wi-Fi, Bluetooth, Zigbee 311fe; daheiiepl &t 39TTeT fohaT SATAT &

e |t connects devices to the Cloud or other devices.

g 3YSUI &Y Cloud IT 3T IYFHIUN & Sar B

| Security — F&T

e Security protects the loT system from hacking and misuse.
Security loT JOTrelT &I Hacking 3R g@qier & FRi&Td @ g
e It keeps data safe and private.
Ig 3T &t Gefard 3R MY 7T @t 7 T el ¢
e It uses passwords, encryption, and authentication.

SHHA JR&T & faIT Passwords, Encryption 31 Authentication T 31T
forar STar g1

| Services — TdTU

e Services help in processing and managing data.
Services STT & FHERIUT 3R JatleT H AT Flcll & |
e They convert raw data into useful information.

I T 3T B ITIRN ATTFRT F dealar B

e Examples: Cloud Storage, Data Analysis
3crguT: Cloud Storage, Data Analysis
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Applications — 37T9T
e Applications are the final part where users can see or control the loT system.
Applications @g 3iTce $1°T § SI8T 3UTNRThdT [oT JOTTelT &l @ AT [ad
X HhdT g |

e Examples: Mobile Apps, Web Dashboards
3cleuT: Mobile Apps, Web Dashboards

e They are used for monitoring and controlling devices.

SoTehT ITANIT 3UHION FT IR 3R =07 & fow forar Sar g

loT Design Methodology — loT 318+ SIRIYUTT

e loT Design Methodology means the steps used to design an loT system.

loT Design Methodology T 31 loT YUTTell &l 338 et & Tl TATT
STTet dTel TROT A &

e It helps build connected systems using devices, sensors, Cloud, and
applications.
Tg Devices, Sensors, Cloud 3R Applications T FgRIdT & 398 H S[3T g5
loT JOTTell §TTeY & Heg T & l

Purpose & Requirement — 323 3R 3aedehdr

e Define the goal of the system.

JOTTRT o AT 3642 1 e TRe faham Srar g

e Decide what the system will do.

Ig g forar S1ar & 6 9oTrel Shid-alad & &1 e |

e Collect requirements such as data collection, security, user interface, and
data privacy.
Data Collection, Security, User Interface 3R Data Privacy Si&T 3TaIehar3it
o1 freTRa fhar Srar g

| Process Specification — 9TshaT [afacer

e Define how the system will work.

Ig eTRa R Srar § & 9otrelt ford Jahit &1 el |

e Describe the use cases.

YU o TafRe=T 3TN ST fAa0T IR TRaT STaT 2

100




e Explain the step-by-step working of the loT system.
loT JUTTeIT &hT TRUT-eT-TUT SHIRIYUTTST sl JHSITAT ST & |

| Domain Model — 31A ATST

¢ It shows the main objects in the system.
Ig YoTTell 7 HIS[g HET €3t AT Teehi Hi geufar gl
¢ It defines devices, sensors, users, etc.

s8@H Devices, Sensors, Users 37T &l IRATNT fohar SA1aT &1

e It shows the relationship between them.

g 37 g3 Tt & oS G T gATAT &

| Information Model — /=Tl HAl=d

¢ It defines what data is used in the system.

Ig eTRa ar g & 9otrel 7 7T 9ehR & 3T & 39T fohar Sree|

¢ It shows the structure of data.
g 2T hl EIIAT T 2T g

¢ |t does not show how data is stored.

g Tg +1et adTaT foh 3T &l fohd ehR Farfed fonam Sirwam|

| Service Specification — Tar Afade=

e It defines the services available in the system.
g YUTTell H 3Telet] AT T IRATNT FIAT ¢
e |t includes input and output.

ST Input 31X Output & T ST A gldl ¢ |

¢ It defines the type of service.

=T TAT & JhR HI AU forar sar g

e It defines timing or schedule.

SHH AT & THT AT Schedule F FeTRT forar srar &1

e Examples: Alert Service, Monitoring Service
3aTeXuT: Alert Service, Monitoring Service

loT Level Specification — loT TaX AfAde=

e It defines the level or complexity of an loT system.

TE 10T JUTT & & AT ST eldr & freiRa iar 1

101



e It shows how big or small the system is.

Ig FdTaT g b [oT JoTrell fohdeit BIET a1 913r ¢

Functional View — STITcHS TTSchIuT

e It groups the functions of the system.
I YOTTell o TaTHeT Sl ol THGH H cTa AT Ll & |

¢ It shows what each part of the system does.

IE TATdT & T YOIl &7 A T hleT-HT 1 T &

e Examples: Data Collection, Processing, Control

3CTgYUT; €T Ueh{IAd &hdadT, ST ol YgTahoT, AgaoT

| Operational View — TdTelel g SchIoT
e It defines how the system will run.
I8 fAuiRa ar & T gomelr areafas ¥ & 8 garferd gief|

e Itincludes Cloud Storage.

sg# Cloud Storage A BT &1

e |t includes device setup.
SHE SYHIUI hT TATTAT 3IR cFaeT iHe gl & |

¢ Itincludes hosting options.

=g Hosting & AT Qe o enfaer gia &1

| Device & Component Integration — 39T 3iX Gcah ThIehIoT

e It connects all devices together.
=g gl 3UHTUT l 39T & SST AT £

¢ It makes sensors, gateways, and Cloud work together as one system.
gHH Sensors, Gateways 3 Cloud & Ueh HIY SIS Teh JUT YUTTell o &9
H & AT AT B |

| Application Development — 3{T5I14T faehre

e It is the final step of lIoT Design Methodology.
g loT Design Methodology @T 37Ta# TROT gl

e A mobile or web application is developed for the user.

YRR & ToIT Mobile a1 Web Application fasrf&d $r ST &1
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e The user can monitor and control the loT system through the application.

39ATehdr Application T TERIAT & loT YUTell T faRmETr 3R fFa=For ¢
e ¢ |

Development Tools Used in loT — loT & 39137 gl dTed
Taehr e 3UehoT

e loT development tools are hardware and software tools used to design,
build, test, and run loT applications and devices.
loT Development Tools & Hardware 3{i¥ Software 39euT § [t
399197 loT Applications 3iR Devices T 338 &ial, Se1Tet, GII&TOT el
3R o= & fow foram Srar g

| Tessel 2 — ¢ 2

e Type: Hardware — loT Development Board
9h: Hardware — loT Development Board

e Itis used to build lIoT prototypes.

SHT 3TN loT & YRTA e = (Prototype) F=1Te & fIw faam ST 81
e |t supports modules such as RFID, GPS, Camera, and Sensors.

Ig RFID, GPS, Camera 3R Sensors 3@ Modules &r Support sIdr gl
¢ |t has Wi-Fi, Ethernet, and USB ports.

93 Wi-Fi, Ethernet 3 USB Ports 39aseT g1 & |

e Simple: A smart board used to create loT devices.
I 37 10T YT FeTel oh Tl 3YTNAT ThAT SATeT dTelT Ueh Smart Board |

| Eclipse loT — TiFaeq loT

e Type: Software Platform — Open Source
9 Software Platform — Open Source

e Itis used for loT development and Cloud systems.

SHPT 39T14T loT Development 31X Cloud Systems # forar STar g1

¢ It helps in building loT applications and gateways.
I% loT Applications 31X Gateways SaTTe0 & TEIAT T & |

e Simple: Software used to design loT systems.
Tl 37Y: [oT gunferdi ol faefad et & TolT 39ieT fohar SiTe arel

Software|
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Arduino — 37TSgail

e Type: Hardware + Software (IDE)
9. Hardware + Software (IDE)
e Itis used for small loT projects.

SHPT 39T B loT Projects dalTel & folT fohar ST B
e ltincludes an Arduino Board and programming software.
sHA Arduino Board 3R Programming Software 2f&e gl & |
e Simple: A kit used to build and program IoT devices.

I 37T loT IYROI T FTeT 3R Program &t & ToIT 3UANET FT ST dTell
Kit|

| PlatformlO — TachiAIO

e Type: Software — Development Environment
9 Software — Development Environment

e Itincludes an IDE, debugger, and library manager.

$# IDE, Debugger 3 Library Manager Si#T giaemt gl g
e |t supports many loT boards.

Ig FS Y & loT Boards &I Support ST gl

e Simple: A tool used to write and test 0T code easily.

LT 37 10T Code &1 3T & for@ey 31 9d1eToT et o forw 3uaer foRam
STTeY aTelT Tool |

IBM Watson — 3TS&IUH dicde]

e Type: Software — Al Cloud Service
9hT: Software — Al Cloud Service

¢ It adds intelligence to loT systems.
Ig loT JUTIToraT 3 HIAH JeTAHT T &THT SISl o
e It is used for prediction and data analysis.

SHhT 3UTET YalolATeT 3N SeT faeeyor & fore feham e &

e Simple: It makes an loT system smarter using Al.

ATl 318 Ig Al T FEIIAT  loT JUTTel i 3118 AT Selrell &
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Raspbian — T&qfad«T

e Type: Operating System — Software

9R: Operating System — Software
e Itis used with Raspberry Pi hardware.

ST 3YAIT Raspberry Pi Hardware 3 IT2r faham SITdTm £
e It helps run loT applications.

Ig loT Applications @ Tellel H TERIAT T ¢

e Simple: An operating system used for running loT projects on a Raspberry Pi
board.

I 31Y: Raspberry Pi Board 9X loT Projects Tellel & folT 3919T foham Srey
drell Operating System|

Kaax — hIidyq

e Type: Cloud Software
9 Cloud Software

¢ It manages loT devices remotely.

g loT 3Tl &l g § Manage el H HEIRIAT el & |
e |t supports firmware updates and device connections.

I8 Firmware Updates 3iR Device Connections @&T Support $dT g |
e Simple: A tool used to control 0T devices from the Cloud.

LT 37 Cloud & ATEIH  loT 3TN &l fFIRT et & forw 3gaer
forar SITeY arer Tool |

Home Assistant — g1H 31fATéc

e Type: Open-Source Software
9. Open-Source Software

e Itis used for home automation.
SHHT 39T Home Automation & ToIT fam SITar g
e |t controls smart devices through an application or browser.
Ig Application IT Browser & HATEIH ¥ Smart Devices & [Fa3d tar g

e Simple: An application used to control smart home devices.

TToT 31 Smart Home Devices & 3T &t & fow 3uaier fovar Sy
dTelT Application|
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| SDN and NFV for loT — loT & o' SDN 3iX NFV
| SDN - Software Defined Networking — @rFedR f3wIEs Acafcher

e Type: Software-Based Network System
9 Software-Based Network System

e SDN makes the network smart and programmable.

SDN o @l 31T JefaATeT 3R Programmable S=TdT 8|

¢ It helps handle large amounts of loT data.
I FSI ATAT H 0T 3T I THTI H AT FIAT ¢ |
e Simple: Software that controls network traffic.
TIoT 372 VAT Software St Network Traffic st fafa atar 21

NFV — Network Function Virtualization — sicds Hharald

ECECIEEND]

e Type: Software-Based System
Jh: Software-Based System

e NFV replaces physical network devices or functions with software-based
virtual functions.

NFV i3 Network Devices T 30 T T Software-Based Virtual
Functions & S¢aIdT g |

¢ It helps share and manage network resources easily.
I8 Network Resources 3T 3TTAT & TSI 3R JaTd et # HgIIdT hldl
el

e Simple: A virtual network system that reduces the need for dedicated
physical hardware.
el 372 WA Virtual Network System it 37e19T-37e19T HHTUA Physical
Hardware & 3TaTehdT & e Hldl &

106



| loT — MCQ Set 8

Q1. What are Devices in an loT system?

loT YUTTell # Devices AT &l &2

A. Only software programs / def QIFedIR FATH

B. Physical things used in loT / IoT & 3931 glel aTell #7ifceh a&qV AT 3qHOT
C. Only Cloud services / 3ddf Cloud 3arv

D. Only network protocols / ddl #cdes Welhiel

Q2. Which of the following is an example of an loT Device?

fAFIfaf@d & & i loT Device I 36T8I0T 872
A. Password / qTHds
B. Encryption / Ufesheels
C. Smart Light / THIC o5e
D. Data Privacy / 32T INY=A1gdr

Q3. What is the main purpose of Communication in loT?

loT & Communication T FTT 3¢ FIT §7?
A. To help devices send and receive data / 39Ul &l 3T A= 31 Ired FF
H GEIIAT el
B. To physically manufacture sensors / Taca &1 Hifde fA#ET0T F:ar
C. To delete all collected data / T ThTIT 3T FI geT=AT
D. To prepare business reports only / Fadl SIGATAS RAE A FHLAT

Q4. Which technology can be used for Communication in loT?

loT & Communication & [oIT [T dereilen &l 3UANET fHAT ST ohdT &2
A. Printer / X
B. Scanner | ThalT
C. Keyboard / 1§18
D. Bluetooth / se[cd

Q5. What is the main role of Security in loT?
loT & Security T F&T AT FIT§?

A. To increase device size / 39T &l HThR TGl

B. To convert raw data into useful information / << 22T sl 3UAN TR H
CERGI

C. To protect the loT system from hacking and misuse / loT YUTTell &I
Hacking 3{IX gouiler & gRierd 1@ar
D. To connect sensors physically / §dgat ol Hifde §9 & SASAT

Q6. Which of the following is used for loT Security?

eafaf@d 7 & fhger 393197 loT Security & T fohar SiraT 82
A. Camera and Sensor | $#37 3iX @dcsh
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B. Password, Encryption and Authentication /crrzqaé, tfesheere 3T
THATOHIOT

C. Dashboard and Report / 321&15 31X Rare
D. USB and Ethernet only / s:def USB 3iR Ethernet

Q7. What is the function of Services in loT?

loT H Services &l T FHA 7?2

A. To process and manage data / 32T &I FHMTYA 3R 98T HIT

B. To manufacture physical devices / $iifd& 390l T fAHTOT 7T
C. To switch off all networks / T Sieash s I

D. To replace Cloud systems / Cloud Systems &I Scoll

Q8. What do loT Services convert raw data into?
loT Services T 3T ol ThTH Seoldr g2

A. Hardware / gI$3d3X

B. Network cables / icdeh shdol

C. Passwords / 9qrdds
D. Useful information / 39313 STTehiY

Q9. What is the main role of Applications in loT?
loT & Applications &I &I ${fAHT FIT §?
A. To manufacture processors | WATT T [AATOT FHILAT
B. To provide only network security / Shael sicadh GI&T YeTeT hiall
C. To allow users to monitor and control the loT system / 393 dT3iT &l
loT JOTTel &1 fHIRTET HIR 20T shr Flaer &=
D. To replace all devices / T3 3UHIUI I FGolT

Q10. Which of the following is an example of an loT Application?

AT @d & & &I loT Application T 3&T8I0T §7?
A. Mobile App or Web Dashboard / HdTSel U9 I7 A9 S26€1S
B. Ethernet Cable / $2a¢ hadl
C. Password / 9rgds
D. Sensor Wire / §dce dX

Q11. What does loT Design Methodology mean?

loT Design Methodology T &7 3727 §?
A. Methods used only to manufacture sensors / ddl Sensors SeiTe1 Sl
fafear

B. Steps used to design an loT system / loT Y0TTell &I {3318 et & folT
3YATT STl gTel TIOT

C. Methods used only for network security / shdel sicdeh GI&T & ferT 3uZrer
&I AT arell TAferAT

D. Steps used to delete loT data / loT 3¢T §cTal & T
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Q12. What is done in the Purpose & Requirement stage?

Purpose & Requirement T0T H &7 fh3T SATAT 872
A. Only the application colour is selected / sde Application 3T IaT eI ST

3

B. Devices are physically destroyed / 390t &l #ilfde 9 & ss¢ fohar STar g
C. Only Cloud storage is purchased / sdcl Cloud Storage TG ST &

D. The goal and requirements of the system are defined / JUTTell & 3662
3R 3MaRTSHar3i & TR fohar STar g

Q13. Which requirement can be identified during Purpose &
Requirement specification?

Purpose & Requirement Specification & g 3TaTehdr ol feTRA fmar
ST AT &7
A. Data Privacy / 32T I9ai1adr

B. Computer wallpaper / St aleldl
C. Printer colour / f%eX &7 T
D. Keyboard size / FEIS & 3R

Q14. What is defined in Process Specification?

Process Specification & &1 [FaTRT fHar S1aT 872
A. Only the size of sensors / Sdel Sensors &l 3THR
B. Only user passwords / %adl 39319ThdT Passwords
C. How the system will work step by step / FUTTeIT TRUT-ET-TRUT il hRT 3l
D. Only the cost of hardware / shdel Hardware &1 &TeTd
Q15. What does a Domain Model show?

Domain Model 3T &21TdT €2

A. Only data storage locations / Sdel ST HAGUT AT

B. Main objects and relationships in the system / JUTTelT &I &g a&qU AR
3oAoh ST T

C. Only application screens / &del Application Screens
D. Only Internet speed / %ad Internet FT arfa
Q16. Which of the following can be defined in a Domain Model?

afa@a & O 78 Domain Model # gReT fohaT ST Ghar &2
A. Only reports / del Reports
B. Only passwords / del Passwords
C. Only Cloud Storage / de Cloud Storage
D. Devices, Sensors and Users / Devices, Sensors 3i¥ Users
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Q17. What does an Information Model define?

Information Model &7 [F4TRT AT g2
A. What data is used and its structure / 5@ Y& & SeT &7 39IT9T 819 3iR
3T T
B. Where physical devices are installed / $1ifs 39aor gl Ta1T fhT ST &
C. How much electricity is required / fohd=iT SsTell T 3TaeTerdr graft
D. Which hardware colour is used / Hardware T ShisT-3T T3 3913 g1aTT

Q18. Which statement about an Information Model is correct?

Information Model & SR H Fi-AT AT el 6?2

A. It shows only physical devices / T8 &del #ifde 3uaor fe@rar g

B. It defines only security passwords / Jg sdel &l Passwords eRa
AT &

C. It does not show how data is stored / Ig Tg FaT IdTdT T 3T I TFT YR
gafed ferar smeem

D. It only shows network cables / Tg &del sicde shaol (@I &

Q19. What does Service Specification define?

Service Specification T [AUTRT HTAT§?
A. Only hardware size / de Hardware T 3TR
B. Available services, input-output and timing / 39es¥T 41U, Input-Output
3R Timing
C. Only device colour / Sddl Device &T 3T
D. Only Internet speed / sae Internet T arfa

Q20. Which of the following is an example of an loT Service?

fAFafaT@a & & 3T loT Service T 3T8I0T &2

A. Keyboard Service / €IS Jar

B. Printer Colour Service / et 31 @ar
C. Screen Size Service / T 3R JaT
D. Alert Service / 37elc &ar

Q21. What does loT Level Specification define?

loT Level Specification &7 TR AT 5?2

A. Level or complexity of an loT system / loT JOTTlT ST TR AT SATCeldl
B. Only the screen resolution / shdel ThieT LoiTegRIeT

C. Only programming language / srdel Programming Language

D. Only device password / sddl Device Password

Q22. What does the Functional View show?

Functional View T Z2iTaT 7

A. Where devices are physically installed / 3930t $iifae &7 & gl Tu1fod
fruaT g
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B. Only Cloud pricing / de Cloud &T Fiead
C. What each part of the system does / YOI ST Ycdah ST hleT-TT T Il

&

D. Only device brands / del Device Brands
Q23. Which of the following is included in the Operational View?

fAFITaT@d & & &I Operational View H A& g1 82

A. Only sensor colour / Sddl Sensor T 33T

B. Cloud Storage, device setup and hosting options / Cloud Storage,
3YHIUTT hl TUTYT 3R Hosting fadea

C. Only application logo / &de Application Logo

D. Only user name / hdel 39I1ThdT T ATH

| Q24. What happens during Device & Component Integration?

| Device & Component Integration & &1 fohaT SATAT 87?2

A. Only sensors are removed / %de Sensors &¢I 3T &

B. Applications are deleted / Applications EE‘I? Sr g

C. Cloud is disconnected / Cloud &' f3Thaac far STar g

D. Sensors, Gateways and Cloud are connected to work as one system /

Sensors, Gateways 3{ Cloud & Sil$eh Teh qUT YUTTell o & H &1 AT STl
g

Q25. What is the final step of loT Design Methodology?

loT Design Methodology T 3T TRUT HiA-AT 5?2
A. Application Development / 3=T931T fashre
B. Domain Model / S1& HAisel
C. Purpose & Requirement / 36623 3R 3MaeTehdrt
D. Information Model / §=I=1T Hisel

Q26. Which development tool is a Hardware loT Development Board
used for creating loT prototypes?

%is7-aT Development Tool loT Prototype SaiTal & TolT 39A1eT fhaT SiTet atelr

Hardware loT Development Board §?

A. Eclipse loT / Tf&ecq loT

B. IBM Watson / 37SdITH diedsT
C. Tessel 2/ &HT 2

D. Home Assistant / 817 31faTéc

Q27. Which loT development tool is an Open-Source Software Platform
used for loT development and Cloud systems?

$i7-4T loT Development Tool loT Development 3iR Cloud Systems &
ToIT 391eT [T SI1eT areiT Open-Source Software Platform §?

A. Tessel 2/ 0T 2
B. Eclipse loT / TiFacH loT
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C. Arduino / 3!
D. Raspbian / TFAfedsT

Q28. Which tool includes an IDE, debugger and library manager and
supports many loT boards?

i1-9 Tool & IDE, Debugger 31X Library Manager & &Il § AT ST s
loT Boards &' Support Fdr g?

A. IBM Watson / 3TTSdIUH dicdsT
B. Kaax / &lU¢H

C. Home Assistant / 815 31/@&c
D. PlatformlO / TaichialO

Q29. Which tool adds Al capabilities to lIoT systems and is used for
prediction and data analysis?

iT-AT Tool loT Junfordl & Al &THdT SIISdT § o2 Prediction 3{T Data
Analysis & ToIT 393197 §IaT 82

A. IBM Watson / 3TTS80H diedel
B. Raspbian / TFafedeT

C. Arduino / 3TTggar
D. Tessel 2/ cdcl 2

Q30. Which statement correctly explains SDN and NFV?

SDN 3iR NFV & i-397 S T & & JHSTAT §7?
A. SDN controls only sensors, while NFV controls only cameras / SDN shael

Sensors 31X NFV &del Cameras &l @I3d Har g

B. SDN stores data, while NFV collects temperature / SDN 3eT H3ITgd dT g,
STafeh NFV dT9HTe Thiad il &

C. SDN makes networks programmable, while NFV replaces physical
network functions with software-based virtual functions / SDN Network "
Programmable S&ITaT g, STafa NFV $ifds Network Functions &t
Software-Based Virtual Functions ¥ scodr &

D. SDN and NFV are physical sensors / SDN 3{X NFV #ifas Sensors &

Answer Key / 3T il

R Hel 3T

e

A ow N
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IEEE Standards in Networking & loT — sicafeher 3iR loT &
IEEE AT

e |IEEE stands for Institute of Electrical and Electronics Engineers.
IEEE T tI(:U‘r &Y Institute of Electrical and Electronics Engineers gl

e |[EEE is a large organization that develops technology standards.
IEEE Udh §3T TTAT § ST doheileh T TS HATeAoh ddR Hcr g

e |IEEE creates common rules so that different devices and technologies can
work together properly.

|EEE U8 I o3& 3R AT dTcT & ToteTehl Tgradr & 37eldT-37eTeT
3YT 3N Aehoileh Teh-gaR o HIY HET FhR U R & Heh |

e Example: Wi-Fi works on mobiles, laptops and routers because these
devices follow compatible IEEE standards.
3ETEUT: AETSd, o9 3R U3¢ H Wi-Fi 3TTIT - & ohdT & Fifeh o
39T T IEEE HTAhT T UTelel T & |

Key Points — & fdg

e |[EEE was founded in 1963 in the USA.
|EEE T TATI=T 1963 H USAﬁg-éam

e It develops standards for technology.
g dohaileh & TIT AT IR HIAT ¢ |
e It works in the fields of electronics, computers and networking.
I8 Electronics, Computers 3{X Networking & &137 7 Ry adT & |
e It publishes research papers and journals.

g 2MET-97 31X Journals TehITAd ST g

¢ It helps different devices work together properly.

TE 3TCTT-3TTeT IYHIOTT T ITTH H HET TR F F FA 7 TEIAT HAT &
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| IEEE Standards — IEEE Ald&

IEEE Standard — Technology —
|EEE FIeT SETICY KO KR

IEEE 802.3 gthernet — Wired I/ntLeAtrl\llet /' LAN — drRged

IEEE 802.11 Wi-Fi — a8-%I5  Wireless Internet — aR—IoIH Scleic
Bluetooth — Short-Range Wireless Connection —

1232k ol cY e Gl T AT Shoierelel
Zigbee, loT and Smart Homes — loT 3iX TATE

IEEE 802.15.4 6LOWPAN s

IEEE 802.16 WiIMAX Long-Range Wireless Internet — ofsil

&1 T IR SeTeAe

Communication Models — T AlSd

Request-Response Communication Model —

eRre-gfafsar §ar Al

¢ In the Request-Response Model, a client sends a request and the server
sends a response.
Request-Response Model & Client T Request HaTdT & 3R Server 3&ahr
Response ST &1

Example — 3cTgI0T

e Browser opens a website — Request.

Browser 8T Website sl @elal & folT — Request HTar g1

e Server sends the webpage — Response.
Server Webpage #5ieh{ — Response ¢l 8|

Working — STIYOTelT

e Client asks for data.
Client Data & oIT Request AT g

e Server receives the request.
Server Request & YTcd &dT & |

e Server finds or processes the required data.
Server 37Ta2Teh Data &1 @iSTdT AT Process AT ¢
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e Server sends the response back to the client.
Server Response @I arad Client & 91T HoTdT & |

Stateless Meaning — Stateless T 371

e Stateless means that the server does not automatically remember previous
requests.

Stateless &7 31 § & Server &elr Requests T 379a1-31T9 ITe, AaT IGT|

e Every request must contain the required information.
Jcdeh Request H 31a2Ts Information 39T gleiT AT |

Important Points — H#gcaqUl fdq

e Each request is separate.

gcda Request 3T glaT g |

e Previous requests are not automatically remembered.

Sl Request &I 319a1-3T9 ITG, o1gT IWT SITT|

e Itis commonly used in HTTP.

ST 3G ATHATIT: HTTP & fohar STar &

Publish-Subscribe Communication Model —
gieclel-gedshisd AR AlSd

¢ In the Publish-Subscribe Model, data is shared through Topics using a
Broker.

Publish-Subscribe Model & Data &I Broker &I I&1adT & Topics & HATEIH
q AT AT ST &
| Example — 3&T&30T

e A weather sensor publishes temperature data.
Weather Sensor dT9&dTe & HaT¥d Data Publish AT &1

e A mobile application receives the data through the relevant topic.
Mobile Application T Topic & ATEIH ¥ Data UTcd FHal g

Main Parts — ?EI;EJ HATIT

e Publisher: Sends data.
Publisher: Data &<1dT g|

e Broker: Manages and distributes messages.
Broker: Messages @I Manage 3iX Distribute T g |
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e Subscriber: Receives data.
Subscriber: Data 9Tcd &dT ¢ |

e Topic: A channel or category used for organizing data.

Topic: Data @I cTa U del o felT 3YTNT gleT aTell Channel AT Category
gl

| Working — FIIYOTell

e Publisher sends data to a Topic.
Publisher Data @I Topic 9 #STdT ¢

e Broker manages the Topic.
Broker Topic @ Manage T g |

e Subscriber subscribes to the Topic.
Subscriber Topic &I Subscribe T &1

e Broker sends matching data to all interested Subscribers.
Broker @€ d Data T 3T Interested Subscribers de c|§€II<'-II gl

Important Points — #gcaqUl fdig

e Publisher does not need to know individual Subscribers.
Publisher &Y 37613T-37eT9T Subscribers $T SR 8T 3Ta2Th gl g |

e Subscriber does not communicate directly with the Publisher.
Subscriber Publisher & ¥ Communication sTgl &dT|

e Broker works as the middle system.

Broker ST T YoTTell & T H i Hldl &

e One Topic can have many Subscribers.

T Topic & &3 Subscribers & Thd ¢ |

Push-Pull Communication Model — J27-J¢ IR AlSd

¢ In the Push-Pull Model, the Producer pushes data into a Queue and the
Consumer pulls data from the Queue.
Push-Pull Model & Producer Data s Queue H Push &dr & 31k Consumer
Queue ¥ Data T Pull S¥dT |

e Producer — Push — Queue — Pull - Consumer
Producer — Data &STdT § — Queue — Data 9Tcd &¥dT § — Consumer

Example — 3cTgIUl

e Print jobs are placed in a Queue.
Print Jobs & Queue H I@T JATdT &1
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e The printer takes and prints them one by one.
Printer 3s¢ Teh-Ueh hich YT T 3 Print T g

Working — STIYOTTelT

e Producer creates data.
Producer Data TdT &1

e Data is placed in a Queue.
Data T Queue H I@T JATdT &1
e Queue stores the data.
Queue Data T Store AT &1

e Consumer takes the data when required.
Consumer 3Td2IehdT glf IX Data 9Tcd T g

Important Points — W{U‘r ﬁl’g

e Queue is used as temporary middle storage.

Queue FT 3TAET & & AT Storage & T H b1 SATAT B

e Producer and Consumer are not directly connected.

Producer 3R Consumer &T€r 53 gC el gid|

e Data can be generated regularly or on events.
Data A &7 & a7 fRdT Event & 3TUR IR &1 ST ThaTl &
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Exclusive Pair Communication Model — '\’cl'{-lcl'(ﬂc\lr{\-ld LRIy
IR ATSe

¢ In the Exclusive Pair Model, the Client and Server remain continuously
connected.
Exclusive Pair Model & Client 3iX Server s¥TTdR Connected I&d & |

e Both sides can send data at any time.

alsAt Sides TodT 8ff 97T Data #5T Gahdl gl
| Examples — 3¢Ig0T

e Chat Applications
Chat Applications

e Live Messaging Systems
Live Messaging Systems

| Working — SII9OTelr

e A connection is created between two endpoints.
&l Endpoints & &I Connection ST SITAT £

e The connection remains open.
Connection Yell Tl gl

e Both sides can send and receive data.

alelt Sides Data &Y Send 3i¥ Receive T TahaT g |

e The connection closes when communication is ended.
Communication THATCT gls¥ 9T Connection §¢ AT SATAT &

Important Points — HgcaquT foig

e It supports two-way communication.
I Two-Way Communication &I Support &3dT &1

e It can provide Full-Duplex Communication.
g Full-Duplex Communication &Tel & HehdT g
e Full-Duplex means both sides can send data at the same time.

Full-Duplex @7 3721 & o S1aT Sides Teh &1 AT 9T Data 3T Gohd! &1

e It uses a persistent connection.

sHH Persistent Connection T 39J19T 81T g |

e |t is Stateful because the connection state is maintained.
g Stateful 81T § F1fah Connection FT State &I Maintain TRIT SITdT &1
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| loT — MCQ Set 9

Q1. What does IEEE stand for?
|EEE =T qUT &9 &7 §?

A. Internatlonal Electrical and Electronics Engineering / ScIs12TeT Sellarcehel
US Soigcl oy Soll iR aT
B. Institute of Electrical and Electronics Engineers / S¥ICge 31T% Sollecehdl
TS Sogel ey Sl ay
C. Institute of Electronic and Internet Engineering / s\deuc 3T Solareifelh
TS SeoiC Sl RaT ’
D. International Engineering and Electronics Enterprise / SclaeleTel
SITATRAT US Soldai ey UeIUTSol

Q2. What is the main work of IEEE?

IEEE &1 HT&T 1Y 37 52

A. To manufacture computers / EI—TU#:I‘\ET T TYATT LT

B. To provide internet connections / ¢3¢ FHaier2lel TGTeT hail

C. To develop technology standards / d&sileh & ST HATeTeh IR el
D. To manufacture only network cables / Sdel sicde el SalTell

| Q3. When was IEEE founded?

IEEE @rzanq?nah—qué ofr?
A. 1963/ 1963
B. 1950 / 1950
C. 1975/ 1975
D. 1983 /1983

Q4. Which IEEE standard is related to Ethernet?

$id-aT IEEE Standard Ethernet @ Taf9d g?

A. IEEE 802.11 / IEEE 802.11

B. IEEE 802.16 / IEEE 802.16

C. IEEE 802.15.4 / IEEE 802.15.4
D. IEEE 802.3 / IEEE 802.3

| Q5. Which IEEE standard is used for Wi-Fi?

Wi-Fi & foIT sri7-ar IEEE Standard 39197 fohaT STaT 82
A. IEEE 802.15.1 / IEEE 802.15.1
B. IEEE 802.11 / IEEE 802.11
C. IEEE 802.3 / IEEE 802.3
D. IEEE 802.16 / IEEE 802.16
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Q6. Which IEEE standard is associated with Bluetooth?

Bluetooth [T IEEE Standard @ T&fad g2

A. |IEEE 802.15.1 / IEEE 802.15.1
B. IEEE 802.15.4 / IEEE 802.15.4
C. IEEE 802.11 / IEEE 802.11

D. IEEE 802.3 / IEEE 802.3

Q7. Which IEEE standard is commonly associated with Zigbee and
6LoWPAN?

Zigbee 3iX 6LoWPAN IrAT=ad: fod IEEE Standard & T&fid g?

A. |IEEE 802.16 / IEEE 802.16

B. IEEE 802.3 / IEEE 802.3

C. IEEE 802.15.4 / IEEE 802.15.4
D. IEEE 802.11 / IEEE 802.11

Q8. Which IEEE standard is related to WiMAX?

WIMAX f&& IEEE Standard @ Tefaa g?

A. IEEE 802.15.1 / IEEE 802.15.1
B. IEEE 802.11 / IEEE 802.11

C. IEEE 802.3 / IEEE 802.3

D. IEEE 802.16 / IEEE 802.16

Q9. In the Request-Response Communication Model, who sends the
request?

Request-Response Communication Model # Request Hid HTdr &2

A. Client / FcllSc
B. Server /| IaX

C. Broker / siTeiY

D. Subscriber /| Hed%ISeX
Q10. In the Request-Response Model, what does the server send back?

Request-Response Model # Server arqd T AoidT 67
A. Topic / cifUs
B. Queue / g

C. Response / gfaferar
D. Publisher / gfser2k

| Q11. What does Stateless mean in the Request-Response Model?

Request-Response Model # Stateless &7 FaT 37 §7?
A. The server always remembers every previous request / Server g EEXI
Request I AT I, IWAT &
B. The server does not automatically remember previous requests / Server

S ell Requests &1 379a1-31TT ITG, el IQ&dT
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C. The client cannot send requests / Client Request gl H5T ehdl
D. The connection always remains open / Connection g2 Gell J§cT g

Q12. Which protocol commonly uses the Request-Response model?

Request-Response Model &l 39191 ATHTIC: fhd Protocol H T SITAT
g?

A. Zigbee / fSaTel

B. Bluetooth / se[cy

C. Ethernet / 32R=c
D. HTTP /HTTP

Q13. In the Publish-Subscribe Model, who sends data?

Publish-Subscribe Model & Data &l #5dr §?
A. Publisher / 9fsen?R
B. Subscriber /| GsdshISsX
C. Broker / siiaX
D. Queue / g

Q14. What is the role of the Broker in Publish-Subscribe
communication?

Publish-Subscribe Communication ¥ Broker T T SRT §?

A. To create physical devices / Hlfd& 3THIOT TATeAT
B. To directly replace Subscribers / Subscribers &I T Sgelel

C. To manage and distribute messages / Messages %I Manage 3iR
Distribute &Il

D. To store passwords only / Sdcl Passwords Tafgd e
Q15. What is a Topic in the Publish-Subscribe Model?

Publish-Subscribe Model # Topic T &IdT &2

A. A physical sensor / Ts #ifde ddga

B. A channel or category used to organize data / Data &I cIaRUd el &
forT 39T gl aTell Channel AT Category

C. A network cable / sicach shaol

D. A security password / &1l qids

Q16. Which statement is correct about Publish-Subscribe
communication?

Publish-Subscribe Communication & dIR H HId-8T el Tl g2
A. Subscriber must directly communicate with Publisher / Subscriber I
Publisher & &9 Communication &{T 39T &

B. One Topic can have only one Subscriber / T Topic &l &hdel T
Subscriber & T&hdT &

C. Publisher must know every Subscriber / Publisher &I &Y Subscriber &T
SATThRT gIT 3TATH ¢
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D. One Topic can have many Subscribers / T& Topic & %3 Subscribers &'
THhd &
Q17. In the Push-Pull Model, where does the Producer push data?
Push-Pull Model & Producer Data &' &gl Push &dT §?
A. Queue / g

B. Subscriber /| edshissX
C. Browser / ST3oX

D. Server only / hadl AT
Q18. What is the main role of a Queue in the Push-Pull Model?

Push-Pull Model # Queue T &I ${fAT 1T §?

A. Permanent data storage / TYRAY 3eT GIguT

B. Device authentication / 39&I0T THATUTHIOT

C. Temporary middle storage / S\ &7 37€ARIT HIAGUT
D. Network encryption / sicas Tlesheeled

Q19. In the Push-Pull Model, who pulls data from the Queue?

Push-Pull Model & Queue & Data isT Pull $3dr 8?
A. Broker | §TaY
B. Consumer / eg#T
C. Publisher / gfeen2ak
D. Server | X

Q20. Which is a suitable example of the Push-Pull Model?

Push-Pull Model T 39gFd 3eTeI0T hil-AT &2

A. Opening a website / Website @Tel=T
B. Live chat between two users / &I 3U31T&hdr31T & < Live Chat

C. Weather sensor publishing temperature / Weather Sensor caRT dT9HTe
Publish sh{aT

D. Print jobs placed in a Queue / Print Jobs &I Queue H I&T

Q21. What is the main feature of the Exclusive Pair Communication
Model?

Exclusive Pair Communication Model T &% faRIVT 37 §7?
A. Client and Server remain continuously connected / Client 3iX Server
TAMAR Connected I&d &
B. Every request is completely independent / 9cdeh Request T g 37eTal

gl &

C. Communication happens only through Topics / Communication shdel

Topics & ATCIT A &IAT &

D. Data must always pass through a Queue / Data FI §32T Queue & &l
I[GAT 81l &
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Q22. What does Full-Duplex Communication mean?

Full-Duplex Communication &T a7 37 §7?

A. Only one side can send data / hdol Ush Side Data 35T Gehal &

B. Data can only be received, not sent / Data shdcl 9Tcd ThaT ST HhdT g, Holl
sTel ST HehdlT

C. Both sides can send data at the same time / g1 Sides Te & THIT WX

Data < Thal &
D. Communication happens only once / Communication dd U& R 8IdT ¢

Q23. Why is the Exclusive Pair Model considered Stateful?

Exclusive Pair Model &' Stateful a7 ATAT STAT £2

A. Because no connection is created / FJifeh 315 Connection g SATAT SITAT
B. Because the connection state is maintained / #Jifs» Connection I State
T Maintain far STar g

C. Because previous messages are always deleted / Fifh TS Messages

AT Delete &Y ST &
D. Because it uses only HTTP / i Ig shael HTTP &7 393197 T §

| Q24. What is the non-secure port number of MQTT?

MQTT &7 Non-Secure Port Number &7 §?

A. 5683/ 5683
B. 5672/ 5672
C. 5222 / 5222
D. 1883 /1883

| Q25. What is the secure port number of MQTT?

MQTT 3T Secure Port Number 7 £?

A. 8883 /8883
B. 5684 / 5684
C. 443/ 443

D. 5671/ 5671

Q26. Which pair of ports is used by CoAP?

CoAP EaRT &isT-8 Port Numbers 393197 U ST 872

A. 1883 and 8883 / 1883 3ilY 8883
B. 5683 and 5684 / 5683 3ilT 5684
C. 80 and 443/ 80 3T 443

D. 5672 and 5671 / 5672 3i¥ 5671

Q27. Which protocol uses ports 5672 and 56717?

iT-aT Protocol 5672 3iX 5671 Ports &7 3917 il g?

A. MQTT/ MQTT
B. CoAP / CoAP
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C. AMQP / AMQP
D. XMPP / XMPP

Q28. Which of the following protocols belongs to the Transport Layer?

feifeif@d 7 & &l-A1 Protocol Transport Layer & & §?
A.TCP/TCP
B. IPv6 / IPv6
C. Ethernet / Ethernet
D. CoAP / CoAP

Q29. Which of the following belongs to the Network Layer?

frAfoaa & &+ Network Layer & Hafad 82
A. Ethernet / $2RsIc
B. MQTT / MQTT
C.TCP/TCP
D. IPv6 / IPv6

Q30. Which statement correctly matches the protocol or technology
with its layer?

isT-AT U Protocol AT Technology T 3T &l Layer & AT 8§72

A. MQTT — Transport Layer / MQTT — Transport Layer

B. Ethernet — Data Link Layer / Ethernet — Data Link Layer
C. IPv4 — Application Layer / IPv4 — Application Layer

D. UDP — Network Layer / UDP — Network Layer

Answer Key / 3T ol

A Hel I
T

-—

© ®©® N o A~ W N
> O O » @ O >» O W

125



el 3%

TeaT

O m o< Oom o< O o< O M o< mMm O« Qo0 m

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

126



Protocols and Networking Technologies — Felehiel 3iR
sicdfchal cehsilch

Networking Protocols with Layers and Port Numbers

Protocol Layer Non-Secure Port  Secure Port

CoAP Application Layer 5683 5684

MQTT Application Layer 1883 8883

XMPP Application Layer 5222 5269
WebSocket Application Layer 80 443

DDS Application Layer Vendor Specific Vendor Specific
AMQP Application Layer 5672 5671

HTTP Application Layer 80 443

TCP Transport Layer N/A N/A

UDP Transport Layer N/A N/A

IPv4 Network Layer N/A N/A

IPv6 Network Layer N/A N/A

Ethernet Data Link Layer N/A N/A

WiIMAX Data Link/Physical Layer | N/A N/A
LR-WPAN Data Link Layer N/A N/A
6LoWPAN Network Layer N/A N/A

MAC Address | Data Link Layer N/A N/A
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CoAP - Constrained Application Protocol — &#¥¢es
TiCeThelel WIciehlel

e COAP stands for Constrained Application Protocol.
CoAP a1 Q;U‘r &9 Constrained Application Protocol &1

e COAP is a lightweight Application Layer communication protocol designed
mainly for resource-constrained loT devices.
CoAP U gehl Application Layer Communication Protocol & {58 & €9 @
AT Memory, S8 Processing Power 31X e Battery arel loT Devices &
forT e T g

e It helps small IoT devices communicate over an IP-based network using a
simple Request-Response mechanism.
g B¢ loT Devices &I @l Request-Response Mechanism &l TgR—IAT &
IP-Based Network 9T Communication &t & HEE il o

| Simple Concept — Tl TR

e CoAP — Ask — Reply
COAP — Y&Sell — 3TX UTCd el

| When is CoAP Used? — CoAP &1 3913 ohd [T SATAT 872

e COAP is useful when a device needs to request data and receive a reply
from another device or server.

CoAP d« 39313eiT 81T § o9 T&hdT Device &l Data & Tt Request HoteiT &
AR g@X Device T Server & Reply YTcd =T gl

e |t is useful for one-to-one communication.
Ig One-to-One Communication & ToIT 39319l § |

e |t is suitable when simple Request-Response communication is required.
g I« 39AEN § o9 Tl Request-Response Communication &t
a8l

e Itis suitable for devices with limited memory and battery.

Jg WTAT Memory 3iR Battery arel Devices & oIt 393=0 & |
| Why is CoAP Used? — CoAP &1 39311 31 fohdT ST 872

e Normal Web protocols such as HTTP may require more resources than very
small loT devices can comfortably handle.

HTTP 3& ITHETT Web Protocols Tgd B¢ loT Devices o ol 318
Resources &l 3Ta2ehdr YeT s ohd g |
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e COAP provides lightweight and fast communication with small message
overhead.
CoAP & Message Overhead & AT goohl 31X dsl Communication 9&leT
T gl

| Communication Model of COAP — CoAP & §dR Higd

e CoAP mainly follows the Request-Response Model.
CoAP H&I &9 & Request-Response Model &I 3Y3NT T 8|

| Working — srvoTrelt
e Client sends a Request.
Client Request 7T &1

e Server receives the Request.
Server Request 9T ST & |

e Server processes the Request or Data.
Server Request IT Data &I Process &l &1

e Server sends a Response.
Server Response &SdT &1

e Flow: Client —» Request — Server — Processing — Response — Client
9drg: Client — Request — Server — Processing — Response — Client

CoAP and UDP — CoAP 3k UDP

e UDP stands for User Datagram Protocol.
UDP T quT & User Datagram Protocol 1

e COAP generally uses UDP as its Transport Layer protocol.
CoAP HTHIA: Transport Layer 9 UDP &7 39197 Sldl g |

e UDP is suitable because it has low overhead and does not require a
permanent connection before sending data.

UDP 393137 § sFifeh 398 Overhead & 81T ¢ 3iX Data #97Y & gt
TARIT Connection SATAT 3TTaT sTel aIdT|
| Why UDP? — UDP &3ii?
e Fast Communication
asT Communication

e Less Power Usage
FH FolT @Ud

e Small Header / Low Overhead
@Il Header / A Overhead

e Suitable for Small Data

©I¢ Data & T 3ugeFd
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o Useful for Constrained Devices

AT &737dT1 arer Devices & folw 3uaiai
| Layer of COAP — CoAP & Layer

e COAP works at the Application Layer.
CoAP Application Layer I &1 &{dT & |

e The Application Layer is where applications and devices exchange useful
application data.
Application Layer @& Layer & STgT Applications 31 Devices 39313y
Application Data 3T 3TGT-9GTeT hid & |

e O Level Technical Point: Application Layer — CoAP — UDP — IP
O Level deheiteht faig: Application Layer — CoAP — UDP — IP

| Methods Supported by CoAP — CoAP carT gATYT Methods

Meg‘;g _ Meaning / Work — 379 / &1
GET Get or Read Data — Data 9Tcd AT Yl
POST Send/Create Data — Data 3T IT FalTelT
PUT Update/Replace Data — Data Update It

Replace &l
DELETE Delete Data — Data gcT«T1

Where is CoAP Used? — CoAP &gl 39T giaT £7

e Automation Systems — TadTeleT JoT{orAT
e Mobile Devices — HAIETSeT 3UhI0T

e Microcontrollers — HTSshiche ol

e |oT Devices — loT 39hi0T

® Sensors — Sensors

e Smart Home Devices — FHIC &1 39T

| Advantages of COAP — CoAP & Tl

e Uses less power.

HH FolT &l 3TN HLaT g |

e Uses small packet sizes.
BI¢ Packet Size T 39I1RT AT & |
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e Provides fast communication.
deT Communication Y&TeT sdr g |
e Provides low latency.
%A Delay UcTel AT g |
e Suitable for small loT devices.
BI¢ loT Devices & folT 3uged &

e Requires fewer network resources than heavier Web communication
approaches.
TR Web Communication Approaches T def=TT # %3 Network Resources T
3TITHT Bici & |

e Supports GET, POST, PUT and DELETE operations.
GET, POST, PUT 3R DELETE Operations I Support T & |

Disadvantages of COAP — CoAP &I JrATT

e UDP does not provide TCP-like reliability by default.
UDP f3Wiee 9 & TCP ST Reliability 96Tl sTaT |

e Additional acknowledgement or retransmission logic may be required.
37fae&d Acknowledgement IT Retransmission Logic T 3Ta2Tehdr &f Tehal
gl

e Delivery is not automatically guaranteed in the same way as TCP.
TCP &1 a8 Delivery T@d: Guaranteed Tl alal|

e |tis not ideal for large multimedia data.

Jg g2 Multimedia Data & forw 3y T8 g |

e Security must be configured properly.
Security I TEY YhR A Configure FIT 3TaTH ¢ |

Important Clarification — HgcaquT TISEIehoT

e COAP can provide reliability features such as Confirmable Messages, even
though it normally operates over UDP.
CoAP ITHATTd: UDP W &hTH & &, T T Confirmable Messages &t
TETI ¥ F5 Reliability Features FeTel & HeheTl gl

Common Ports — dATATT Ports

Protocel — Port —
CIFEI] e
CoAP 5683
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Protocol — Port —

QreTehiel qre

Secure CoAP/

CoAPS Sleier

MQTT - Message Queuing Telemetry Transport — #8af

e MQTT stands for Message Queuing Telemetry Transport.
MQTT <rl qg‘r &7 Message Queuing Telemetry Transport g1

e MQTT is a lightweight messaging protocol designed for communication
between resource-constrained devices.
MQTT T Lightweight Messaging Protocol § T HIfAd &7e7dT arel Devices
& &I Communication & ToIT SATAT =T & |

e It is widely used for M2M — Machine-to-Machine and loT communication.
SHRT 39T19T M2M — Machine-to-Machine 3R loT Communication 3 Sam9eh
T F R ST B |

e |t supports communication using low memory, low bandwidth and relatively
low power.
Ig HH Memory, & Bandwidth 3R 31987 wa Power H
Communication &l H JgIdT T & |

| Simple Concept — I3cl 3TdHRUT

e MQTT — One Publisher Sends — Many Subscribers Can Receive
MQTT — Ua Publisher Data HSTdT § — &8 Subscribers 38 UTed & ahd]

g
| When is MQTT Used? — MQTT &7 39T & fohaAT SATAT £2

e When small messages are sent repeatedly.
39 B¢ Messages dR-aR Holel gl

e When real-time updates are required.
STd Real-Time Updates T 31Ta2ThdT &l

e When one device sends data that many devices may need.
ST Uah Device GdRT AT 31T Data g Devices &l d1{gU]|

e When devices have limited memory or processing power.
319 Devices &I Memory 3T Processing Power TIfAd &l

e When Internet bandwidth is limited.
39 Internet Bandwidth TR &1l

132



e \When devices operate on battery.
319 Devices Battery 9 &1 &d &f|

e When network connectivity may be unreliable.
1 Network Connectivity TE2R o1 &1l

| Communication Model of MQTT — MQTT & ¥4I Higd

e MQTT uses the Publish-Subscribe Model.
MQTT Publish-Subscribe Model ST 39137 &{dT ¢

| Publisher — gfseneX

e A Publisher generates and sends data.
Publisher Data =TT 3R #dT ¢

| Broker — it

e The Broker receives messages from Publishers and distributes them to
interested Subscribers.

Broker Publishers T Messages 9Tcd AT & 3R 3e¢ aTd Subscribers
e qmaT: gl
| Subscriber — HeHHIEET

e A Subscriber receives messages for the Topic it has subscribed to.
Subscriber 38 Topic % Messages U dT & fold 38 Subscribe fHaT g1

| Topic — it
e A Topic is a named communication channel used to organize MQTT
messages.

Topic T ATTAdT Communication Channel g T err 3931<T MQTT
Messages ! cTATEAT el o TolT fohaT SATAT B |

e Flow: Publisher — Topic — Broker — Subscriber
9dT1g: Publisher — Topic — Broker — Subscriber

How MQTT Works — MQTT &3 &Ry Sl &2

e Publisher creates data.
Publisher Data s=TTdT & |

e Publisher sends the message to the Broker.
Publisher Message &I Broker & 91& HTdT g

e Broker receives the message.
Broker Message Tcd {dT & |

e Broker manages Topics, Connections and Permissions.
Broker Topics, Connections 31X Permissions & Manage #dT ¢ |

e Subscriber subscribes to a Topic.
Subscriber {8 Topic s Subscribe AT &1
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e Broker forwards matching messages to the Subscriber.
Broker H&T9d Messages &! Subscriber d& tE:TI'IFIT gl

MQTT Protocol Type — MQTT HIeishiel &l TR

e MQTT supports Asynchronous Messaging.
MQTT Asynchronous Messaging &T Support &{dT g |

e Asynchronous communication means all participants do not need to perform
their actions at exactly the same time.
Asynchronous Communication 3T 379 & fob T Participants &1 W Tch
& THT WX Active gIeIT 3TaTeh el ¢ |

| Packet System in MQTT — MQTT T Packet System

e MQTT uses very small control packets.
MQTT sgd B¢ Control Packets &I 39TT T & |

e A Packet is a formatted unit of data transmitted through a network.
Packet Network s #ATEIH & Sl ST arell Formatted Data Unit g1

| Small Packets Help In — ©i¢ Packets & T8
e Less Bandwidth Usage — @& Bandwidth 393141
e Less Power Consumption — & Fail @9d

e Faster Data Exchange — d<f Data Exchange

e Efficient Distribution — &=reT Distribution

e Better Performance on Constrained Networks — TfAd Networks I SgaX
Performance

Where is MQTT Used? — MQTT gl 39147 glaT &2

® Sensors

e Mobile Devices

e Industrial loT

e Remote Device Monitoring

e Fire Detectors

e Car Sensors

e Smart Watches

e Text-Based Messaging Systems
e Smart Home Devices

e Telemetry Systems

134



MQTT-S / MQTT-SN — MQTT-S / MQTT-SN

e MQTT-SN stands for MQTT for Sensor Networks.
MQTT-SN &T quT &7 MQTT for Sensor Networks &

e MQTT-SN is designed especially for wireless sensor networks and
constrained devices.
MQTT-SN 399 &9 & Wireless Sensor Networks 3iR HifAd &7a7dr arer
Devices & ToIT ST 34T B

e Older material may also refer to it as MQTT-S.
Rt Material H 38 MQTT-S 81 gl ST TehcTT & |

| Designed For — fehdeh foT sieTram arm &2
e Low-Power Devices

e Low-Cost Devices
e Sensor Networks
e Constrained Wireless Networks

Advantages of MQTT — MQTT & oI

e Lightweight — ge<hl
e Easy to Implement — ©ITd] &hIaAT 3THTS
e Low Bandwidth Usage — & Bandwidth 393147
e Low Power Consumption — && Fall @9d
e Suitable for Unreliable Networks — 3172 Networks & foiw 3gtsf
e Efficient Data Distribution — DR Data Distribution
e Good for Repeated Data — SR-X #ST SiTet dTel Data o folT 39190
e Good for Irregular Data Sending — 31/aafAd Data Sending & forw 3uaiefY
e Useful for Real-Time Monitoring — Real-Time Monitoring & felt 3gq1af
e Suitable for Sensor Data — Sensor Data & felT 3TgeFd
e Decouples Publisher and Subscriber — Publisher 3{R Subscriber T Irer
[GEEGIRCCCI)
| Disadvantages of MQTT — MQTT &1 HiHTC

e Not designed for heavy multimedia transfer.

$RT Multimedia Transfer & foIT Design =81 fhar I=T & |

e Large photos are not its main use case.

31 Photos SHeRT HET 39ATT 7181 & |
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Video transfer is not its main purpose.

Video Transfer SHHT HET 3¢erT =61 &
Audio-file transfer is not its main purpose.
Audio File Transfer S8 &I 36¢T 61 &

Broker becomes an important central component.
Broker Teh HgcaquT Central Component T STl & |

Correct security configuration is required.
T Security Configuration 37Taed g |

| Common Ports — 1A Ports

Protocol — Port —

gelenlol qre
MQTT 1883
MQTT over TLS 8883

TLS stands for Transport Layer Security.
TLS & qUT §9 Transport Layer Security &

XMPP - Extensible Messaging and Presence Protocol —
TFEC AT HATSIT U Uoled Uictahiel

e XMPP stands for Extensible Messaging and Presence Protocol.
XMPP & quT &9 Extensible Messaging and Presence Protocol &1

e XMPP is an open communication protocol designed for real-time messaging
and presence information.
XMPP & Open Communication Protocol & f&& Real-Time Messaging 3iX
Presence Information & foIT ST I=>4T £

e Presence means information such as Online, Offline, Available or Busy.
Presence & dica¥ User & Online, Offline, Available a1 Busy glsf oiaT
SRR T &

| Simple Concept — Tl TR

e XMPP — Real-Time Chat + Messaging + Presence
XMPP — Real-Time Chat + Messaging + User Status

| When is XMPP Used? — XMPP &7 39T & ThaT STAT 82

e Real-Time Messaging
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e Chat or Group Chat

e Online/Offline Presence

e Multi-User Communication

e \oice or Video Features integrated with communication systems

Why is XMPP Used? — XMPP &7 39197 &1 [haT ST 872

e Instant Messaging

e Presence Information

e Group Chat

e Message Exchange

e Multi-User Communication

e \/oice/Video-related Communication Systems

| Communication Model of XMPP — XMPP T HIRX AlSd

e XMPP can support Publish-Subscribe mechanisms through extensions.
XMPP Extensions T Hg—IdT ¥ Publish-Subscribe Mechanism I Support
L FhdT g
| Simplified Working — el shrIYoTTell
e Sender sends a message.
Sender Message STdT &1

e XMPP Server receives the message.
XMPP Server Message 9Tcd sh{dl gl

e Server identifies and manages users.
Server Users @7 9gdTel 3k Management T & |

e Server forwards the message.

Server Message oI 3173l 7T & |

e Receiver receives it.
Receiver Message 9Tcd aXdT g |

e Flow: Sender — XMPP Server — Receiver
gdrg: Sender — XMPP Server — Receiver

e Simplified Pub-Sub Flow: Publisher — Server — Subscriber
YT Pub-Sub 9drg: Publisher — Server — Subscriber

Where is XMPP Used? — XMPP gl 39197 giar g2

e Instant Messaging
e Multi-Party Chat
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e Voice Communication Systems

e Video Communication Systems

e Online Gaming

e News/Notification Services

e \/oIP Applications

¢ \VoIP stands for Voice over Internet Protocol.
VolP T quT §9 Voice over Internet Protocol g1

Examples Mentioned in the Notes — Notes & ST 1T 3¢1g0T

e Google Talk
e \WhatsApp

Important Note — HgcaquT #Alc

e Google Talk historically used XMPP.
Google Talk =T ¥fagT @ &7 & XMPP &7 39314 fohar 27|

e WhatsApp has historically used technologies influenced by or derived from
XMPP concepts, but it should not be treated as a standard modern XMPP
implementation.

WhatsApp =1 ¥fdgii@s &7 & XMPP & 9811fdd Technologies T 393147
foram 8, oifehet 58 3T Standard XMPP Implementation €t HTAT STTeT

By
| Advantages of XMPP — XMPP & ol

e Easy Addressing: XMPP uses unique addresses for users or devices.
34T Addressing: XMPP Users 3T Devices & foIT Unique Addresses &1
3UINT FAT &

e Publish-Subscribe Support: Extensions can support one-to-many message
distribution.

Publish-Subscribe Support: Extensions One-to-Many Message Distribution
&I Support S ehal g

e Real-Time Communication: Supports instant message exchange.
Real-Time Communication: dcehTel Message Exchange T Support Sidr g

e Open and Extensible: It can be extended for different communication
requirements.

Open and Extensible: 3TeleT-37eleT Communication Requirements & folt 3@
Extend THaT ST T g
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Disadvantages of XMPP — XMPP &1 HtATT

e XML messages can create more overhead.
XML Messages 31f&a Overhead 3¢T X Tohd g |

e Message size can become larger.
Message Size 3T & ehdT ¢ |

e Larger messages consume more bandwidth.

93 Messages 31T Bandwidth 3T 393197 d & |

e Resource usage can be higher than lightweight IoT protocols.
Lightweight loT Protocols T Tefell # Resource Usage 3iTeieh 81 Hehcll |

e QoS behaviour differs from MQTT.
QoS Behaviour MQTT & 37197 &1 ehdT & |

e QoS stands for Quality of Service.
QoS T uT & Quality of Service &1

e XML stands for Extensible Markup Language.
XML T quT &9 Extensible Markup Language &1

Clarification — TIs&IehIoT

e It is better to say XMPP has different QoS and delivery mechanisms rather
than saying it has absolutely “no QoS”.
Tg gl 3fes TgT & fob XMPP & QoS 3R Delivery Mechanisms 37e14T g,
ST g gl o foh 3T faeshel QoS =TEl B
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| loT — MCQ Set 10

Q1. Which layer does CoAP belong to?

CoAP {&H Layer & e §?

A. Network Layer / sieas IRd

B. Application Layer / 39217 9Xc
C. Transport Layer / 9Rage T

D. Data Link Layer / 32T foiss IR

Q2. What does CoAP stand for?

COAP & JUT &9 &7 §?

A. Constrained Application Protocol / &¥¢e3s TfCaIeharsT Felehicl

B. Connected Application Process / #id¢s TTColeh2lel HI8H

C. Control Access Protocol / eidl T Felehicl

D. Communication Application Process / F#gaehele TCaehelet Wad

Q3. Which communication model is mainly used by CoAP?

CoAP H&I &Y ¥ fhd Communication Model &7 3U14T el 62

A. Publish-Subscribe Model / 9fsaT-edshisd Al
B. Push-Pull Model / 31-9e Aol

C. Exclusive Pair Model / TsFaeFo[{fd YT AlS

D. Request-Response Model / {1t fshar Alser

Q4. Which Transport Layer protocol is generally used by CoAP?

CoAP T@THIA: fd Transport Layer Protocol & 393137 il &7

A.TCP

B. HTTP
C.UDP

D. Ethernet

| Q5. Why is UDP suitable for COAP?

UDP CoAP & faT 3uged 31 §?
A. It has low overhead and does not require a permanent connection / SH&H

Overhead & gIaT § 3 TAR Connection &Y 31TaAHdT =T8T &ldT
B. It requires more bandwidth / 343 37T Bandwidth T 3TaeTehdr gidt &

C. It is designed mainly for video transfer / Ig H&I &9 & Video Transfer &
OT g I=AT B

D. It always requires a persistent connection / 393 §H2IT Persistent
Connection 3TaJ glaT &

Q6. What is the non-secure port number of COAP?

CoAP &T Non-Secure Port Number 3T §?
A. 1883
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B. 5683
C. 8883
D. 443

Q7. What is the secure port number of CoAP?

COAP &7 Secure Port Number &7 §?
A. 5671
B. 443
C. 5269
D. 5684

Q8. Which CoAP method is used to read or get data?

CoAP #H Data 9Tcd IT UgdT o ToI¥ fhd Method T 39197 AT SATAT §72
A. GET / 3T 9red el
B. POST / 3T &afar
C. PUT / 3T 319s¢ T
D. DELETE / ST ger=T

Q9. Which CoAP method is used to update or replace data?

CoAP # Data &I Update IT Replace sl o ToIT fod@ Method T 393197
o STar g2

A. DELETE

B. GET

C. PUT

D. POST

Q10. Which is an advantage of CoOAP?

fAFATITRT H A hisT COAP T Teh oITH g2

A. It is ideal for heavy multimedia transfer / Ig #1¥I Multimedia Transfer &
forT 3meeT &

B. It uses less power and small packet sizes / Ig & FalT 3R BI¢ Packet
Size T 3T FAT &

C. It always requires large network resources / 38 gH2IT §3 Network
Resources I 3Td2Tehdl glal §

D. It works only on high-power devices / Ig &ddl High-Power Devices U
F AT &

Q11. Which is a limitation of CoOAP?

fefof@d 7 @ i CoAP & teh HiAT 5?2
A. UDP does not provide TCP-like reliability by default / UDP f3®%ice 9 &
TCP 34 Reliability SeTeT &1 dT
B. It cannot work with sensors / Jg Sensors & TTY & sTa] Y Tehdl
C. It cannot use IP networks / Ig IP Networks &l 3UAV3T sTe] hi Thdl
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D. It does npt support Request-Response / I Request-Response &I
Support FgT AT

Q12. Which feature can CoAP use to provide additional reliability?

CoAP 31faR&d Reliability & foIT foha Feature T 39T X HehdlT 672

A. Broker Messages / SiTehT T2l

B. Topic Subscription / EiTe HedTsheerd

C. Confirmable Messages / JScehoT Q13 HA
D. Persistent TCP only / %de Persistent TCP

Q13. What does MQTT stand for?
MQTT T qUT &9 T 52

A. Machine Query Telemetry Transfer / #F2fleT FAI CATHLT TRAHT

B. Message Queuing Telemetry Transport / #3sT T CollAcT TAGIC
C. Message Quality Transfer Technology / H8S FTfoIeT AW CFATaloIT

D. Machine Queue Transmission Technology / #2eT & SHTARNST ersiteliail
’ Q14. Which communication model is used by MQTT?

MQTT &8 Communication Model T 39131 AT &2

A. Request-Response Model / 3/aRIE-9ashaT ATSel
B. Exclusive Pair Model / Tareaefad 9K #isal

C. Push-Pull Model / 9oI-9ef #HSol

D. Publish-Subscribe Model / gfcaer-gsgshiss Aisd

| Q15. What is the role of a Broker in MQTT?

MQTT & Broker &l FIT 1Y §?
A. It receives messages from Publishers and distributes them to
Subscribers / I Publishers & Messages cd & Subscribers d& 9gdrdr g
B. It only collects temperature data / g dhdol 9T Data THIT AT
C. It replaces all IoT Sensors / I8 @3 loT Sensors F g ¢l &
D. It acts only as a network cable / Ig def Network Cable &7 dRg ST T

3
Q16. What is a Topic in MQTT?
MQTT & Topic T &IdT £ ?
A. A physical sensor / Ts #ifde Sensor

B. A secure port number / T faTd Port Number
C. A named communication channel used to organize messages /

Messages I TATEUT el oh foIT IYITIT fohdT 1=t aTelT aATfdd Communication

Channel
D. A type of hardware board / Teh Y&X sl Hardware Board
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| Q17. What is the correct MQTT communication flow?

MQTT T &I Communication Flow &hi-aT g?
A. Subscriber — Broker — Publisher — Topic
B. Publisher — Topic — Broker — Subscriber
C. Broker — Sensor — Publisher — Server
D. Client —» Request — Server — Response

| Q18. What is the non-secure port number of MQTT?

MQTT a7 Non-Secure Port Number &7 §?

A. 1883
B. 5683
C. 5222
D. 5672

| Q19. What is the secure port number of MQTT over TLS?

MQTT over TLS &T Secure Port Number &7 §?

A. 5269
B. 5684
C. 443

D. 8883

Q20. What does TLS stand for?
TLS &7 qUT &9 37 §7?

A. Transfer Layer Service / THHW oK Afad

B. Transport Layer Security / T/@9Ie o {aaiReEr
C. Telemetry Link Security / ColTa<T e AFaiRer

D. Transmission Layer System / TATAIT ol IR ATca

Q21. Which statement about MQTT is correct?

MQTT o S1X H ohleT-HT YT Ll 8?2
A. It is mainly designed for large video files / Ig H&T &9 & 3 Video Files &
T ST T g

B. It requires very high bandwidth / 38 agd 31T Bandwidth T 3TaeTehdr
glcT &

C. It is useful for repeated small messages and real-time monitoring / g
IR-SR Hol ST aTel BIc Messages 31X Real-Time Monitoring & foiv 3uaiefr g
D. It cannot work on battery-powered devices / g Battery-Powered
Devices 9T & 18T &Y ehdT

Q22. What does MQTT-SN stand for?
MQTT-SN &1 q0T &9 T 52

A. MQTT for Sensor Networks /| &8 sicdsh & oIt MQTT
B. MQTT for Secure Networks / gXfaid Jcdasd & T MQTT
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C. MQTT for Server Nodes / T 15 & oIt MQTT
D. MQTT for Smart Networking / THIC sicafaer & folt MQTT

Q23. Which statement describes Asynchronous Messaging in MQTT?

MQTT & Asynchronous Messaging T 3727 a1 §?
A. All participants must act at exactly the same time / @3 Participants &I
fSrcepel Teh €1 HHAY I H1 AT AT §
B. Only the Broker can send messages / %dd Broker Messages < H&dT &
C. Communication happens only without a network / Communication &ae

Network & f9aTglar &
D. All participants do not need to act at exactly the same time / Y
Participants T fdehel T &7 THT W Active glT AT 16T &

Q24. What does XMPP stand for?

XMPP &7 90T &9 T 52

A. Extended Message Processing Protocol / Taa¢ss Has MATHT Hieieiel
B. Extensible Messaging and Presence Protocol / TaEaadl HA TS Us
Yol Hlcthiel

C. External Messaging and Packet Protocol / TsaieaTel AT U3 Yehe

D. Extensible Machine Processing Protocol / Toec faeer 72T grafdier
gicteniel

Q25. What does Presence mean in XMPP?

XMPP & Presence &T &1 37 §7?
A. Information such as Online, Offline, Available or Busy / Online, Offline,
Available I1 Busy ST&T fEAfa &hT SiTeehiT
B. The physical location of a server only / %de Server &1 Hifds T
C. The size of a message packet / Message Packet =T 3TshIX
D. The number of ports in a network / Network 3 Ports & &&ar

Q26. What are the common port numbers of XMPP according to the
given table?
feT aTT Table & 31T XMPP & HTH-F Port Numbers 3T &7?

A. 1883 and 8883 / 1883 3ilY 8883
B. 80 and 443 / 80 3iX 443

C. 5222 and 5269 / 5222 3iX 5269
D. 5683 and 5684 / 5683 3T 5684

Q27. Which is a major advantage of XMPP?

fAEAfaf&d & @ ST XMPP &7 985E 187 §2

A. It can only work offline / Tg &de Offline T FT ThdT &
B. It supports real-time messaging and presence information / Jg
Real-Time Messaging 31X Presence Information &' Support S{dT g
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C. It always uses very small binary packets / Ig gH2IT a5 B¢ Binary
Packets &T 393137 T &

D. It cannot support group communication / Ig Group Communication Ca)
Support T¢I X ehdT

Q28. Why can XMPP use more bandwidth than lightweight loT
protocols?

XMPP Lightweight loT Protocols &I JefelT # 3if@% Bandwidth T 3931T
T ThT 72
A. XML messages can be larger and create more overhead / XML Messages
g9 gl Tahd g 31X 3178 Overhead YT X Thd &
B. It does not send messages / Ig Messages AeT AoTdr
C. It always uses video files / Ig §H2IT Video Files &7 393197 T &
D. It Véorks only with wired networks / Ig Fad Wired Networks & AT
Il

Q29. Which pair correctly matches a protocol with its layer?

hioT-4T SITST Protocol T 3&T Hgr Layer & fATAT §72
A. UDP — Network Layer / UDP — sicash RRd
B. IPv6 — Transport Layer / IPv6 — 9RdgsT IR
C. MQTT — Data Link Layer / MQTT — 3eT foleh IRa
D. Ethernet — Data Link Layer / Ethernet — 3¢T foleh TR

Q30. Which statement correctly matches the protocol with its layer and
ports?

IT-AT ST Protocol &I 3T TET Layer 3 Ports & fAATAT §72

A. CoAP — Transport Layer — 1883/8883 / CoOAP — IRdgsl IRd —
1883/8883

B. XMPP — Network Layer — 80/443 /| XMPP — =icdsh 93d — 80/443

C. AMQP — Application Layer — 5672/5671 /| AMQP — 3-1?:ID'§R?I’I?T W —
5672/5671

D. IPv4 — Application Layer — 5683/5684 / IPv4 — 37o]919T TRl —
5683/5684

Answer Key / 3T il
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WebSocket — dadIhc

e WebSocket is a communication protocol that provides a persistent two-way
communication channel between a Client and Server.
WebSocket T Communication Protocol § ST Client 31T Server & S
oTITAR el Iga1 drell Two-Way Communication Channel 9¢TeT T gl

e Once the connection is established, both Client and Server can send data
without repeatedly opening a new connection.
Tah g Connection &1 SiTe & §T¢ Client 31X Server SR-8R 4T
Connection 11T 9T Data A< Thd ¢ |

| Simple Concept — Tl TR

e WebSocket — Fast + Continuous + Two-Way Communication
WebSocket — AT + SRTTAR + &1-d<®I Communication

When is WebSocket Used? — WebSocket &7 3917 she fhdT SITAT
g7

e When Real-Time Data is required.
ST Real-Time Data & 37Ta23ehdT &l |

e When both Client and Server need to send data.

& Client 31T Server &A1 &I Data AT &1

e When a continuous connection is required.
STd Continuous Connection T 3Ta2TehdT &l |

e \When low communication delay is important.
oI &hH Communication Delay WEF\UT gl

e When Browser and Server need instant updates.
39 Browser 3iR Server & €19 dealel Updates g T &1

Communication Model of WebSocket — WebSocket &l TR HAISd

e WebSocket uses Full-Duplex Communication between two endpoints.
WebSocket & Endpoints & & Full-Duplex Communication Y&Tel &dr g |

e Full-Duplex means both sides can send and receive data simultaneously.
Full-Duplex @ 3791 & o SI4T Sides T &1 I X Data 37 3R gread aX
Fehcil & |

| Working — sR&IoTTelt

e Client requests a WebSocket connection.

Client WebSocket Connection & T Request T &1

e Server accepts the connection.
Server Connection T AT g |
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e Connection remains open.
Connection Yell Tl gl

e Client can send data anytime.
Client TdT 8f @& Data #T Thdr g |

e Server can also send data anytime.
Server Y TRAT Y AT Data AT GohdT &1

e Flow: Client 2 Server
9drg: Client 2 Server

Underlying Protocol of WebSocket — WebSocket T TR
Protocol

e WebSocket normally operates over TCP — Transmission Control Protocol.
WebSocket @THTIT: TCP — Transmission Control Protocol 9¥ &1 &dT g |

| Common Schemes and Ports — TTHTT Schemes 3iX Ports

Scheme — Meaning — 315 Common Port — dATATT
e 9 Port
ws WebSocket 80
wes Secure WebSocket — FX&Td 443
WebSocket

Where is WebSocket Used? — WebSocket gl 39197 gIdr §?

e \Web Browsers

e \Web Servers

e Chat Applications

e Live Dashboards

e Online Gaming

e Client Applications

e Server Applications

e Real-Time loT Dashboards

WebSocket and HTML5 — WebSocket 3k HTML5

e The supplied notes associate WebSocket with the HTML5 browser
environment.
f&T 31T Notes WebSocket I HTML5 Browser Environment & Siigd g |

e HTML stands for HyperText Markup Language.
HTML &7 quT &9 HyperText Markup Language g1
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e WebSocket itself is a Web communication protocol, while browsers provide a
WebSocket API for applications.
WebSocket TaI T Web Communication Protocol &, S&fe Browsers
Applications & WebSocket AP| 39eletT a1 & |

Advantages of WebSocket — WebSocket & &T8T

e Full-Duplex Communication: Both sides can send and receive data.
Full-Duplex Communication: &t Sides Data 35T 3R 9rcd & el 6 |

e Immediate Data Transfer: Messages can be delivered without waiting for a
new HTTP Request.
Immediate Data Transfer: 7T HTTP Request [T f8=T Messages & ST
g & |

e Persistent Connection: The connection remains open.
Persistent Connection: Connection Yell TedT gl

e Lower Repeated HTTP Overhead: Repeated HTTP connection setup is
reduced.
%# Repeated HTTP Overhead: §R-8X HTTP Connection Setup &T
HTIRIHAT FH g ¢

e Suitable for Real-Time Applications.
Real-Time Applications & fIT 3uged g

Disadvantages of WebSocket — WebSocket &I AT

e Browser or Client must support WebSocket.
Browser IT Client 3 WebSocket Support gl<IT a@1fgU|

e Persistent connections consume server resources.
ISElIGGIEY Eﬁf Connections Server Resources T 39T i %*I

e Security must be configured properly.
Security &I Tgl YR ¥ Configure FIT 3T g |

e Connection management is more complex than simple HTTP
Request-Response.
Connection Management @THT HTTP Request-Response T defell H
I ST B

e Itis unnecessary for applications that need only occasional

Request-Response communication.
hdd hH-HHT Request-Response Communication aTell Applications #H 3&eht

3TaeIhdT Tal gl
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DDS - Data Distribution Service — 3T fS¥Isg2r Aidd

e DDS stands for Data Distribution Service.
DDS T quT &9 Data Distribution Service 1

e DDS is a real-time data communication standard designed for
high-performance distributed systems.
DDS Ta Real-Time Data Communication Standard g o9& High-Performance
Distributed Systems o [T ST IRAT & |

e Itis used where many systems require reliable, scalable and low-latency
data exchange.
SHRT 3TN TGT TohT SITT § T8l s Systems T Reliable, Scalable 3iR
Low-Latency Data Exchange &7 3Ta2IehdT glcl & |

e DDS is standardized by OMG — Object Management Group.
DDS &I OMG — Object Management Group ¢dRT Standardize fhar T B

| Simple Concept — Tl THURUT

e DDS — Real-Time + High Performance + Scalable Communication
DDS — Real-Time + High Performance + &3 Ta¥ 9 Communication

| When is DDS Used? — DDS T 39197 &hd [ohT SATAT &2

e Real-Time Data is required.

e Low Latency is important.

e High Performance is required.

e Multiple Devices need Data.

e | arge Distributed Systems are used.

e Reliable Data Distribution is important.

| Communication Model of DDS — DDS &l §4IR HAlSd

e DDS mainly uses a Data-Centric Publish-Subscribe Model.
DDS H&T &9 & Data-Centric Publish-Subscribe Model 3T 39J1T T & |

| Working — srigoTrelt
e Publisher creates a Topic.
Publisher Topic S=TdT &

e Publisher produces Data.
Publisher Data STl g |

e Subscriber subscribes to the Topic.
Subscriber Topic &I Subscribe T &1
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e DDS Middleware distributes matching Data.
DDS Middleware @&f&rd Data T Distribute dT & |

e Subscriber receives the Data.
Subscriber Data 9rcd &dT g |

e Flow: Publisher — Topic / DDS Infrastructure — Subscriber
9drg: Publisher — Topic / DDS Infrastructure — Subscriber

Where is DDS Used? — DDS &gl 39137 giar £7?

e Aerospace

e Defence

e |loT

e Industrial Automation
e Healthcare

e Transportation

e Energy Systems

e Smart Cities

e lloT stands for Industrial Internet of Things.
lloT T qoT &7 Industrial Internet of Things ¥

Applications of DDS — DDS & 3193t

e Financial Trading
e Air Traffic Control
e Smart Grid Management
e Big Data Systems
e Mission-Critical Systems

e Industrial Control

Advantages of DDS — DDS o olT1

e Handles communication complexity.
Communication Complexity & Manage &dT g |

e Reduces developer effort.
Developer &l 1 &H F hdTl g

e Low Latency.
% Delay|

e High Throughput.
3Td Throughput|
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e Scalable.

g9 AT 9T 39T A9y |

e Real-Time Communication.
Real-Time Communication|

¢ Reliable Communication.
Reliable Communication|

e Supports distributed systems.
Distributed Systems & Support #dT g |

e Suitable for high-performance applications.
High-Performance Applications & eIt 3uged &

e Can integrate edge/smart devices and larger systems.
Edge/Smart Devices @I 85 Systems & &1 Integrate X ehdT & |

e Throughput means the amount of data successfully transferred in a given
period.
Throughput & 319 fRdT AT TAT 7 Fhed aeh Transfer fhT 31T Data
ST AATE

Disadvantages of DDS — DDS &I E#HTT

e More complex than MQTT.
MQTT T Jelell # 3ifeIeh Siieel &1

e Can be heavyweight for very small embedded systems.

9gd I Embedded Systems & forw sTRY &1 FheT &

e Implementation may require more resources.

Implementation & foIT 318 Resources $I 3TaThdT & Tohai! ¢

e May consume more bandwidth than lightweight messaging protocols.
Lightweight Messaging Protocols & JefelT # 31f& Bandwidth 3T21aT T
GhdT g

e Configuration can be complex.

Configuration STfeel & Tehall g1
| Clarification — TISEIeh{0T

e The statement “DDS does not support Web Services” should not be treated
as a universal limitation.
“DDS Web Services @I Support sTgT idl” @I Universal Limitation sTgT HTeTelT
1R

e DDS and Web-based systems can be integrated using suitable gateways or
middleware.
DDS 3iR Web-Based Systems @I 3Id Gateways a1 Middleware & Tgradr
 Integrate fhaT ST har gl
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AMQP - Advanced Message Queuing Protocol — Usdl&s
QST FGIT elehiel
e AMQP stands for Advanced Message Queuing Protocol.
AMQP & 9uT &9 Advanced Message Queuing Protocol &
e AMQP is an open messaging standard designed for reliable and
interoperable message exchange.
AMQP T& Open Messaging Standard & [ Reliable 3iX Interoperable
Message Exchange & oIt ST 37 £
e Interoperable means different systems can communicate using a common
standard.

Interoperable T 3727 & f& 3TeT3T-37e1eT Systems T Common Standard &t
TEIdr & Communication &Y Th |

| Simple Concept — Tl 3ITYUROT

e AMQP — Secure + Reliable + Queue-Based Messaging
AMQP — FfeTe + faead=iar + Queue-Based Messaging

| Why is AMQP Used? — AMQP &Rl 39197 AT foham ST 82

e Reliable Message Delivery

e Enterprise/Business Messaging

e Secure Messaging

e Message Queues

e Messages processed at different times

e Communication between different software systems

Communication Model of AMQP — AMQP T TR ATSdl

e AMQP supports Broker-Based Messaging and can support both
Publish-Subscribe and Queue-Based communication.
AMQP Broker-Based Messaging &I Support T ¢ 3iIX Publish-Subscribe
JUT Queue-Based Communication AT 3 IGT AT ST HehdT g

| Working — srigoTTell

e Producer/Publisher sends a Message.
Producer/Publisher Message ®<dT gl

e Broker receives the Message.
Broker Message 9Tcd & ¢ |
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e Message may be routed to a Queue.
Message &I Queue H Route ThIT ST AohdT g1

e Queue stores the Message.
Queue Message & Store FIT g1

e Consumer/Subscriber receives the Message.
Consumer/Subscriber Message 9Tcd T & |

e Flow: Producer — Broker/Exchange — Queue — Consumer
9dTg: Producer — Broker/Exchange — Queue — Consumer

Where is AMQP Used? — AMQP gl 393197 giar g?

e Banking Systems

e Transaction Messages

e E-Commerce Orders

e Payments

e Delivery Updates

e Stock Trading Applications
e Company HR Systems

e Sales Systems

e Billing Systems

e |oT Backend Systems

e HR stands for Human Resources.
HR & quT 9 Human Resources &

Features of AMQP — AMQP &I fa2vare

e Open Standard

e Asynchronous Messaging

e Reliable Message Delivery

e Queue-Based Messaging

e Interoperability

e Security Support

e \Works across different software platforms
e Supports QoS-like delivery controls

e \Wire-Level Protocol

e A Wire-Level Protocol defines how data is represented and transmitted over
a network.
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Wire-Level Protocol Ig faeTRa tar & f Network 9¥ Data f&d Format &
Represent 3R Transmit foham STTeTm|

Advantages of AMQP — AMQP & &TH

e Reliable Message Delivery

e Publish-Subscribe Support

e Queue-Based Messaging

e Good Interoperability

e Enterprise-Grade Messaging

e Different Systems can communicate

e Messages can be stored in Queues

e Security mechanisms can be used

Disadvantages of AMQP — AMQP &1 HHTT

More complex than MQTT.
MQTT et JelelT # 3ifeIeh STieel &1

Heavier than MQTT.
MQTT &I Jefelr & 3{feeh Heavy ¢
More memory and processing may be required.

3181 Memory 31X Processing & 3TaeTehdT & el &

Not ideal for extremely small loT devices.

a5 ©I¢ loT Devices & ToIT 3T 78T &1

Setup and configuration can be complex.

Setup 3{X Configuration Sifeer & T gl

Compatibility can depend on protocol versions and implementations.
Compatibility Protocol Version 31 Implementation T {3 &Y Jehdt &1

Common Ports — dATATT Ports

Protocol — Port —

Siciehlel qie
AMQP 5672

AMQP over TLS 5671
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| loT — MCQ Set 11

Q1. What is WebSocket?

WebSocket &1 £?
A. A protocol used only for file storage / %de File Storage & ToIT 3914 glat
drelT Protocol

B. A protocol that provides persistent two-way communication between
Client and Server / Client 3{IX Server & &I o9l Two-Way Communication
UGlel Sl dTell Protocol

C. A protocol used only for email / del Email & o7 393197 gl dTell
Protocol

D. A protocol used only for hardware communication / del Hardware
Communication & foIT 393197 g1 a1 Protocol
Q2. Which communication type is provided by WebSocket?

WebSocket T8 YR &7 Communication Y&l &{dT 8?2
A. Full-Duplex Communication / 90T gfafger §ar
B. One-Way Communication / Te-g2fir §aR
C. Offline Communication / 33T TAR
D. Queue-Only Communication / de Queue 3TTRT TAR

Q3. What does Full-Duplex mean in WebSocket?

WebSocket & Full-Duplex T &7 31 §?
A. Only the Client can send data / hddl Client Data #5T OhdT &

B. Only the Server can send data / do Server Data {57 JahdT ¢

C. Both sides can send and receive. data at the same time / @17 Sides T &r
AT 9 Data #<7 3R 9cd X Thell &
D. Data can only be stored / Data sdcf Store [T ST IohdT &

Q4. Which protocol does WebSocket normally operate over?

WebSocket GTHTId: [T Protocol I SRy {dr g7
A. UDP
B. IPv6
C. MQTT
D. TCP

Q5. What is the common port of the ws WebSocket scheme?

ws WebSocket Scheme &T GrHTT Port &hi7-ar §?
A. 80
B. 443
C. 1883
D. 5683
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Q6. What is the common port of Secure WebSocket (wss)?

Secure WebSocket (wss) &T A1HT Port hiT-aT 8§?

A. 5671
B. 443

C. 5684
D. 8883

Q7. When is WebSocket especially useful?

WebSocket [3AY &9 & &ha 39190 giar g2

A. When only occasional Request-Response is required / ST shddl haT-ahaft
Request-Response &1 3TaTeHdT &

B. When no network connection is available / ST§ Network Connection
39cTsY o gr

C. When real-time and continuous communication is required / S«
Real-Time 3R Continuous Communication I 3Ta2JeraT &r

D. When only files need to be stored / S« hddl Files Store F=T &f

Q8. Which of the following is a suitable use of WebSocket?

fFafaf@d # @ Sl WebSocket T 3Ugerd 34T §?

A. Static document printing / T£2X Document Printing
B. Offline text editing / Offline Text Editing

C. File compression only / &dd File Compression

D. Live Dashboards / @189 S2€15

Q9. Which statement about a WebSocket connection is correct?

WebSocket Connection & SR & hid-OT 2T Jal &2

A. The connection remains open after it is established / Connection §s1a1 &
de, Goll Tl &

B. A new connection must be created for every message / 9cd& Message &
fIT 57T Connection SATAT ST &

C. Only the Server can maintain the connection / ae Server Connection
I Maintain T Jhdr g

D. The connection closes immediately after one message / T& Message &
§Te Connection TR §¢ &1 SITel &

Q10. Which is a limitation of WebSocket?
Aeafof@a & & #i WebSocket &7 teh AT 5?2

A. It cannot support real-time communication / Ig Real-Time
Communication &I Support &I T

B. Persistent connections consume server resources / odTdX E_ﬁ
Connections Server Resources T 39319 ad &

C. It cannot provide two-way communication / Ig Two-Way Communication
el g T Hehell
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D. It works only without TCP / g &hdel TCP & o1 1 T &
| Q11. What does DDS stand for?

DDS T qUT &9 T 52
A. Digital Data System / [3fSicer 3e1 Reea
B. Distributed Device Service / f3&¢Isges fBarsy afdw
C. Data Distribution Service / 32T fS&eg2reT HidH
D. Data Delivery Standard / 3eT f3elladl €53

’ Q12. DDS is standardized by which organization?

DDS &I fohd HEUT GaRT Standardize 3T 31T §2
A. IEEE
B. IETF
C.W3C
D. OMG - Object Management Group / 3{Tssiere Hastae Jq

Q13. Which communication model is mainly used by DDS?

DDS H&T ¥9 # fd Communication Model T 3TI19T FcT &2
A. Data-Centric Publish-Subscribe Model / 3eT-dfgd afcarer-geashsd Asd
B. Request-Response Model / 3=0ra-gfafear Arsar
C. Exclusive Pair Model /Wﬁ‘q’ﬂ'ﬂ'{ ArseT
D. Push-Pull Model / 31-9e Aol

’ Q14. What is the correct basic flow of DDS?

DDS &7 Ig! Basic Flow shi-ar §?

A. Client —» Request — Server — Response

B. Publisher — Topic/DDS Infrastructure — Subscriber / Publisher —
Topic/DDS Infrastructure — Subscriber

C. Producer — Queue — Printer
D. Client 2 Server only / %de Client 2 Server

‘ Q15. DDS is especially suitable when which requirement is important?

DDS TaRIY &9 & &hel 39l BIcll 62

A. Only small offline applications / %ael BI¢ Offline Applications

B. Low-performance communication / ssH Performance dTell
Communication

C. Real-Time, low-latency and high-performance communication /
Real-Time, Low-Latency 3ik High-Performance Communication
D. Only basic file transfer / %de AT File Transfer

’ Q16. What does Throughput mean?

Throughput &7 &1 37 §?
A. The amount of data successfully transferred in a given period / fAfaa

HHY H Fheldqaeh Transfer T 37T Data & ATAT
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B. The delay before communication starts / Communication & glel & ggel
I Delay

C. The number of devices in a network / Network # Devices & T&IT

D. The physical size of a message / Message T Hifde 3R

’ Q17. Which of the following is an application area of DDS?

1T &d & & FieT DDS &7 T Application Area &2
A. Basic word processing / GTH-d Word Processing
B. Manual accounting / #37el I3 fear
C. Offline printing only / amr Offline Printing
D. Air Traffic Control / §aTs ITdTATA fag=oT

Q18. What does lloT stand for?

lloT =T quT &9 1 52

A. Integrated Internet of Technology / ¢3S Seac 3iTH CFATalol
B. Industrial Internet of Things / 33T sa?rd 3T e

C. Intelligent Internet of Tools / siﬁlﬁ? 32‘@'(5 A Tl

D. Internal Internet of Things / ¢{ad Sclaic 3TH fﬂw

Q19. Which is an advantage of DDS?

AT @d & @ it DDS T Ueh olTH §2

A. Low latency and high throughput / &3 Delay 31X 3T Throughput
B. It works only with one device / T8 &dd Ua Device & AT T FIAT &
C. It cannot support distributed systems / Ig Distributed Systems &I
Support TgT FdT

D. It is always simpler than MQTT / g 42T MQTT & TA 8T &

Q20. Which is a limitation of DDS?
rafaf@a & O i DDS &1 tes ArATE?

A. It cannot support real-time communication / Ig Real-Time
Communication &I Support TgI T
B. It cannot distribute data / Ig Data Distribute FgT T TehdT
C. It can be more complex and resource-heavy than MQTT / I8 MQTT &1
oot # 378 Sifeer 31N Resource-Heavy &1 ehell &
D. It cannot be used in large systems / 39T 391497 &5 Systems H =lg! ThaT
SIT HehdT

Q21. What does AMQP stand for?

AMQP T qUT &9 T 52
A. Advanced Machine Queue Protocol / TSar¥s HefisT g Hetehicl
B. Application Message Quality Protocol / TiCaTehersT HAST FaTfelel Hieiehiel
C. Automated Messaging Query Protocol / 3iici®es ST Fad Wershia
D. Advanced Message Queuing Protocol / TSai¥s ST #ggeT HIctehiol
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Q22. What is the main purpose of AMQP?
AMQP T HET 3ecT 1 72
A. Reliable and interoperable message exchange / a8 3R
Interoperable Message Exchange
B. Only video streaming / &ddl Video Streaming
C. Only sensor measurement / del Sensor Measurement
D. Only local file storage / &del Local File Storage

| Q23. What does Interoperable mean in AMQP?

AMQP # Interoperable T &7 37 §?
A. Only identical systems can communicate | el HHATT Systems
Communication & Thd &

B. Different systems can communicate using a common standard /
37eT9T-37e19T Systems Common Standard FT GgIdT & Communication
T &

C. Systems cannot exchange messages / Systems Messages Exchange #g1

& Tehd
D. Only hardware devices can communicate / shddl Hardware Devices
Communication & Thd g

’ Q24. Which communication styles can AMQP support?

AMQP el Communication Styles &I Support &Y ohdl 87?
A. Only Request-Response / sdel Request-Response
B. Only Exclusive Pair / Sddl Exclusive Pair
C. Publish-Subscribe and Queue-Based Communication /
Publish-Subscribe 31X Queue-Based Communication
D. Only one-way communication / ssadel One-Way Communication

’ Q25. What is the correct AMQP message flow?

AMQP =T HgI Message Flow &i-81 57
A. Producer — Broker/Exchange — Queue — Consumer
B. Client —» Request — Server — Client
C. Publisher — Sensor — Browser — User
D. Queue — Producer — Broker — Consumer

Q26. What is the function of a Queue in AMQP?
AMQP # Queue T FIT HRT §?

A. It permanently deletes messages / I8 Messages &I I &7 & Delete
ERGIN

B. It only creates users / Jg haof Users SAATAT &

C. It only manages passwords / Ig shdol Passwords Manage &l §

D. It stores messages until they are received or processed / Ig Messages
&I deg deh Store Al g 519 deb d Receive AT Process o g ST
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| Q27. What is the common non-secure port of AMQP?

AMQP T THT=T Non-Secure Port Sid-aT1 §?

A. 5683
B. 5672
C. 1883
D. 5222

| Q28. What is the common secure port of AMQP over TLS?

AMQP over TLS &7 IG1AT Secure Port &i-ar g?

A. 8883
B. 443

C. 5671
D. 5684

Q29. Which is a common use of AMQP?

rafaf@a & @ sia AMQP &1 GHT 393197 82

A. Banking and transaction messaging / dfher 31k Transaction Messaging
B. Measuring temperature only / shdel dT9&Tel HTIAT

C. Controlling a light sensor only / 3ad Light Sensor I d &ET

D. Offline document editing / Offline Document Editing

Q30. Which statement correctly compares WebSocket, DDS and
AMQP?

isT-AT HUT WebSocket, DDS 31X AMQP I HeT JeleT Il &2

A. WebSocket is mainly Queue-Based, DDS is Request-Response and
AMQP is only Full-Duplex / WebSocket &I &7 & Queue-Based, DDS
Request-Response 3k AMQP ae Full-Duplex ¥

B. WebSocket is mainly for offline messaging, DDS for file storage and
AMQP for sensor measurement / WebSocket Offline Messaging, DDS File
Storage 3R AMQP Sensor Measurement & folT &

C. All three protocols use exactly the same communication model / AT
Protocol fdeehel Us & Communication Model T 39319 X &

D. WebSocket supports persistent Full-Duplex communication, DDS uses
Data-Centric Publish-Subscribe, and AMQP supports reliable
Broker/Queue-Based messaging / WebSocket Persistent Full-Duplex
Communication &dT &, DDS Data-Centric Publish-Subscribe 3T 393137 (T &
3iR AMQP Reliable Broker/Queue-Based Messaging &I Support T ¢
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TCP - Transmission Control Protocol — &ALl shalel
e TCP stands for Transmission Control Protocol.

TCP &7 quT &9 Transmission Control Protocol g1

e TCP is a connection-oriented Transport Layer protocol designed for reliable
and ordered data transfer.
TCP Tah Connection-Oriented Transport Layer Protocol g To ¥ Reliable 3iX
Ordered Data Transfer & ToIT TT =47 & |

e TCP works together with IP in TCP/IP networks.
TCP, TCP/IP Networks # IP & ATY Ry hidT ¢ |

| Simple Concept — Tl ITYUROT

e TCP — Reliable + Ordered + Connection-Oriented
TCP — Taad«l1g + shaAsdey + Connection-Oriented

| When is TCP Used? — TCP &7 393197 &hd v ST 82

e Reliable Data Transfer is required.
e Correct Packet Order is required.
e Lost Data must be retransmitted.
e Delivery confirmation is important.

e Client-Server communication is used.

| Communication Model of TCP — TCP & HJR AlSd

e TCP is commonly used in Client-Server applications.
TCP H1AT=Td: Client-Server Applications & 39319T 8T & |

| Working — shRIoTTelt
e Client contacts Server.
Client Server & 9 T & |

e TCP establishes a Connection.
TCP Connection TATOT ST &1

e Data is divided into Segments.

Data @Y Segments H fasTard fonar SITar 1

e Segments are transmitted.

Segments S ST &
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e Receiver acknowledges received data.
Receiver 9Tcd Data &T Acknowledgement HTdT & |

e Lost data can be retransmitted.

@'ZIT§3-1T Data Y§RT AT 3T ehdT g |

e Connection is closed after communication.
Communication & §T& Connection ¢ &< f&ar ST &1

Where is TCP Used? — TCP gl 3UdNeT gidar g?

e \Web Browsing

e File Transfer

e Email

e Client-Server Applications

e Computer-to-Computer Communication
e Database Communication

e Reliable loT Applications
Features of TCP — TCP & falware

e Transport Layer Protocol

e Connection-Oriented

e Reliable

e Ordered Delivery

e Error Detection

® Retransmission

e Flow Control

e Congestion Control

e \Works with IP

e Sends Application Data as TCP Segments

Important Correction — Hgcaqul UR

e The statement “TCP is not suitable for IoT due to varying traffic patterns” is
too broad.
“TCP 10T & foIT 39 77¢T & gl Igof AT HYeT ¢

e TCP is used in many loT systems where reliability is important, but it can
have more overhead than UDP-based protocols.

TCP &3 loT Systems # 39191 g1dT & 181 Reliability #gcaquT glcT 8, oifaret
UDP-Based Protocols & Jef=T 7 $8eT Overhead 318 g1 Fehdl gl
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Advantages of TCP — TCP & ofTé7

e Reliable Transmission

e Correct Packet/Byte Ordering

e Lost Data Retransmission

e Duplicate Data Handling

e Error Detection

e Flow Control

e Congestion Control

e Suitable for Reliable Applications

e Supports communication between different systems

| Disadvantages of TCP — TCP &I @HTT

e More overhead than UDP.
UDP & JeteAT & 318 Overhead|

e Slower than UDP in many simple scenarios.
s T TEUfaaT 7 UDP & N #T &Y GehaT &1
e Connection setup is required.
Connection Setup 37TaeT & |

e Uses more resources.

3778 Resources &T 3UART AT &

e TCP itself is designed for unicast connections, not broadcast or multicast.
TCP HTT ¥9 A Unicast Connections & foT Design fear arar &, Broadcast ar
Multicast & ToIT AgT|

e May consume more battery in constrained loT devices.

AT 10T Devices & 31f8 Battery U197 X ehelT &

UDP - User Datagram Protocol — JGR SCTaITH Helehiel

e UDP stands for User Datagram Protocol.
UDP & quf &9 User Datagram Protocol &1

e UDP is a connectionless Transport Layer protocol used for fast and
low-latency communication.
UDP T& Connectionless Transport Layer Protocol & foi&err 3udier aat 31K
& Delay drel Communication & oIt fhar Srar g1

e It sends independent messages called Datagrams.
g Independent Messages HS1dT ¢ oleg¢ Datagrams gl ST g |
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e UDP does not establish a connection before sending data.

UDP Data #3laf & 9gel Connection TATTUT 78T shidT|
| Simple Concept — I3cl 3ITURUM

e UDP — Fast + Connectionless + Real-Time
UDP — dsT + Connectionless + Real-Time

| When is UDP Used? — UDP T 39197 & TohaT SATdT &2

e Fast Communication is needed.
e Small Data is transmitted.

e Some Data Loss is acceptable.
e Real-Time Voice is required.

e Real-Time Video is required.

e Very Low Latency is important.

Where is UDP Used? — UDP &gl 393137 giar £72

e \/oice Calls

e Video Calls

e \oIP

e Online Gaming

e Live Streaming

e Multimedia Applications

e DNS-type Small Queries

e Real-Time Sensor Communication

DNS stands for Domain Name System.
DNS T quT & Domain Name System &1

Features of UDP — UDP &I [a2iware

e Connectionless

e Transport Layer Protocol

e No Connection Setup

e No Built-In Acknowledgement
e No Built-In Retransmission

e No TCP-Style Flow Control

e Low Overhead
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e Faster than TCP in many applications
e Supports Broadcast

e Supports Multicast

e Datagrams are independent

Advantages of UDP — UDP & &lTH

e Fast Communication

e Low Latency

e Low Overhead

e Good for Real-Time Applications

e Broadcast Support

e Multicast Support

e Useful for Small Queries

e Suitable for Multimedia

e Suitable for Constrained Protocols such as CoAP

Disadvantages of UDP — UDP &I @AY

e Packet may be lost.
Packet @ T g |

e Packet may arrive more than once.
Packet Teh & 318 IR qg’u T gl
e Packets may arrive in a different order.
Packets Waﬂﬂrﬁ%ﬁrﬂaﬁ%l
¢ No built-in delivery confirmation.
Built-In Delivery Confirmation =TgT gIdT|
e No built-in retransmission.
Built-In Retransmission sTgT gidT|
e No TCP-style congestion control.
TCP ST Congestion Control 8T 8T

e Application may need to handle reliability itself.
Reliability 3T Application Level X H$Tel=IT U8 HehdT & |
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| TCP vs UDP — TCP 3iR UDP &I qeieft

Basis — 3TYX

Full Form — quT &9

Layer — oi3X
Connection —
FolaeleT
Reliability —
ICECLBIRGI
Speed — Ty
Order — s H

Lost Data — @IT 22T

Acknowledgement

— e
— el

Flow Control

shalel

A~

Congestlon Control
— For2leT el

Broadcast —
SITShIEC

Multicast —

HoclhlEe
Overhead — 311digs

Best For — aad
U

S

Examples — 3cTgI0T

TCP

Transmission Control
Protocol — grafaele
helel FIciahlel

Transport Layer —

Connection-Oriented —

A2l TATT AT
High — 3=

Generally Slower —
AT : AT

Maintained — shH dTT
WA g

Retransmitted — IaRT
AT SATAT &

Yes — &l

Yes — &l

Yes — &l

No — sTar

No — gl
Higher — 31f8I&
Reliable Data —
faea@-A1ar Data

Web, Email, File
Transfer

UDP

User Datagram Protocol —

o STIATH HIeehiel

Transport Layer — rA9IE
S0y

Connectionless — qg@r
helerelel TUTU gl hdl

No Built-In Guarantee —

AT TR AT

Generally Faster —
AT ool

Not Guaranteed — & &I
RN T8l
Not Automatically

Retransmitted — &dd:
MEINGRESIREIGIH

No Built-In ACK —

3rafafega ACK sT&t
No — 1&gl

No TCP-Style Control —
TCP 34T Control #g!

Yes — &1
Yes — &l
Lower — & H

Real-Time / Low-Latency
Data — Real-Time / &#H
Delay dTell Data

Calls, Streaming, Gaming,
CoAP
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HTTP — HyperText Transfer Protocol — g8ic¢aie S
YIciehlel
e HTTP stands for HyperText Transfer Protocol.
HTTP T quT &9 HyperText Transfer Protocol &1

e HTTP is an Application Layer protocol used to exchange Web resources
between Clients and Servers.
HTTP T& Application Layer Protocol § To&eT 3914T Clients 3X Servers &
& Web Resources & TETA-9ETT & ToIT fonar ST &

e HTTP follows the Request-Response Model.
HTTP Request-Response Model &T 39T T & |

| Simple Concept — Tl 3ITYUROT

e HTTP — Web Communication + Request-Response
HTTP — Web Communication + Request-Response

| When is HTTP Used? — HTTP &I 393197 & [T SATAT 82

e \Web Communication
e Loading Web Pages
e Client-Server Communication
e Web APIs
e Text, Images or Data Exchange
e |oT Devices communicating with Web Servers or REST APIs
e API stands for Application Programming Interface.
API & EI'\U‘r &7 Application Programming Interface gl

Communication Model of HTTP — HTTP & JdR AlSd

e Client sends an HTTP Request.
Client HTTP Request &dT &1

e Server receives the Request.
Server Request 9T T & |

e Server processes the Request.
Server Request &I Process {dT & |

e Server sends an HTTP Response.
Server HTTP Response 33T g1

e Client processes the Response.
Client Response &Y Process adT &1
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e Flow: Client — Request — Server — Response — Client
9dr1g: Client — Request — Server — Response — Client

HTTP Features — HTTP &I fa2ware

e Application Layer Protocol

e Request-Response Based

e Stateless

e Commonly Works over TCP

e Transfers HTML, Text, Images, JSON and other content
e Uses Methods and Headers

e Supports Status/Error Codes

e HTML stands for HyperText Markup Language.
HTML st qﬁr &9 HyperText Markup Language &1

e JSON stands for JavaScript Object Notation.
JSON =T quT &1 JavaScript Object Notation

URL stands for Uniform Resource Locator.
URL &T quT &7 Uniform Resource Locator g

HTTP Methods — HTTP Methods

Meg‘gg _ Main Work — H&g &1
GET Read/Get Resource — Resource JTCd/9geT
POST Send/Create Data — Data HSTAT/daATAT
PUT Update/Replace Resource — Resource
Update/Replace &1
DELETE Delete Resource — Resource gcldl

HTTP Example — HTTP 3cTguT

e User enters a URL in a Browser.
User Browser § URL 37 &{aT &1

e Browser creates an HTTP Request.
Browser HTTP Request S<ITaT g1

e Request reaches the Web Server.
Request Web Server d& Clg’uil?-ﬁ gl

e Server processes it.
Server 3 Process &{dT &1
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e Server sends the Web Page or Data as a Response.
Server Web Page 3T Data @I Response & &9 H adr g |

e Browser displays the result.
Browser Result 9&fTd sar g1

Advantages of HTTP — HTTP & &TéT

e Simple and widely supported.

e Works with Web Browsers.

e Supports many types of content.

e Supports Methods, Headers and Status Codes.
e Easy integration with Web Applications.

e Suitable for REST APIs.

e Stateless operation can simplify Server design.

Disadvantages of HTTP — HTTP &I HiHTT

e Normal HTTP does not encrypt data.
HTHATT HTTP Data &I Encrypt sTal adT|

e More overhead than lightweight loT protocols.
Lightweight loT Protocols =T defelT # 37T Overhead|

e Can consume more power and bandwidth on constrained loT devices.

AT 10T Devices TX 31f8 Power 31X Bandwidth 39197 &Y TehaT & |

e Stateless nature may require Cookies/Tokens for Sessions.
Stateless glef & HRUT Sessions & T Cookies/Tokens T 3TTTHAT &F
Fehd g

e Not ideal for every low-power sensor.
g Low-Power Sensor & foIT 3meey 781 g

e Repeated Request-Response can create more overhead than persistent
protocols.
dR-9R Request-Response Persistent Protocols hr Jefell & 31f8% Overhead
deT X FohdT ¢ |

HTTPS - HyperText Transfer Protocol Secure —
gISURCaEC I Ulcialol AFaR

e HTTPS stands for HyperText Transfer Protocol Secure.
HTTPS =T quT ®9 HyperText Transfer Protocol Secure &
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e HTTPS is the secure version of HTTP.
HTTPS, HTTP &1 gRfaid Version g

e It normally uses TLS — Transport Layer Security to protect data between
Client and Server.
Ig Client 3iR Server & &I Data &1 IIE&T o ToIT ATATT: TLS -
Transport Layer Security T 393197 T g

Benefits — olTH

e Encryption — FheelsT
e Data Integrity — Data ¥ 371@sdr
e Authentication — JHTOfTRIOT

e Secure Web Communication — lef?HT-r Web Communication

Common Ports — 1A Ports

Protocol — Port —
CIMEILC] Qe
HTTP 80

HTTPS 443
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| loT — MCQ Set 12

Q1. What does TCP stand for?

TCP &1 qUT &9 15?2
A. Transfer Communication Protocol / SHH g feiehelel FIetehlel
B. Transmission Control Protocol Iaﬂ‘ﬁr?mmmﬁ
C. Transport Connection Process / TIHUIC ShalaleT 8T
D. Transmission Communication Process / SATARNT hegiaiehlel Had

Q2. Which layer does TCP belong to?

TCP {5 Layer & Tafad &7
A. Transport Layer / THYIC o X
B. Application Layer / TTCeehelel olaX
C. Network Layer / sicas ol
D. Data Link Layer / 32T foieh ol

Q3. Which statement best describes TCP?
TCP &7 G938 TET guieT hid-aT §7?
A. Fast, Connectionless and Unordered / 37, Connectionless 3iX

Unordered

B. Broadcast-Based and Connectionless / Broadcast 3Temid 31X
Connectionless

C. Reliable, Ordered and Connection-Oriented / [dTE1, A& 3K
Connection-Oriented

D. Application-Based and Stateless / Application 3TemRd 3R Stateless
Q4. What happens to lost data in TCP?

TCP # TV §T Data & Y &7 {1l &7
A. It is always ignored / 38 §H2IT 37=TeWT T &7 SATAT &
B. It is converted into a Datagram / & Datagram # ¢ f¢IT ST &
C. It is automatically deleted / 38 Tad: geT 6T SATAT &
D. It can be retransmitted / 33 SIRT ST ST HehdT &

Q5. What does the receiver send after receiving TCP data?

TCP Data 9Tcd &=l & §T¢, Receiver &7 ATl g2
A. Acknowledgement / TTfte & gise
B. Broadcast Message / SiisshIEc g
C. New IP Address / 73T IP Address
D. Multicast Request / FeCIhe 3TXTer
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Q6. Which feature helps TCP regulate the rate of data transmission
between sender and receiver?

TCP & Sender 3iX Receiver & s Data Transmission &1 &3 &I a3 d
el H FleT-OY fIATAT TEIAT HLcil 872

A. Broadcast / SiTgshiec

B. Flow Control / el dhelel

C. Multicast / AccIhRe

D. Stateless Communication / Feod Heg e

| Q7. Which feature of TCP helps manage network congestion?

TCP &I shi-HT fawar Network Congestion & Manage e & Hg1Idl
AT 872

A. Datagram Control / STRITH Felal

B. Topic Control / &ifd& el

C. Congestion Control / a1l Fheld

D. Queue Control / & selel

| Q8. Which is a disadvantage of TCP compared with UDP?

UDP & JT=T H TCP T Teh HIAT AT 82
A. TCP cannot provide reliable communication / TCP Reliable
Communication Y&Te &l Y bl
B. TCP cannot detect errors / TCP Errors T 9dT gl o131l Hehdl
C. TCP cannot retransmit lost data / TCP @1 31T Data aIeRT gt Aol ehdl
D. TCP generally has more overhead / TCP & TH=aa: 3if&F Overhead gYaT

g
| Q9. What does UDP stand for?

UDP &7 qUT &9 T 52
A. User Datagram Protocol / g3 STIATH el
B. Universal Data Protocol /Hﬁlﬁ?ﬁﬁ?,am
C. User Data Processing I?J‘\ET LARCIESIFAL]
D. Unified Datagram Process / J{@%I$s Scrad 91ad

Q10. Which statement best describes UDP?
UDP &T T8 ¢! JUTeT hid-aT &2

A. Reliable and Connection-Oriented / Reliable 3i¥ Connection-Oriented
B. Connectionless and Low-Overhead / Connectionless 31T &H Overhead
dTell

C. Application Layer and Persistent / Application Layer 3{X Persistent

D. Ordered and Acknowledgement-Based / Ordered 3iX
Acknowledgement-Based
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Q11. What are independent messages sent by UDP called?

UDP ZaRT &S ST« dTel Independent Messages 3l T gl STl g2
A. Segments / IHcH
B. Frames / %hed
C. Datagrams / ScrEIFA
D. Topics / efaeg

Q12. Which of the following is a common use of UDP?

AT # & i UDP &1 G1ATT 39191 872
A. Reliable file transfer only / < Reliable File Transfer
B. Database transactions only / shael Database Transactions
C. Email delivery only / def Email Delivery
D. Live Streaming / esd TIfHT

Q13. Which statement about UDP acknowledgement is correct?

UDP # Acknowledgement & X # ahiel-AT T el 672
A. UDP has no built-in acknowledgement / UDP # Built-In
Acknowledgement =Tgr IdT
B. UDP always acknowledges every Datagram / UDP g% Datagram T g&2Im
Acknowledgement 2T &
C. UDP uses TCP acknowledgement / UDP TCP Acknowledgement T
39T FAT &
D. UDP cannot send data without acknowledgement / UDP
Acknowledgement & <11 Data =&l ST dehdl

Q14. Which protocol supports Broadcast and Multicast?

is7-aT Protocol Broadcast 3{IX Multicast & Support FXdT §?
A. TCP only / %del TCP
B. UDP / UDP
C. HTTP only / 3ael HTTP
D. HTTPS only / &dol HTTPS

Q15. Which statement correctly compares TCP and UDP packet
ordering?

TCP 3R UDP # Packet Ordering sl HgT defell shisl-8T 52

A. Neither maintains any order / giait TR sheT @I Maintain 8T X
B. UDP maintains order but TCP does not / UDP & S=TT 3@ g offeha TCP

TeT

C. TCP maintains order, while‘ UDP ‘does not guarantee order / TCP &hH 1T
IGdT g, Sidfeh UDP & s T ST AgT giar
D. Both always guarantee the same order / Gisil §H2IT THTT sheT I TR S &
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Q16. Which protocol is generally better when very low latency is more
important than guaranteed delivery?

STef Guaranteed Delivery Y o=l & de % Latency 31T®eh Hgcaqol &, e
TTHI: $I-8T Protocol aga} glaT &%

A. HTTP
B. TCP
C. HTTPS
D. UDP

| Q17. Which protocol is generally preferred for reliable file transfer?

| Reliable File Transfer & foT IAIA: H=1-8T Protocol 31fae 3ued 82

A. TCP

B. UDP

C. Broadcast
D. Multicast

Q18. What does HTTP stand for?
HTTP &1 0T &9 &1 52
A. High Transfer Text Protocol / 15 TAW e HIeianiol
B. HyperText Transfer Protocol / gTSUe e ST Hiciehiel

C. Hyper Transfer Technology Process / 89 AW EFATellol WaH
D. Host Text Transmission Protocol / 81¥c ¢ Srafaee Welehid

| Q19. Which layer does HTTP belong to?

HTTP f& Layer & GafiId §7

A. Transport Layer / SH9IC o

B. Network Layer / Acde o

C. Application Layer / TS o
D. Data Link Layer / 32T foies oX

| Q20. Which communication model is used by HTTP?

HTTP &8 Communication Model 3T 39137 AT &2

A. Publish-Subscribe Model /qﬁr&r—awqﬂsq HAisd
B. Push-Pull Model /q'QT-qT’H:l'I_ST"l'

C. Exclusive Pair Model IE’W@HW HAiso

D. Request-Response Model IH@@‘U -ufafear Arser

| Q21. What does Stateless mean in HTTP?

HTTP # Stateless &7 &7 37T §2

A. Each request is treated independently and prewous requests are not
automatically remembered / 9% Request & TadT &9 A Process ThaT SITAT
¢ 3R ool Requests Tad: ITG o7l TGl

178



B. Server permanently stores every Request / Server 9cd& Request &I
TATR &9 H Store FIAT &

C. Client and Server must remain permanently connected / Client 3iX
Server &I A2 Connected &1 93T &

D. HTTP cannot use Sessions / HTTP Sessions T 3913 g1 ¥ Thdl

Q22. Which HTTP method is used to read or get a resource?

T Resource &1 9Tcd AT g1 o [T &hil7-ar HTTP Method 39319T fHam
STaT 82

A. PUT

B. GET

C. POST

D. DELETE

Q23. Which HTTP method is mainly used to send or create data?

Data $15T=1 IT 77T Data =711 & foIU FTT &7 & SlI-AT HTTP Method 391t
fopam ST 82

A. GET

B. DELETE

C. POST

D. PUT

Q24. Which HTTP method is used to update or replace a resource?

fdT Resource &I Update 31 Replace F3a & ToIT &hi-AT HTTP Method
39197 T T SATAT 82

A. DELETE

B. GET

C. POST

D. PUT

Q25. Which HTTP method is used to delete a resource?

fRdT Resource &1 §cTal o ToIT &hiT-Gr HTTP Method 393197 [T SATAT 872
A. DELETE
B. PUT
C.GET
D. POST

| Q26. What is the common port number of HTTP?

HTTP &7 IrAT Port Number 37§72
A. 443
B. 80
C. 1883
D. 5683
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Q27. What does HTTPS stand for?

HTTPS &7 90T &9 &1 52

A. HyperText Transfer Protected Service / gISUReHEE THHL YIeaes AT

B. HyperText Transport Processing System / I5URe e TrAUIC WATHIT
EcH

C. HyperText Transfer Protocol Secure / IURCHEE TR WeThidl [HFIR
D. Hyper Transfer Protocol Server / 139 THAW YIeihiel HaX

Q28. Which technology is normally used by HTTPS to protect data?

HTTPS HMATI: Data T TI&T e & fIT o Technology T 39T
AT 872

A. UDP

B. DNS

C. HTML

D. TLS - Transport Layer Security / TLS — &9Ic X AFAREr

| Q29. What is the common port number of HTTPS?

HTTPS &7 1A Port Number 7 §?

A. 443
B. 80
C. 8883
D. 5684

| Q30. Which statement correctly compares TCP, UDP, HTTP and HTTPS?

TCP, UDP, HTTP 3R HTTPS &I HeI JeleTl hlol-H1 g2

A. TCP and UDP are Application Layer protocols, while HTTP and HTTPS
are Transport Layer protocols / TCP 3ik UDP Application Layer Protocols
&, STafes HTTP 3iR HTTPS Transport Layer Protocols &

B. TCP is reliable and connection-oriented, UDP is connectionless and
low-overhead, HTTP is an Application Layer Request-Response protocol,
and HTTPS is the secure version of HTTP / TCP Reliable 3R
Connection-Oriented &, UDP Connectionless 3iR Low-Overhead g, HTTP
Application Layer Request-Response Protocol & 3iR HTTPS, HTTP &r
Secure Version §

C. UDP provides ordered guaranteed delivery, while TCP does not / UDP
Ordered Guaranteed Delivery &dT &, STafeh TCP =ig!

D. HTTP is secure by default, while HTTPS does not use encryption / HTTP
Default ¥ & Secure &, Siafe HTTPS Encryption 3T 393137 16T Sl
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| Answer Key / 3T il

m1234567890ﬂ

0O < O 0« M OO0 M OO0 mMm O a4 m o o m o Ao L

12
13
14
15
16
17
18
19
20
23
24
25

21
22

-

181



TR Hel I

26
27
28
29
30

w >» U O W

182



IPv4 — Internet Protocol Version 4 — Se3ac YIeiehiol doiel 4

e |Pv4 stands for Internet Protocol Version 4.
IPv4 =T qUT &9 Internet Protocol Version 4 &1

e |IPv4 is an Internet addressing system used to identify devices and route
packets across IP networks.
IPv4 Teh Internet Addressing System & foierT 39319T Devices T ggdTe 3K
IP Networks 9¥ Packets &I Route & o ToIT fhaT SATdT & |

| Address Size — Address &7 TSR

e |Pv4 = 32 Bits = 4 Bytes
IPv4 = 32 Bits = 4 Bytes

| Structure — Il

e |IPv4 contains 4 Octets.
IPv4 & 4 Octets 81a &1

e Each Octet contains 8 Bits.

Yl Octet 7 8 Bits gl g |
| Address Capacity — Address &7&dT

e |Pv4 provides approximately 4.29 Billion possible addresses.
IPv4 SIT$79T 4.29 Billion THTfad Addresses TeTsT ST & |

| Format — 9%

e |Pv4 uses decimal numbers separated by dots.
IPv4 # Decimal Numbers T Dots SaRT 3eTeT fhaT ST B |

e Example: 192.168.1.1
3cTlguT: 192.168.1.1

| Use — 39191

¢ |IPv4 identifies devices and networks on local networks and the Internet.
IPv4 Local Networks 3i¥ Internet 9T Devices d2T Networks &7 9gdTe & TolT
3UATT glaT &
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IPv6 — Internet Protocol Version 6 — Sc{aic YIelehiol dolel 6

e |Pv6 stands for Internet Protocol Version 6.
IPv6 =T qUT &9 Internet Protocol Version 6 &1

e |IPV6 is a newer Internet addressing system designed to provide a much
larger address space than IPv4.
IPv6 Ueh 1T Internet Addressing System & TSI& IPv4 & JefelT & gl 3T
Address Space 9eTsT $ial & ToIT SATIT IAT g |

| Address Size — Address T 3TToh

e |Pv6 = 128 Bits = 16 Bytes
IPv6 = 128 Bits = 16 Bytes

| Structure — Il

e |PVv6 is normally written as 8 groups of hexadecimal values.
IPv6 HTHTIA: 8 Hexadecimal Groups & for@r SArar g1

e Each group represents 16 Bits.

gl Group 16 Bits T ATAT &1
| Address Capacity — Address &7&dT

e |Pv6 provides approximately 3.4 x 10%* addresses.
IPv6 1378137 3.4 x 10% Addresses U&T HIdT g |

e This is commonly described as about 340 undecillion addresses.
3@ ATHTEI: SI39T373T 340 Undecillion Addresses &gl SATdT g |

| Format — 9T&Y

e |Pv6 uses hexadecimal values separated by colons.
IPv6 3 Hexadecimal Values & Colons @RT 37elaT fhdT STl & |

e Example: 2001:0db8:85a3:0000:0000:8a2e:0370:7334
3aTeuT: 2001:0db8:85a3:0000:0000:8a2¢e:0370:7334

| Use — 39191

e IPv6 is widely used for modern Internet communication and is important for
large-scale loT because of its huge address space.

IPv6 3TYfateh Internet Communication # &4T9eh & & YA giell & 3R
379eT FaeTTer Address Space & &RUT Large-Scale loT & foIT #AgcaqoT & |
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| IPv4 vs IPV6 — IPv4 3R IPV6 T qeiett

Basis — 3TYX IPv4 IPv6
Full Form —qof  ‘nternet
- S Protocol Version Internet Protocol Version 6
4
Address Size — : :
Address 3R 32 Bits 128 Bits
Bytes — d1scd 4 Bytes 16 Bytes
qsig;ure o 4 Octets 8 Groups
Each Division — . .
— s o 8 Bits 16 Bits
Capacity — &THAT ~4.3 Billion ~340 Undecillion
Decimal — :
Format — 99 AT Hexadecimal — gararsi@de
Separator — v )
P ninhie Dot (.) — 3¢ Colon (:) — aleleT
Example —
192.168.1.1 2001:db8::1
Address Space —
Address Space Smaller —&H  Very Large — a—s’ao CEl
loT Suitability — Used — 393197 Very Important for Large-Scale loT —
loT 3ugerciar g a2 loT Networks & faT g HgcaqUl

MAC Address — Media Access Control Address — HIT3aT
TFaY dhelel Ted

e MAC stands for Media Access Control.
MAC T quT &7 Media Access Control &1

¢ A MAC Address is a hardware-level identifier associated with a Network

Interface.
MAC Address Tah Hardware-Level Identifier & S Network Interface & afard

grar g

e NIC stands for Network Interface Card.
NIC T qoT & Network Interface Card g
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e MAC Addresses are commonly associated with Ethernet and Wi-Fi network
interfaces.
MAC Address ITHTIT: Ethernet 31X Wi-Fi Network Interfaces & afad grar

gl
| Address Size — Address T 3THR

e MAC Address = 48 Bits = 6 Bytes
MAC Address = 48 Bits = 6 Bytes

| Structure — IITAT

¢ A traditional 48-bit MAC Address contains 6 Octets.
g9 48-Bit MAC Address # 6 Octets g1 & |

e Each Octet contains 8 Bits.

g Octet 3 8 Bits gl ¢ |
| Address Capacity — Address &7&dT

e A 48-bit address space provides approximately 281 trillion possible values.
48-Bit Address Space TITHT 281 Trillion THTTAT Values U&TeT ST & |

| Format — 9T%9

e MAC Address uses hexadecimal values separated by colons or hyphens.
MAC Address # Hexadecimal Values @I Colon T Hyphen aRT 31eTeT fehar
ST & |

e Example: 00:1A:2B:3C:4D:5E
3aleur: 00:1A:2B:3C:4D:5E

| Use — 39197

e Itis used for Layer-2 identification and communication inside local networks.
ST 393197 Local Network & 316X Layer-2 Device Identification 31X
Communication & oIt f&rar STar g1
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IPv4 vs IPv6 vs MAC Address — IPv4, IPv6 3k MAC

Address I JolelT
Basis —
eI IPv4 IPv6 MAC Address
Logical IP Logical IP
Purpose — Address — Address — Hardware/Link Identifier
33?%3 Logical IP Logical IP — Hardware/Link 9gdTeT
Address Address
Size — . . Usually 48 Bits —
IFR 2 ElE el AT 48 Bits
Format — Decimal — Hexadecimal — Hexadecimal —
II&T L] LERIIEIRAE ] ERIIEIRAE )
Separator o Colon/Hyphen —
iy o Dot — 3¢ Colon — &ioleT R
Scope — Local/Data-Link Network
P IP Network IP Network — Local/Data-Link
aT
Network
Example —
192.168.1.1 2001:db8::1 00:1A:2B:3C:4D:5E

Ethernet — 32

e Ethernet is a wired networking technology used mainly in Local Area
Networks.
Ethernet T Wired Networking Technology & for&erT 39T §& &9 & Local
Area Networks ¥ forar ST &1

e LAN stands for Local Area Network.
LAN =T quT §9 Local Area Network &1

e Ethernet devices generally communicate using Ethernet cables, switches
and routers.
Ethernet Devices HTHTIA: Ethernet Cables, Switches 31T Routers T
FERIdT & Communication &3d &1

Where is Ethernet Used? — Ethernet shgl 393197 T g2

e LAN Networks
e Offices
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e Schools

e Computer Labs

e Routers

e Switches

e Desktop Computers
® Servers

e Industrial Networks

Ethernet Communication Model — Ethernet TR HAlgd

e Ethernet commonly follows a wired LAN model.
Ethernet ATAT=TT: Wired LAN Model H 39a9T gIaT & |

e A device connects to a network using an Ethernet cable and a switch or
router.
Device Ethernet Cable 3iR Switch/Router &t Tgr—Iar & Network & Connect
Bl &

e Example: Computer — Ethernet Cable — Switch/Router — Network
3crgIuT: Computer — Ethernet Cable — Switch/Router — Network

| Advantages of Ethernet — Ethernet & @187

e Fast Data Transfer

e Stable Connection

e Low Wireless Interference

e Reliable Communication

e Suitable for Offices

e Suitable for Schools

e Suitable for Labs

e Often more predictable than wireless communication

e Physical access requirement can improve practical security

Disadvantages of Ethernet — Ethernet T TrHTT

e Cable is required.
Cable 3Ta2Teh gicil ¢ |

« Mobility is limited.
Mobility Tfaa g &1

e Cable installation can cost more.

Cable Installation & Cost 3118k gl ahdl &1
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e Switches may be required.
Switches T 3TaeISHdT & ohd! o

e Cable damage affects communication.
Cable Damage &lsf 9T Communication ¥TTad &iar g1

e Copper Ethernet cable distance is limited.

Copper Ethernet Cable T g3l €ifAd g g

e Large installations require cable management.
§3 Installations & Cable Management &1 3Ta2TehdT &Il & |

O Level Technical Point — O Level aa%ﬁﬁ%g

e Ethernet — |IEEE 802.3
Ethernet — |IEEE 802.3

LR-WPAN - Low-Rate Wireless Personal Area Network —
AI-YC IR Yol URAT Aicdeh

e LR-WPAN stands for Low-Rate Wireless Personal Area Network.
LR-WPAN T quT &1 Low-Rate Wireless Personal Area Network &1

e LR-WPAN is a low-power and low-data-rate wireless networking technology
designed for short-range communication.
LR-WPAN Te Low-Power 3iX Low-Data-Rate Wireless Networking
Technology & T&& Short-Range Communication & oIt s 327 § |

e |t is associated with the IEEE 802.15.4 standard.
Ig IEEE 802.15.4 Standard & T&fad g1
| Simple Concept — Tl 3ITYUROT

¢ LR-WPAN — Small Area + Low Power + Low Data Rate
LR-WPAN — YT 815 + hH Foil + e Data Rate

| Communication Models of LR-WPAN — LR-WPAN & JJX HlSd

| Peer-to-Peer Model — FIT-Z-4IIX AlSel
e Devices can communicate directly with other devices.
Devices eI g@} Devices & 12 Communication Y Hehl & |
| Star Model — ¥R AlSe

e A central device or Coordinator communicates with other devices.
Tah Central Device IT Coordinator 37T Devices & drd Communication shadr

gl
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e Flow: End Device — Coordinator < End Device
9drlg: End Device — Coordinator < End Device

IEEE 802.15.4 is Used as a Basis For — IEEE 802.15.4 Tohaich
3TYR & & H 3UIET glar g2

e Zigbee

o 6LoWPAN-based Networks

e Thread

e WirelessHART-related Physical/Link Communication
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WirelessHART — a—IXGTHART

e HART stands for Highway Addressable Remote Transducer.
HART &1 qoT & Highway Addressable Remote Transducer &1

e WirelessHART stands for Wireless Highway Addressable Remote
Transducer.
WirelessHART ol q,P‘r T Wireless Highway Addressable Remote
Transducer g1

e WirelessHART is an industrial wireless communication technology used
between sensors and industrial control systems.
WirelessHART T Industrial Wireless Communication Technology & foraet
399197 Sensors 3R Industrial Control Systems @& s Communication & foT
foraT SITaT &1

Used In — 393191

e Industrial Sensors

® Process Automation

e Industrial Monitoring

e Factory Communication

Where is LR-WPAN Used? — LR-WPAN &gl 39317 81T §?

e |oT Devices

® Sensors

e Smart Home Devices

e Industrial Devices

e Automation Systems

e Battery-Powered Nodes

Advantages of LR-WPAN — LR-WPAN & &TH

e Low Power Consumption

e Suitable for Battery Devices

e Low Data Rate

e | ow-Cost Communication

e Suitable for Sensors

e Supports Peer-to-Peer and Star Communication

e Useful for loT Networks
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Limitations of LR-WPAN — LR-WPAN & ffATT

e Low Data Rate

e Short Range compared with Wide-Area technologies
e Not suitable for large multimedia files
e Not suitable for high-speed video transfer

WIiMAX — Worldwide Interoperability for Microwave
Access — osdss SR IATIET BR ATShIda Tead

e WIMAX stands for Worldwide Interoperability for Microwave Access.
WIMAX et t{\U‘r Y Worldwide Interoperability for Microwave Access %I
¢ WIMAX is a broadband wireless access technology designed to provide

high-speed Internet over a large geographical area without requiring a wired
connection to every user.

WiMAX Te Broadband Wireless Access Technology & foi& &1 sitanforeh
&1 & High-Speed Internet 3est e o foIT ST 31T 8, ST8T Ycdeh
User de Physical Cable qm?n: 39T AeT gl

| Standard — ATAH

e |EEE 802.16
IEEE 802.16

| Simple Concept — I3cl 3RO

e WIMAX — Broadband Wireless Internet + Large Coverage
WiIMAX — Broadband Wireless Internet + &/8T &ha< &1

| Speed of WIMAX — WiMAX & 3t

e The supplied notes mention an approximate range from 1.5 Mbps to 1 Gbps,
depending on the version and system.
few ITT Notes F WIMAX $r Speed 1373797 1.5 Mbps & 1 Gbps ddh adTS TS &,
ST Version 3iT Network Configuration o fa$X T ahcll &

e This should be treated as a broad technology range rather than one fixed
speed.

S8 Ush [Af9dd Speed & §aI1T Broad Technology Range & &9 H J#HgTAT
ali%Q |
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When is WiMAX Used? — WiMAX T 393197 &l fohdT ST 82

e Wireless Internet is required.

e Cable Internet is unavailable.

e Large Area Coverage is needed.

e Broadband Communication is required.

e Remote Area Internet is needed.

e Metropolitan Wireless Access is required.

| Communication Model of WiMAX — WiMAX & §IX ATSdl

e WIMAX can be understood using a Subscriber-to-Base-Station model.
WiMAX &I Subscriber-to-Base-Station Model & THST ST HhdT g |

| Working — sriyoTrelr
e User Device requests Data.
User Device Data Request 3dT &1
o WIMAX Base Station receives the communication.
WiMAX Base Station Communication 9Tcd &dT g1

e Base Station connects to the wider Network or Internet.
Base Station &3 Network T Internet & S[5elT &1

e Requested Data is returned to the User Device.
Requested Data User Device de aTqd AT ST 6|

e Flow: Device — WiIMAX Base Station — Internet/Service Provider — Base
Station — Device
9gdrg: Device — WiIMAX Base Station — Internet/Service Provider — Base
Station — Device

¢ ISP stands for Internet Service Provider.
ISP &T quT &9 Internet Service Provider &1

Where is WiMAX Used? — WiMAX &gl 39137 giaT £72

e Remote Areas

e Large-Area Wireless Networks

e Metropolitan Networks

e Places without Cable Broadband
e | ast-Mile Connectivity

Features of WiMAX — WiMAX T fa2ivare

e Wireless Broadband
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e \Wide Coverage

e High-Speed Data

e Base-Station Architecture

e |[EEE 802.16 Standard Family

e Suitable for Fixed or Metropolitan Wireless Access

Advantages of WiMAX — WiMAX o &IT87

e High Data Speed

e \Works without direct cable to user
e Covers relatively large areas

e Useful in remote locations

e Useful for Last-Mile Broadband

e Can provide metropolitan wireless connectivity

Disadvantages of WiMAX — WiMAX &1 HtATT

e Requires Base Stations/Towers.

e Signal quality decreases with distance and obstacles.
e Setup cost can be high.

e Coverage depends on network deployment.

e Environmental conditions can affect wireless performance.
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| loT - MCQ Set 13

Q1. What does IPv4 stand for?
IPv4 T qUT &9 AT 52

A. Internet Protocol Version 4 | Se3aic Wiciehid doie 4

B. Internal Protocol Version 4 / Se{adl QIcianlol dotel 4
C. Internet Processing Version 4 / 3e3sie SO doie 4
D. Internet Packet Version 4 / c3ac Yahe goiet 4

Q2. What is the address size of IPv4?
IPv4 Address T 31T fohaar giar g2

A. 16 Bits / 16 fsca
B. 64 Bits / 64 faca
C. 32 Bits / 32 facH
D. 128 Bits / 128 focq

Q3. How many octets are present in an IPv4 address?
IPv4 Address & fohds Octets 8l §?

A. 8 Octets / 8 3iTFccH
B. 4 Octets / 4 3iT&ecH
C. 6 Octets / 6 3iTaccH
D. 16 Octets / 16 3fT&FecH

Q4. Which is a valid example of an IPv4 address?

FATafad & T i IPv4 Address &7 TE! 318307 &2

A. 00:1A:2B:3C:4D:5E
B. 2001:db8::1
C. 192-168-1-1
D. 192.168.1.1

Q5. Which format is used by IPv4?
IPv4 7 7T Format T 39191 glaT 872

A. Decimal numbers separated by dots / Dots cdRT 37e19T fohT 91T Decimal
Numbers

B. Hexadecimal values separated by colons / Colons GaRT 37cldT f&hU 1T
Hexadecimal Values

C. Binary values separated by hyphens / Hyphens E'@QTW%U a1T Binary
Values

D. Decimal values separated by colons / Colons caRT 3TefdT fT 97T Decimal
Values
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Q6. Approximately how many addresses can IPv4 provide?
IPv4 STT9T fohdel Addresses YT & ahdT §?

A. 340 Undecillion / 340 37sfaToaeT
B. 281 Trillion / 281 feforaa

C. 4.29 Billion / 4.29 fafora=

D. 128 Billion / 128 faforaa

Q7. What does IPv6 stand for?
IPV6 T qUT &9 T 52

A. Internet Processing Version 6 / ¢3aic NATHIT goieT 6
B. Internet Protocol Version 6 / ¢3¢ Weiehicl doiel 6
C. Internal Protocol Version 6 / $¢3sTdl Welshicl doieT 6
D. Internet Packet Version 6 / c{ac Yahe goieT 6

Q8. What is the address size of IPv6?
IPv6 Address T 3TehR TohdalT gIaT 82

A. 32 Bits / 32 facH
B. 48 Bits / 48 facH
C. 64 Bits / 64 fsca
D. 128 Bits / 128 faca

Q9. How is an IPv6 address normally structured?
IPv6 Address HATATId: [hE YR BT gldT 872

A. 8 groups of hexadecimal values / Hexadecimal Values & 8 Groups
B. 4 groups of decimal values / Decimal Values & 4 Groups

C. 6 groups of hexadecimal values / Hexadecimal Values & 6 Groups
D. 4 groups of binary values / Binary Values & 4 Groups

Q10. Which separator is normally used in IPv6 addresses?
IPv6 Addresses H OTATId: [T Separator & 39T &Il 82

A. Dot (.) / 3T (.)

B. Colon (:) / Flele ()
C. Hyphen (-) / gTs% (-)
D. Slash (/) / o (/)

Q11. Why is IPv6 important for large-scale loT?
Large-Scale loT & foIT IPv6 FgcaquT &3l §?

A. It uses only wired communication | Ig shaol Wired Communication &7
3UANIT FIAT &
B. It has fewer addresses than IPv4 / 353 IPv4 & &5 Addresses 81d &
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C. It provides a very large address space / g Sgd SISt Address Space Yclel
ERGIN
D. It does not use addressing / 85 Addressing =gl gicil

Q12. Approximately how many addresses can IPv6 provide?
IPv6 oTeT31eT fohdel Addresses YT & ahdT §?

A. 4.29 Billion / 4.29 [Sfora=T
B. 281 Trillion / 281 feferae
C. 128 Million / 128 fAToT=T
D. 3.4 x 10* addresses / 3.4 x 103 Addresses

Q13. What does MAC stand for?
MAC &7 90T &9 T 52

A. Media Access Control / HIfS3r tdd Ferel

B. Machine Access Communication / H3fleT TFAH shegfaiahelel
C. Media Address Connection / FIf3aT T3 elarered

D. Machine Address Control / #72flT T3H shelel

Q14. What is a MAC Address?
MAC Address &1 &2

A. A Web address / Teh Web Address

B. A hardware-level identifier of a Network Interface / Network Interface T
Hardware-Level Identifier

C. A Cloud storage address / Teh Cloud Storage Address
D. A Transport Layer port / Tsh Transport Layer Port

Q15. What is the usual size of a MAC Address?
MAC Address T TTHT TR fohdeT glar &2

A. 32 Bits / 32 facH
B. 128 Bits / 128 facH
C. 48 Bits / 48 facH
D. 16 Bits / 16 facH

Q16. Which is a valid example of a MAC Address?
Fafi@a & & 19 MAC Address T JgT 3¢180T §?

A.192.168.1.1

B. 2001:db8::1

C. 255.255.255.0

D. 00:1A:2B:3C:4D:5E

Q17. What is the main use of a MAC Address?
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MAC Address &l &I 33T AT §?

A. Layer-2 identification in local networks / Local Network # Layer-2
Identification

B. Global Internet routing / Global Internet Routing
C. Web page addressing / Web Page Addressing
D. Application messaging / Application Messaging

Q18. What does NIC stand for?
NIC T 0T §9 37 §?

A. Network Internet Controller / A¢de Selac shelol
B. Network Interface Card / icach 3e3%hd &Ts
C. Network Internal Connection / sicadh Selaldl dholarled

D. Node Interface Control / 515 c{hd &helel

Q19. What is Ethernet?
Ethernet a1 §?

A. A wireless personal network / Teh Wireless Personal Network

B. A satellite communication technology / Teh Satellite Communication
Technology

C. A wired networking technology mainly used in LANs / &I ¥4 T LANH
39197 gl dTell Wired Networking Technology

D. A mobile application protocol / Teh Mobile Application Protocol

Q20. Which IEEE standard is associated with Ethernet?
Ethernet /g IEEE Standard @ G&fad g2

A. |IEEE 802.15.4
B. IEEE 802.11
C. IEEE 802.16
D. IEEE 802.3

| Q21. Which is an advantage of Ethernet?
| Ethernet 3T Teh oITH hiI-a1 82

A. Stable and reliable connection / 2R 3R [d2g@=IT Connection
B. Unlimited mobility / 3T Mobility

C. No cable is required / Cable T 3Ta2TehdT AgT alaT

D. It is only for mobile devices / Ig dcl Mobile Devices & foiT g

Q22. Which is a limitation of Ethernet?
Ethernet FT Teh THT hiT-T g2

A. It cannot transfer data quickly / I8 dsir & Data Transfer =1gT Y ahdT
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B. Cable is required and mobility is limited / Cable T 3TaTerar gidT & 3iX
Mobility FfAd gt g

C. It cannot use switches / Ig Switches T ITANIT AT T vl

D. It is always unreliable / Ig 32T Unreliable T &

| @23. What does LR-WPAN stand for?
| LR-WPAN &7 o7 &1 &7 §7
A. Long-Range Wireless Public Area Network / T1e3T-{aT aRRH Uiselsh TRAT

B. Low-Range Wide Personal Area Network / @1-3sT @188 Y&isTel URAT sicash
C. Low-Rate Wireless Personal Area Network / -3¢ arelg TdaToT TRAT
Acds

D. Local Radio Wireless Private Area Network / dilshel 33T aR—Red Ursde
TRAT Jeds

Q24. Which IEEE standard is associated with LR-WPAN?
LR-WPAN f&d IEEE Standard & T&faa g?

A. IEEE 802.3

B. IEEE 802.16
C. IEEE 802.11
D. IEEE 802.15.4

Q25. Which statement best describes LR-WPAN?
LR-WPAN &7 g8 TgT JUle hisI-aT §?

A. Low-power, low-data-rate and short-range wireless network /
Low-Power, Low-Data-Rate 3iX Short-Range Wireless Network

B. Long-range high-speed wired network / Long-Range High-Speed Wired
Network

C. High-power video network / High-Power Video Network

D. Satellite communication network / Satellite Communication Network

Q26. Which communication models can LR-WPAN support?
LR-WPAN f&sT Communication Models &T Support & HehdT 5?2

A. Only Request-Response / sdel Request-Response
B. Peer-to-Peer and Star / Peer-to-Peer 3iX Star

C. Only Client-Server / &ddl Client-Server

D. Only Publish-Subscribe / Sdel Publish-Subscribe

Q27. What is WirelessHART mainly used for?
WirelessHART & H&T 3UJNT 4T §?

A. Web browsing / Web Browsing
B. Video streaming / Video Streaming
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C. Industrial sensor and control communication / Industrial Sensor 3i¥
Control Communication

D. Email communication / Email Communication

Q28. What does WIMAX stand for?
WiMAX &7 quT &9 71 82

A. Wireless Maximum Access / aRRH HTFTHT tad
B. Wide Internet Microwave Access / diSs Sclac ASHIdd Taay
C. Worldwide Internet Maximum Access / d¢3d1Ss Scleie HiFaHad Ty

D. Worldwide Interoperability for Microwave Access / 3¢3dIss
TR TATIET BR ATShidd T

Q29. Which IEEE standard is associated with WiMAX?
WIMAX ¥ IEEE Standard ¥ §af9d g?

A. IEEE 802.16
B. IEEE 802.3

C. IEEE 802.15.4
D. IEEE 802.11

Q30. Which technology is best for large-area wireless broadband?
<3 &1 # Wireless Broadband & oIt is1-8Y Technology 3uged §?

A. Ethernet / 32T
B. WiMAX / arsaed

C. MAC Address /| MAC Address
D. LR-WPAN / LR-WPAN

Answer Key / 3R il
TR Hel I
TEaT
1 A
2 c
3 B
4 D
5 A
6 c
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Wireless Communication Technology — R AR

REGICY

loT stands for Internet of Things.
loT &7 qUT &9 Internet of Things &

Wireless Communication is the process of transferring data between two or
more devices without using a physical wire or cable.

Wireless Communication dg 9fshaT & [STa aF a1 ar & 318 3uaion &
o< Data Transfer #3a1 & foIT fhdT Physical Wire I Cable &1 39147 o1l
ERIRSIGH

It generally uses electromagnetic waves such as Radio Waves, Microwaves,
Infrared Waves and Visible Light.

SHH FHAIA: Radio Waves, Microwaves, Infrared Waves 3iR Visible Light
STET Electromagnetic Waves 3T 393197 fohdT SITdT g |

Wireless Communication is very important in the Internet of Things (loT)
because loT devices such as sensors, smart meters, smart watches, smart
bulbs and industrial devices often need to exchange data wirelessly.
Internet of Things (IoT) & Wireless Communication agd HEcaqUl & Fiteh
Sensors, Smart Meters, Smart Watches, Smart Bulbs SR Industrlal Devices
1 loT Devices &I 37FEX T9a1T dR & Data Exchange 3T 81T ¢

Common Wireless Communication Technologies — dTHTT

dRR T IR doheilch

NFC — Near Field Communication

NFC — fa?R e dagfaanere

RFID — Radio Frequency ldentification
RFID — 33T thiarad 3mrssiefthaerst
Bluetooth

solcd

BLE — Bluetooth Low Energy

BLE — S ol UeTait

Zigbee
ISEIC])

Z-Wave
=39
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e Wi-Fi — Wireless Fidelity
Wi-Fi — arerd fthsfordy
e Li-Fi — Light Fidelity
Li-Fi — emse fhsfardy
e LoRa - Long Range
LoRa — dleaT 3T
e LoRaWAN - Long Range Wide Area Network
LoRaWAN — &liedT {7 arss URAT Acash

e Sigfox
F:pieace

e NB-loT — Narrowband Internet of Things
NB-loT — #RId3 gedate 31T feg

e LTE-M — Long-Term Evolution for Machines
LTE-M — dleaT-cH SalegRled B Aded

Frequency — 3Td

e Frequency is the number of complete wave cycles that occur in one second.
Frequency Te Second H Complete gl aTel Wave Cycles T H&IT &l dhgd

gl
e The standard unit of Frequency is Hz — Hertz.
Frequency T Standard Unit Hz — Hertz giar gl

Unit—  Full Form — 9o

SHIS ] Value — AT
Hz Hertz — g&at é}%/ecle per Second — 9fd ThsS 1
kHz Kilohertz — 1,000 Hz
MHz ;"Teng;éh_frrtz - 1,000,000 Hz
Rz SR = 1,000,000,000 Hz

=\c

Bluetooth, Wi-Fi and Zigbee commonly use frequencies that are expressed
in Megahertz or Gigahertz.

Bluetooth, Wi-Fi 3iR Zigbee ST Technologies T Frequency &I ATHTI:
Megahertz T Gigahertz & sgad a1 ST #1
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Frequency and Communication Range — 37Tdfd 3iR H#2R
AT

Frequency affects wireless communication, but the actual communication
range also depends on Transmitter Power, Antenna, Obstacles,
Environment, Modulation and Receiver Sensitivity.

Frequency Wireless Communication &I SHTTdd dr g, eifehet aredidesh
Communication Range, Transmitter Power, Antenna, Obstacles,
Environment, Modulation 3iR Receiver Sensitivity 9% 8 i3 ST g1

Lower-frequency signals generally provide better penetration through
obstacles and can travel farther under similar conditions.

Lower-Frequency Signals TTAT=I: STUT3TT &l 9@ i & IR & Tohd ¢
IR FAT TR 7 HfOF g I g8 Tehd €

Higher-frequency systems can provide more Bandwidth and support
High-Speed Communication.

Higher-Frequency Systems 31f&& Bandwidth 9GTeT ¥ Hehd & 3iR
High-Speed Communication &T Support T ahd & |

Easy Concept — 31THTIeT IdYRUT

Lower Frequency — Better Penetration + Longer Practical Range
% Frequency — S&cX SITHT YR et ST &THT + 3718 caTagTiieh gJf

Higher Frequency — More Bandwidth + High-Speed Communication
31T Frequency — 31f81& Bandwidth + d<T Communication
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Electromagnetic Frequency Spectrum — ﬁ?ﬂﬂﬂm
3T ThFCH

e The Electromagnetic Spectrum is the complete range of electromagnetic
waves arranged according to their Frequency and Wavelength.
Electromagnetic Spectrum 37ef3T-37eTd9T Electromagnetic Waves sl 1 HHg g
f3& Frequency 31K Wavelength & 3R 9T sgaferd fhar Sirar g

| Radio Waves — {23} aar

e Radio Waves are widely used for wireless communication because they can
travel over useful distances and carry information.
Radio Waves T 3931397 Wireless Communication & Sgd 318 fohar Srdar
g ifeh T IUARM &1 deh ST Hehll & 3N Information Carry & T&dT &

e Applications: Radio Broadcasting, Mobile Communication, Wi-Fi, Bluetooth,
RFID and loT Networks
3-1?-|§|'€|’I?T Radio Broadcasting, Mobile Communication, Wi-Fi, Bluetooth,
RFID 31 IoT Networks

| Microwaves — HISshidd

e Microwaves are high-frequency electromagnetic waves commonly used for
wireless and satellite communication.
Microwaves High-Frequency Electromagnetic Waves & ToleTerl 39147
Wireless 3iR Satellite Communication & 3T ST g1

e Applications: Satellite Communication, Radar, Microwave Links and Cellular
Networks
34§'WT: Satellite Communication, Radar, Microwave Links 3T Cellular
Networks

Infrared Waves — 3RS diaT

e Infrared Waves are mainly used for short-range communication and sensing.
Infrared Waves 3T 39T §&I &9 & Short-Range Communication 31
Sensing 3 forw i S £

e Example: Television Remote Control
3cleXuT: Television Remote Control

Visible Light — T JhIRT

e Visible Light can be used not only for illumination but also for digital data
communication.

Visible Light & 3TN shdof A2 o ToIT &l o1gT STeh Digital Data
Communication & forw &t fovam ST erar g1
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e Applications: Li-Fi, LED-Based Communication and Optical Communication
34?:ID'§|'€I’I?T: Li-Fi, LED-Based Communication 3iX Optical Communication

e LED stands for Light Emitting Diode.
LED & quT &9 Light Emitting Diode &1

Ultraviolet — UV — YT 9TaAT Teh3oT

e UV stands for Ultraviolet.
UV &1 90T &9 Ultraviolet gl

e Ultraviolet radiation is commonly used for sterilization and disinfection.
Ultraviolet Radiation 3T 39JT9T ATHATI: Sterilization 3iX Disinfection & forw
forar STaT 1

e Applications: Water Purification, Medical Equipment Sterilization and UV
Lamps
3-1?;r§|'€|’I?T: Water Purification, Medical Equipment Sterilization 3iR UV Lamps

X-Rays — Tg-Y

e X-Rays are high-energy electromagnetic waves commonly used for imaging
and inspection.
X-Rays High-Energy Electromagnetic Waves & fSietert 393191 Imaging 3iR
Inspection & forw foram STaT &1

e Applications: Medical Imaging, Airport Security and Industrial Inspection
HWT: Medical Imaging, Airport Security 3iR Industrial Inspection

Gamma Rays — 3J1THT foheor

e Gamma Rays are electromagnetic waves with extremely high energy.
Gamma Rays Igd 31T Energy dTell Electromagnetic Waves g |

e Applications: Cancer Treatment, Nuclear Applications and Space Research
3-1?-;|,§|'€|’I?T: Cancer Treatment, Nuclear Applications 3{R Space Research

Cellular Network — {:l(:i:oi{ scdeh

e A Cellular Network is a wireless communication network in which a
geographical area is divided into smaller regions called Cells.
Cellular Network Ta Wireless Communication Network g§ 99 a3
Geographical Area @I B¢ &13T & dieT STaT ¢ ol Cells gl STar gl

e Each Cell is generally served by a Base Station or Mobile Tower so that
users can make calls, send messages and access the Internet.
g Cell ST ATHTII: Base Station Ir Mobile Tower Service ¢aT &, foraar
Users Calls, Messages 3R Internet Services T 39T T Hohd & |
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Main Uses — H§&F 3911

e \oice Calls — arsd &It

e SMS — Short Message Service — oTe] Hel HaT
e Mobile Internet — HIETS §cleic

e Video Calling — dif3aT sifelar

e Multimedia — #FedIHIT3AT

e |oT Connectivity — loT &alfFeiadr

Mobile Network Evolution — HISTSeT sicds T [dhrd

e 2G — GPRS/EDGE — 3G — 4G/LTE — VOLTE/LTE-A — 5G
2G —» GPRS/EDGE — 3G — 4G/LTE — VOLTE/LTE-A — 5G

| 2G — Second Generation — &I 4Iér

e 2G stands for Second Generation.
2G &7 317 Second Generation g1

e 2G is the second generation of digital cellular communication technology.
2G Digital Cellular Communication Technology &I &t 91éT g

¢ It was mainly designed for Digital Voice Calls and SMS, while only limited
data services were available.
3q A& T & Digital Voice Calls 3R SMS & v SA1aT a1 27T, Sfeifeh
Data Services < aifaa ot

| Main Technologies — H&ET deheilsh

e GSM
e CDMA

| Easy Concept — 31Tl 3aYROT

e 2G — Digital Calls + SMS
2G — Digital Calls + SMS

GSM - Global System for Mobile Communications —

Tollael [AECH BR ATSeT heg o d

e GSM stands for Global System for Mobile Communications.
GSM T I{U‘r &7 Global System for Mobile Communications g1
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e GSM is a widely used Second-Generation mobile communication technology
that uses SIM-based subscriber identification.
GSM Teh STT9eh & I 3YAIT gl drell Second-Generation Mobile
Communication Technology & T/ G# Subscriber Identification & et SIM &t
39T fRaT ST B

e SIM stands for Subscriber Identity Module.
SIM &1 9T & Subscriber Identity Module g

Factor — 319X GSM
Generation — dTér 2G
SIM — & Required — 371a2de
g%’ed in PDF —PDF &\ 1nd 0.1 Mbps — 93797 0.1 Mbps
Services — TTT Calls, SMS, Basic Internet — Calls, SMS,

Basic Internet

Main Purpose — &I Basic Mobile Communication — #T ATl
ELCAR) TaR

Mbps stands for Megabits per Second.
Mbps T 90T &1 Megabits per Second gl

Easy Concept — 31THIeT ITYRUT

e GSM — 2G + SIM + Calls/SMS
GSM — 2G + SIM + Calls/SMS

CDMA - Code Division Multiple Access — &g f3dToleT
Hecldol Tara g

e CDMA stands for Code Division Multiple Access.
CDMA &T quT &4 Code Division Multiple Access &1

e CDMA is a multiple-access technique in which several users can share the
same Frequency Spectrum by using different codes.
CDMA T& Multiple-Access Technique & TTE# 37e191-37e19T Codes T HgTIAT
¥ &5 Users Tah &I Frequency Spectrum &l Share a5 H&hd g |

Factor — 3TYX CDMA

Mainly Earlier 2G Cellular — E3RCURE

SAIEen =t Q&3 2G Cellular
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Factor — 3TYR CDMA

Speed in PDF — PDF & a1fa Qrg;:d 0.1-0.3 Mbps — ofa181e1 0.1-0.3

Main Purpose — 7Y 3cc?d Mobile Calling — HISTSel Hifoiar

Special Point in Notes — Notes . :
T oy ﬁg Better Call Quality — sgaX Call Quality

Technique — dhsileh Code Division — &g f3diateT
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GPRS - General Packet Radio Service — Seilol Yahe It
gfag

e GPRS stands for General Packet Radio Service.
GPRS a1 qy‘r &9 General Packet Radio Service g

e GPRS is a packet-based mobile data service introduced for GSM networks.
GPRS T& Packet-Based Mobile Data Service § I3 GSM Networks & oI
Introduce T3 arT 2|

¢ It made basic Internet, Email and small data transfer more practical than
basic GSM data services.
gH1 Basic GSM Data Services %I eIl # Internet, Email 31X Small Data
Transfer &I 31T Practical =TaT|

Factor — 3T GPRS
Network — sicdeh GSM /2G

Data Type — 32T 9 Packet-BgaE_sred Data — Yehe

Speed — 1 Low — &&H
Main Use — HE&3 Basic Internet — Hef $e¥aic
Suitable For — Small Data — &I Data

S

Easy Concept — 31THTIeT IdYROT

e GSM + Packet Data — GPRS
GSM + Packet Data — GPRS

EDGE - Enhanced Data Rates for GSM Evolution —
TsEIEsS ST ITH B GSM Sdleg2reT

e EDGE stands for Enhanced Data Rates for GSM Evolution.
EDGE a1 Elt}?‘r &9 Enhanced Data Rates for GSM Evolution &1

e EDGE is an improved mobile-data technology developed from GSM and
GPRS.
EDGE, GSM 31k GPRS & fa&&d Improved Mobile-Data Technology |

e It provides higher data speed than basic GPRS.
Ig Basic GPRS #T Jefil # 31f&i Data Speed YeTel T ¢
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Factor — 3TYX EDGE

Generation — 9Iér 2.5G/2.75G

g%?ed in PDF —PDF# 1 nd 0.3 Mbps — w137 0.3 Mbps

Main Purpose — 37&J Improved Basic Internet — Sgc¥ Basic
3T Internet

3G — Third Generation — &I digr

e 3G stands for Third Generation.
3G T 379 Third Generation g1

e 3G introduced much better Mobile Internet, Video Calling and Multimedia
Services than 2G.
3G o 2G & JelelT H T S Mobile Internet, Video Calling 3iR Multimedia
Services 3TcletT IS |

Main Technology — F&J dehsileh

e UMTS — Universal Mobile Telecommunications System

UMTS — gfaadel AldTgel Celleheg faieherd faeeH

UMTS - Universal Mobile Telecommunications System —

iAol AT Tlchegiotend FEcH

e UMTS is a major Third-Generation Cellular Communication System.
UMTS T 97" Third-Generation Cellular Communication System gl

e It supports Internet access, Video Calling and Multimedia Services.
Ig Internet Access, Video Calling 3iR Multimedia Services &I Support &IdT

gl

Factor — 3TY UMTS

Generation — 4IEr 3G
Speed in PDF — PDF

o Around 2 Mbps — &3TdHdT 2 Mbps

SIM — @& Required — 37Tdedsh

Main Services — Internet, Video Calling, Multimedia — $e3=ie, difar
AT HaTT eI, HecIAISAT
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Easy Concept — 31THIeT JITYROT

e UMTS — 3G — Internet + Multimedia
UMTS — 3G — Internet + Multimedia

| 4G — Fourth Generation — T2y 9idr

e 4G stands for Fourth Generation.
AG &7 37 Fourth Generation &1

e 4G is a high-speed packet-based mobile communication generation
designed for fast Internet and advanced multimedia services.
4G T High-Speed Packet-Based Mobile Communication Generation & foi&
Fast Internet 3i¥ Advanced Multimedia Services & foIT ST 14T B

Major Technologies — Y& dehsilch

o LTE
e LTE-Advanced
e \/OLTE

213



LTE - Long-Term Evolution — dli=dl-cH Salegels

e LTE stands for Long-Term Evolution.
LTE =T qUT §9 Long-Term Evolution g1

e LTE is a high-speed cellular broadband technology widely associated with

4G networks.
LTE Ts High-Speed Cellular Broadband Technology & foi& IrdT=ad: 4G

Networks & SiIST ST g
Factor — 3TIIX LTE
Generation — 9IEr 4G

g%?ed inPDF —PDFH 0 nd 10-100 Mbps — ST37aT 10100 Mbps

%gzrurpose — T High-Speed Internet — oo SeXeTe

Applications — m Streaming, Gaming, Downloads — TIT#HaT, FIfHT,

VoLTE - Voice over Long-Term Evolution — aisd 3ilax
Aled1-TH SATe2reT

e VOLTE stands for Voice over Long-Term Evolution.
VOLTE & quT 9 Voice over Long-Term Evolution |

e VOLTE allows Voice Calls to be transmitted directly over an LTE network.
VOLTE Voice Calls &I #1& LTE Network & HATEIH & Transmit &e
glaear &

e It provides improved Voice Quality and more efficient use of LTE services.
g 98} Voice Quality 3R LTE Services &r 31T Efficient 393TeT UeTeT
AT B

| Main Feature — F&r faQisar

e HD — High Definition Voice Calling
HD — High Definition Voice Calling

| Easy Concept — 3Tl TR0

e LTE — High-Speed Data
LTE — High-Speed Data
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e VOLTE — Voice over LTE
VOLTE — LTE Network 9¥ Voice Calling

LTE-A — Long-Term Evolution Advanced — dledal-ca
gdlcgele USdAlEs
e LTE-A stands for Long-Term Evolution Advanced.

LTE-A &7 quT &9 Long-Term Evolution Advanced g1

e LTE-A is an advanced version of LTE designed to provide higher capacity,
better connectivity and greater data speed.
LTE-A, LTE &T Advanced Version & I/ Higher Capacity, Better Connectivity
31K Greater Data Speed & oI ST AT & |

Factor — 39X LTE-A
Type — b Advanced 4G — 3o1d 4G

?I%?ed in PDF — PDF & Up to ~1 Gbps — o1aT87eT 1 Gbps T

Main Advantage — f&d  Higher Speed & Capacity — 31l Speed 3iR
ol Capacity

Gbps stands for Gigabits per Second.
Gbps T 90T &9 Gigabits per Second &

LTE-M — Long-Term Evolution for Machines — dleal-c&
gdleg2re B #72Med

e LTE-M stands for Long-Term Evolution for Machines.
LTE-M &l 90T & Long-Term Evolution for Machines &1

e LTE-M is a cellular IoT technology based on LTE that is designed for loT
devices requiring low power, long battery life and mobility.
LTE-M T LTE-Based Cellular loT Technology & T/ ¥& IoT Devices & faw
§ATIT 3T § Toleg Low Power, Long Battery Life 31X Mobility T 3maederdr

grar g

Factor — 31T LTE-M

Speed in PDF — N
PDF & 7113 Up to ~1 Mbps — &leTd<T 1 Mbps dh
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Factor — 3T LTE-M

Power — 34T @Ud Low — SheT

Battery Life — se3dr :
i N—-— Long — of&T

Mobility — arfaelierar  Supported — @ART

%Use — 3= loT Communication — loT IIRX

Applications — Smart Meters, Sensors, Wearables — AT Hiex,
3! TR, YgaTel 9 3THI0T

Example — 3&16X0T  Smart Electricity Meter — TATC fSatell #lex

5G — Fifth Generation — 9TIdal diéY

e 5G stands for Fifth Generation.
5G &7 31 Fifth Generation &1

e 5G is the fifth generation of cellular mobile communication technology.
5G Cellular Mobile Communication Technology T aradr 91éT &

e It is designed to provide Very High Speed, Low Latency, High Network
Capacity and connectivity for a very large number of devices.
38 Very High Speed, Low Latency, High Network Capacity 31X a5 K IBEY
Devices T Connectivity & foIT ST a7 £ |

| Applications — 31eT9IT

e Smart Cities — TATE fAEr

e Industrial loT — 3l TAF loT

e Connected Vehicles — &aides aTgeT

e Massive Sensor Networks — fa2iTel Sensor Networks

e High-Speed Mobile Broadband — dsT AIETS 1385
Easy Concept — 31THTIeT ITYROT

e 5G — High Speed + Low Latency + Massive Connectivity
5G — ool Speed + & Delay + S5 31T Devices @I Connectivity
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TDMA - Time Division Multiple Access — TI8H [3dIe
Hocldol TFad

e TDMA stands for Time Division Multiple Access.
TDMA ot qﬁ T Time Division Multiple Access %I

e TDMA divides a communication channel into different Time Slots so that
multiple users can share the same frequency.
TDMA Communication Channel T 37el3T-37e19T Time Slots 3 SiedT & dlfh &S
Users T &I Frequency &I Share & T |

e GSM uses time-division techniques together with frequency allocation.
GSM Frequency Allocation & &1 Time-Division Techniques 3T 3U1T T

gl
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| loT — MCQ Set 14

Q1. What does loT stand for?
loT T qUT &9 T 52
A. Internet of Things / e3¢ 31T fAaq
B. Integration of Technology / ¢33 3TH SFATclTol
C. Internet of Transmission / e3¢ 3% THALIA
D. Interface of Things / e3%hd 31T A7

| Q2. What is Wireless Communication?

| Wireless Communication &7 §?
A. Data transfer using only optical cables / dcf Optical Cables cdRT Data
Transfer

B. Data transfer without using a physical wire or cable / Physical Wire a1
Cable & =T Data Transfer

C. Communication using only Ethernet / &dcl Ethernet GaRT
Communication

D. Communication without electromagnetic waves / Electromagnetic
Waves & f§«iT Communication

Q3. Which of the following can be used in Wireless Communication?

eafaf@a & O fhger 39319T Wireless Communication & fhar ST ahdr
g?

A. Only Copper Wire / &def Copper Wire

B. Only Fibre Cable / d¢l Fibre Cable

C. Radio Waves, Microwaves, Infrared and Visible Light / Radio Waves,
Microwaves, Infrared 3iX Visible Light
D. Only Ethernet Cable / ddl Ethernet Cable

Q4. What is Frequency?

Frequency FIT g7
A. Distance travelled by a signal / Signal GaRT o I 315 g{f
B. Speed of a network / Network &1 a1fa

C. Strength of a battery / Battery < 21fad

D. Number of complete wave cycles in one second / T Second # 0T gl
drel Wave Cycles T I&ar

Q5. What is the standard unit of Frequency?

Frequency % Standard Unit 3T 87?
A. Hertz (Hz) / ¢ (Hz)

B. Byte / dTsc
C. Volt / dlec

D. Mbps / #Fanfaey ufd A5
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| Q6. How many Hertz are equal to 1 MHz?

1 MHz & fohde Hertz gTlad 872

A. 1,000 Hz

B. 1,000,000 Hz
C.1,000,000,000 Hz
D. 100 Hz

Q7. What is generally true about lower-frequency wireless signals?

Lower-Frequency Wireless Signals & §R H THId: FIT J&T 67
A. They always provide higher bandwidth / 3 12T 37179 Bandwidth 9Tt
RNy
B. They cannot pass through obstacles / @ STT3T &l I A8l h bl

C. They generally provide better penetration and longer practical range / 3
ATHTI: gk Penetration 31X 31f8& Practical Range YcTel i g

D. They can only be used indoors / 35Tl 39T shdel Indoor fhIT ST ThdT &
| Q8. What is generally an advantage of higher-frequency systems?

Higher-Frequency Systems & 1A oIT8 T 572
A. No data transmission Iaflé Data Transmission &1
B. Lower bandwidth only / Sddl d Bandwidth
C. No wireless communication / &S Wireless Communication g1

D. More bandwidth and support for high-speed communication / 3if&&
Bandwidth 3iR High-Speed Communication &T Support

Q9. Which electromagnetic waves are widely used in Wi-Fi, Bluetooth
and RFID?

Wi-Fi, Bluetooth 3{R RFID & &i-HT Electromagnetic Waves ca19e &9 &
39T Il g 2

A. Radio Waves / 333" @31

B. X-Rays / T g=Y

C. Gamma Rays / 3T#T fohoT

D. Ultraviolet Rays / TRTddTaiT fohoT

Q10. Which wave is mainly used in television remote controls?

Television Remote Control H H&T ¥9 A fohd Wave T 3TN gl 672
A. Gamma Ray / 3T fahor
B. Infrared Wave / SRS d<eT
C. X-Ray / ToH=X
D. Ultraviolet Wave / 91§ 9T daT
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Q11. Which technology uses Visible Light for data communication?

is7-4T Technology Data Communication & foIT Visible Light s 393191
Ll 672

A. Zigbee / 53Tl

B. RFID / RFID

C. Li-Fi / AS-%15

D. LoRa / @RT
Q12. Which electromagnetic radiation is commonly used for
sterilization and disinfection?

Sterilization 3iX Disinfection & foIT AreAT=ad: & Electromagnetic
Radiation T 39197 f&haT SATAT §72
A. Radio Waves / 3337 a1

B. Infrared / 3RS

C. Microwaves / ATSshided
D. Ultraviolet (UV) / 9RTs9T=T (UV)

Q13. Which waves are commonly used for medical imaging and airport
security?

Medical Imaging 31X Airport Security 5 @I fohel Waves &1 393197
Bl 872

A. X-Rays / TFH-Y

B. Radio Waves / 323} aaT

C. Visible Light / €T 9hIT

D. Infrared Waves / S=%RS dlal

Q14. What is a Cellular Network?

Cellular Network 3T §?
A. A wired network used only in offices / Sdel Offices & 39I14T gleY ATl
Wired Network
B. A wireless network in which a geographical area is divided into Cells /
T Wireless Network f5i&# Geographical Area T Cells 3 sieT SITdT &
C. A network without Base Stations / Base Stations & =T Network

D. A network used only for sensors / del Sensors & ToIT 39T gled ATl
Network

Q15. What generally serves each Cell in a Cellular Network?

Cellular Network # 93 Cell &I GTHAIA: i Service T g?

A. Printer / X

B. Ethernet Switch only / &ddl Ethernet Switch

C. Base Station or Mobile Tower / Base Station IT Mobile Tower
D. USB Hub / USB Hub
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| Q16. What was 2G mainly designed for?

2G 7T &9 4 fhdeh foT g am 13m 412
A. 4K Video Streaming / 4K Video Streaming
B. Massive loT only / del Massive loT
C. High-Speed Broadband only / %:del High-Speed Broadband
D. Digital Voice Calls and SMS / Digital Voice Calls 3iR SMS

Q17. What does GSM stand for?
GSM 1 q0T &9 T 2

A. Global System for Mobile Communications / 7ol el f8¥cH BIR AGST
HEGIheH
B. General System for Machine Communication / SieeT f@Tce BR ALM=
FEGfeTchereT
C. Global Service for Mobile Computing / 7elleel GidH B HISTSe Hegfear
D. General Subscriber Mobile / STel TedshgaR AlSSl

’ Q18. Which feature is strongly associated with GSM?

GSM & &leT-&T [adl Y@ &9 & HeTerd 872
A. No subscriber identification / #$ Subscriber Identification &

B. SIM-based subscriber identification / SIM-Based Subscriber
Identification

C. Only Satellite Communication / &d Satellite Communication
D. No voice calls / Voice Calls g1

‘ Q19. What does CDMA stand for?

CDMA & 0T &9 T 52

A. Cellular Data Mobile Access / 9cgeR 3¢l AlNS TFaH

B. Code Digital Mobile Access / s Rfored ASSel Ty

C. Code Division Multiple Access / &3 3dIeld Hec U Taad

D. Communication Division Mobile Access / &gl fSdlolel AT

Q20. How does CDMA allow multiple users to share the same frequency
spectrum?

CDMA &g Users &1 Teh &1 Frequency Spectrum Share &3 &l iaem &d
T g?

A. By using different cables / 3TcTdT-37¢T9T Cables cdRT

B. By using different SIM cards only / &del 37eT91-37e19T SIM Cards GART

C. By using different time zones / 37cTdT-37¢19T Time Zones cdRT

D. By using different codes / 3Tefd1-3Tel9T Codes cdRT
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Q21. What does GPRS provide to GSM networks?

GPRS, GSM Networks 3! T Y&l il g ?
A. Packet-Based Mobile Data Service / Packet-Based Mobile Data Service
B. Only Voice Calling / ddf Voice Calling
C. Only Satellite Communication / &del Satellite Communication
D. Only Bluetooth connectivity / del Bluetooth Connectivity

Q22. Which technology provides higher data speed than basic GPRS?

Basic GPRS & JellT # hlsT-HT Technology 31f&I% Data Speed YT el
g?

A. GSM

B. EDGE

C. 2G Voice

D. SMS

Q23. Which technology is mainly associated with 3G?

hiT-Hl Technology HET &9 & 3G ¥ et 572
A.LTE
B. GSM
C. UMTS
D. WiMAX

Q24. Which technology is widely associated with 4G high-speed mobile
broadband?

4G High-Speed Mobile Broadband & l-HT Technology cI19eh ¥9 &
qafag?

A. GPRS

B. EDGE

C.GSM

D. LTE

Q25. What is the main purpose of VoLTE?

VOLTE &I HEY 3ceT 4T 72
A. Voice calls over an LTE network / LTE Network 9Y Voice Calls
B. Only SMS over 2G / &de 2G 9T SMS
C. Satellite Internet / Satellite Internet
D. Bluetooth calling / Bluetooth Calling

| Q26. What is LTE-A?

LTE-A 71 87?
A. A basic 2G technology / Tsh Basic 2G Technology

B. An advanced version of LTE with higher speed and capacity / LTE &T
Advanced Version 3t 319 Speed 31X Capacity Jere 3dr &
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C. A wired LAN technology / Tsh Wired LAN Technology
D. An infrared communication standard / Te Infrared Communication
Standard

Q27. Which technology is designed for low-power cellular loT devices
with long battery life and mobility?

Low-Power, Long Battery Life 3iiX Mobility are Cellular loT Devices &
forT ia-4T Technology §TS 318 §2

A. EDGE
B. GSM
C.LTE-M
D. Ethernet

Q28. Which is a major feature of 5G?

5G I yHE fAAVAT HlA-T &2
A. Only SMS service / del SMS Service
B. Very low network capacity / dgd $hH Network Capacity
C. Only voice communication / Fae Voice Communication
D. High speed, low latency and massive connectivity / High Speed, Low
Latency 3R Massive Connectivity

| Q29. What does TDMA do?

TDMA FIT HIAT g ?
A. Divides a communication channel into Time Slots for multiple users / &5
Users & fo'T Communication Channel &' Time Slots # dicar g
B. Gives every user a separate cable / 5cd& User &I 3Tel9T Cable ST &
C. Uses only different IP addresses / 3ddl 37el9T-3749T IP Addresses T 39197
IATE
D. Converts wireless communication into wired communication / Wireless
Communication & Wired Communication & seolar g

Q30. Which generation is best known for very high speed and low
latency?

Very High Speed 3iR Low Latency & ToiT &id-8T Generation =il STl 872

A. 2G
B. 5G
C. GPRS
D. EDGE
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RFID - Radio Frequency Identification — If33t thierd T
JTSsTetheheleT

e RFID stands for Radio Frequency Identification.
RFID =T quT ®9 Radio Frequency Identification &1

e RFID is a technology that uses Radio Frequency signals to identify, track or
exchange information with tagged objects.
RFID T& Technology & i Radio Frequency Signals T §g—IdT & Tagged
Objects @ Identify, Track 31X 378 Information Exchange &dT &1

Basic RFID System — Hel RFID JOTTell

e RFID Tag — Radio Frequency Signal — RFID Reader — Application/System
RFID Tag — Radio Frequency Signal — RFID Reader — Application/System

| Types of RFID — RFID & Y&

| Active RFID — Tfeca RFID

e Active RFID Tags contain their own battery or power source, so they can
transmit signals over a longer distance.
Active RFID Tags # 319«iT Battery Ir Power Source gIdl g, 39T I e
@ d< Signal Transmit shT Hhd g

Factor — 3TIIX Active RFID
Battery — se3dr Yes — &
Rangein PDF —PDF & ) |00 o0 ore — 50-100 #fex ar 31

rAT
Main Use — HTT 3931T  Long-Range Tracking — oislT &I &I Tracking

Applications — 3ot Asset & Vehicle Tracking — YTy 3R arget
S Tracking

Passive RFID — %19 RFID

e Passive RFID Tags do not contain an internal battery.
Passive RFID Tags # Internal Battery =TgT gIcil|
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e They receive operating energy from the RFID Reader.
I RFID Reader @ Operating Energy 9Tcd a3d g |

Factor — 39X Passive RFID
Battery — Sl No — 1&gl

Il Chip + Antenna — >IT + TEAT

HTaT
Power Source —
ST T RFID Reader
Cost — dllaTd Low — &hH
& Depends on RFID Type/Frequency — RFID
FETIES Type/Frequency X @8R

Examples — 3cTIgIUl
e Access Cards

e Inventory Tags

e Retail Tags

e Passive UHF Toll Tags

e UHF stands for Ultra High Frequency.
UHF & quT &9 Ultra High Frequency &1

| Semi-Passive RFID — 3H-4f89 RFID

e Semi-Passive RFID uses a battery mainly to power its internal Sensor or
Chip.
Sersi-Passive RFID # Battery FTT ¥9 & Internal Sensor IT Chip &I Power
et o foIv grei 8l

e It does not continuously transmit signals like Active RFID.
g Active RFID &I dig &9TdR Signals Transmit gl |

e Example: Cold-Chain Temperature Monitoring
3cTguT: Cold-Chain Temperature Monitoring

NFC — Near Field Communication — @3X Hicg aw—“gﬁ?%r;r

e NFC stands for Near Field Communication.
NFC T quT &7 Near Field Communication &1

e NFC is a very short-range wireless communication technology that allows
nearby devices to exchange small amounts of data.
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NFC T sigdf s gt T Wireless Communication Technology & SiY 9r& 3&
Devices & Small Amount of Data Exchange &3t ¢l g

Factor — 39X NFC
Range in PDF —PDF #
> 4 cm — SIITHIT 4 THT
Medium — ATETH Radio Waves — 33T a3ar
Speed — 31T Low — &

Bandwidth — ssfagy Low — &
Power — Fail @Ud Low — SheT
Communication — ¥IX  Contactless — a1 I9h

Nearby Communication — 9T& & Devices T

Main Use — #A&T 393141 S
K] Communication

Applications — 37T9T

e Mobile Payment
e Smart Card

e Access Control
e Device Pairing
e Data Sharing

Easy Concept — 31THIeT 3IdYRUT

e NFC — Bring Devices Near — Communicate
NFC — Devices &l 91d &ITT — Communication &Y

| Bluetooth — socy

e Bluetooth is a short-range wireless communication technology used mainly
for Device-to-Device Communication.
Bluetooth T Short-Range Wireless Communication Technology & Toraet
39T qEI T & Device-to-Device Communication & ToIT fhar SATdar & |

e Bluetooth generally operates in the 2.4 GHz ISM Band.
Bluetooth ATATA: 2.4 GHz ISM Band # &1 &I ¢ |

e ISM stands for Industrial, Scientific and Medical.
ISM @T qUT &9 Industrial, Scientific and Medical g1
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Factor — 31TeIIX Bluetooth

Range in PDF — N
PDE 3 HHT 10 m — STETHIT 10 HIX

Frequency — 3Tdi  Around 2.4 GHz — &139THeT 2.4 GHz

(&

Network Type —

— WPAN

Main Use — AT ) N ) .
- K] Device Communication — Device Communication

Examples — 3eTg<0T Speaker, Keyboard, Smartphoa%a, Smart Watch —
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Bluetooth Versions — so[cl HEHIUI

Version —
ERI0T

Main Feature — 7% ICEINGI

Bluetooth 1.x Basic Data Transfer — #¢T Data Transfer
Bluetooth 2.x Better Speed — §&dX Speed

Bluetooth 3.x  Faster Data Transfer — < Data Transfer
Bluetooth 4.x BLE Introduced — BLE Introduce §3ﬂ

Improved Range, Speed and Broadcasting — sgdX Range,

L Speed 3iR Broadcasting

Bluetooth Better Connection, Audio, Location and Security — SgdX
5.1/5.2/5.3 Connection, Audio, Location 31X Security

Bluetooth specifications are maintained by the Bluetooth SIG — Bluetooth

Special Interest Group.
Bluetooth Specifications @ Bluetooth SIG — Bluetooth Special Interest Group

Maintain T g1

BLE - Bluetooth Low Energy — solc¥l ol Tsloll

e BLE stands for Bluetooth Low Energy.
BLE T 90T &9 Bluetooth Low Energy &

e BLE is a low-power version of Bluetooth designed for devices that send

small amounts of data and need long battery life.
BLE Bluetooth T Low-Power Form g T& TH Devices & TolT S<1131 9137 § Y
Small Amount of Data #<d & 31X Long Battery Life Tgd & |

Factor — 3TTYIIX BLE
Range in PDF — PDF &
ST 10-50 m — 10-50 HeX
Power — il @9d Very Low — Sgcl sha

Battery Life — sedl :
fraer Long — of&T

Data — seT Small Amount — && HTAT
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Factor — 3TYR BLE

Smart & Wearable Devices — TATE 31X UgaTa

Best For—ﬂﬁ@'ﬂ'{l}r‘ﬁ 2T STFOT

| Applications — 31eT9IT

e Fitness Band
e Smart Watch

e Medical Sensor

e Beacon

e |oT Sensor

Easy Concept — 31THIeT ITYROT

e BLE — Low Power + Small Data + Long Battery
BLE — @& Fall + & Data + of«! Battery Life

| Zigbee — fHAa1sY

e Zigbee is a low-power, low-data-rate wireless technology used for IoT,
Sensor Networks and Automation.
Zigbee T Low-Power, Low-Data-Rate Wireless Technology & fSi&err 3udter
loT, Sensor Networks 31T Automation & TRaT SATAT §1

Factor — 3TYX Zigbee
Range in PDF — PDF & &7 10-100 m — 10-100 #Hrex
Power — Fail @Ud Low — &
Data — 3cT Small Data — & HTET & Data
%}1;1{2;; of Devices — Devices 65.000+
Cost — ©leld Low — &&H

Mesh Network — Mesh

Network Type — sicash YK Network

Standard — AT IEEE 802.15.4
Applications — 31eTTT
e Smart Bulb

231



e Smart Switch

e Motion Sensor

e Smart Home

e Industrial Monitoring

| Types of Zigbee Devices — Zigbee Devices & Yh{
| Coordinator — &I3faaAcy

e The Coordinator starts and manages the Zigbee Network.
Coordinator Zigbee Network &I Start 3iRk Manage adT &1

| Router — 313¢X

e A Router forwards data and extends the Zigbee Network.
Router Data Forward &idr g 31X Zigbee Network T Extend &¥aT g1

| End Device — Us f3arsg

e An End Device performs the actual sensing or control operation.
End Device a&dfde Sensing IT Control Operation AT & |

| Flow — Jdig

e Coordinator — Router — End Device
Coordinator — Router — End Device

Z-Wave — 318-dd
|

e Z-Wave is a low-power wireless technology designed mainly for Smart Home
Automation.
Z-Wave T& Low-Power Wireless Technology & foi& AT &Y & Smart Home
Automation & ToIT SATT =T & |

Factor — 319X Z-Wave
Range in PDF — PDF & @& 30-100 m — 30-100 #ex
Power — 33l @9d Low — @&
Battery Life — dcI SfiaaT Long — &&T
Cost — dTITd Higher than Zigbee — Zigbee & 31f&&
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Factor — 3T Z-Wave

Security — &1 High — 3TT
Devices in Notes —Notes &
Devices

Regional Sub-GHz — &1 & 31«[dR
Frequency — 37Tdfd Sub-GHlz 3
Network — icds Mesh Network — Mesh Network

Applications — 31eT9IT

e Smart Locks
e Smart Lights
e Motion Sensors
e Home Security
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| loT — MCQ Set 15

Q1. What does RFID stand for?
RFID T qUT &9 &1 52
A. Radio Frequency Identification / Xf33T thiaaT 3mgsiefthahereT
B. Remote Frequency Internet Device / R&AIC Hhiaddl Scdeic 3asa

C. Radio File Identification / 33T ®Isel 3TSafethoharsT
D. Remote Field Interface Device / R#AC $ies sty Basa

Q2. What is the main purpose of RFID?
RFID T &Y 3¢cT FAT8?
A. To provide high-speed Internet / High-Speed Internet 9cleT shidl
B. To identify and track tagged objects using radio frequency signals /

Radio Frequency Signals T Tgr—IdT & Tagged Objects T 9gdTsT=1T 31X Track
hdT

C. To display Web Pages / Web Pages & fTd ST
D. To provide video streaming / Video Streaming 9cleT sh{aT

RFID System T @&l Basic Flow i-aT 82

A. Reader — Internet — Tag — Sensor

B. Application — Tag — Cable — Reader

C. RFID Tag — Radio Frequency Signal — RFID Reader —
Application/System / RFID Tag — Radio Frequency Signal — RFID Reader
— Application/System

D. Tag — Bluetooth — Router — Internet

’ Q3. What is the correct basic flow of an RFID system?

Q4. Which type of RFID Tag contains its own battery?

fT R & RFID Tag # 319«iT Battery 8Icil §?
A. Passive RFID / 4f&a RFID
B. NFC Tag / NFC ¢ar
C. Semi-Passive RFID only / de Semi-Passive RFID
D. Active RFID / Tfeeca RFID

Q5. What is a major advantage of Active RFID?

Active RFID T 9o 18T T g7

A. Longer communication range / 31f1&% Communication Range
B. No battery is required / Battery T AT dT T8l glar

C. It works only within 4 cm / I8 &de 4 cm & 37eI HII HIdT &

D. It cannot transmit signals / Ig Signals Transmit el Y FehdT
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Q6. Which is a common use of Active RFID?

Active RFID & THTY 3913 hisT-aT §2

A. Television Remote / Zelifastsl RAC

B. Asset and Vehicle Tracking / §9fT 3iR a1g<T Tracking
C. Web Browsing / Web Browsing

D. Video Calling / Video Calling

Q7. How does a Passive RFID Tag get power?

Passive RFID Tag %I Power &gl & [&edr 87
A. From its internal battery / 37951 Internal Battery &
B. From a USB cable / USB Cable &
C. From the RFID Reader / RFID Reader &
D. From a Mobile Tower / Mobile Tower &

Q8. What are the main parts of a Passive RFID Tag?

Passive RFID Tag & H&I #19 hiel- §7?
A. Router and Switch / Router 3{X Switch
B. Battery and Motor / Battery 31X Motor
C. Screen and Keyboard / Screen 3R Keyboard
D. Chip and Antenna / Chip 3iR Antenna

Q9. What is special about Semi-Passive RFID?

Semi-Passive RFID &I favdr a7 g?
A. Its battery mainly powers the internal sensor or chip / 34T Battery qeg
&9 ¥ Internal Sensor IT Chip & Power ¢l &
B. It has no electronic components / 388 FIs Electronic Component g1

E)IHT

C. It always transmits continuously like Active RFID / Tg Active RFID T g
TIMAR Transmit FAT g
D. It works only through wires / Ig hde Wires & FATEIH § H HIAT &

Q10. Which is an example of Semi-Passive RFID use?

Semi-Passive RFID 3 39T &l 3&Tg0T hiol-aT &2

A. Gaming Keyboard / Gaming Keyboard

B. Cold-Chain Temperature Monitoring / Cold-Chain Temperature
Monitoring

C. Web Server / Web Server

D. Wi-Fi Router / Wi-Fi Router

’ Q11. What does NFC stand for?

NFC T qUT &9 T §?

A. Network Frequency Communication / sedeh hrerddl shegfeicheret
B. Near Frequency Connection / TIX ShierddT shetareret
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C. Near Field Communication / fdaX ®les degfaishert
D. Network Field Control / Aicds HhIes sheld

Q12. What is the approximate communication range of NFC according
to the notes?

Notes & 37JHR NFC & ofa787aT Communication Range fhd=il §7?

A. 100 m / 100 #Hiex
B.10 m /10 AT

C. 50 m/ 50 HicX

D. About 4 cm / JTITHT 4 THT

| Q13. Which is a common application of NFC?

NFC &1 §1d Application iT-aT 872
A. Mobile Payment / RISTSel 8737
B. Long-Range Vehicle Tracking / oisit g3I &I Vehicle Tracking
C. Satellite Communication / Satellite Communication
D. Industrial Video Streaming / Industrial Video Streaming

| Q14. What is the main characteristic of NFC communication?

NFC Communication I &I AV a1 8?2

A. Long-range communication / Long-Range Communication

B. Very short-range contactless communication / El§?f ShH @ Ca)
Contactless Communication

C. High-power wired communication / High-Power Wired Communication
D. Satellite-based communication / Satellite-Based Communication

Q15. Bluetooth generally operates in which frequency band?

Bluetooth ATHATIA: [T Frequency Band & &1 AT §?

A. 900 MHz

B. 5 GHz only

C.2.4 GHz ISM Band / 2.4 GHz ISM Band
D. 60 GHz

Q16. What does ISM stand for?

ISM =T quT &9 1 52
A. Internet, System and Mobile / 3e3aie, @Fed 3R A
B. Industrial Signal Management / 3sf&cae A9sTal Haoldic

C. Integrated Scientific Mobile / 3¢13Ics ASTE e AlGST
D. Industrial, Scientific and Medical / 33cad, Asfeithe Us AfSHha

Q17. Which network type is commonly associated with Bluetooth?

Bluetooth TTHATIA: [hd Network Type & HafId £?

A. WPAN |/ aRRST YUoTol TRAT Acdeh
B. WAN / a1ss TRIT Acds
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C. MAN / AcIdifoles TRAT Seds
D. GAN / 7§l TRRAT Acdeh

Q18. Which Bluetooth version introduced BLE?

f°aT Bluetooth Version & BLE Introduce g3M?
A. Bluetooth 2.x
B. Bluetooth 4.x
C. Bluetooth 1.x
D. Bluetooth 3.x

Q19. What does BLE stand for?

BLE &7 qUT &9 T 52

A. Bluetooth Long Extension / e[l #lledT UeFHCRIeT
B. Basic Low Energy / §f&is CRCE]

C. Bluetooth Low Energy / se[c¥l ol Tsfoll

D. Broadband Low Energy / 1388 ol TsTaif

Q20. Which statement best describes BLE?
BLE T Tad TEY quTe ShieT-aT §7?
A. High-power technology for large video files / Large Video Files & foiT

High-Power Technology

B. Long-range satellite communication / Long-Range Satellite
Communication

C. Wired technology for sensors / Sensors & o7 Wired Technology
D. Low-power technology for small data and long battery life / sH Power,

Small Data 37X Long Battery Life aTell Technology
Q21. Which is a common application of BLE?

BLE s I1dHT=T Application Hid-ar §?
A. Fitness Band / thea1g &3
B. Desktop Ethernet Network / Desktop Ethernet Network
C. Satellite Dish / Satellite Dish
D. Fibre Router / Fibre Router

Q22. Which statement best describes Zigbee?
Zigbee T oY el qUTe hiel-AT 82

A. High-power technology for video streaming / Video Streaming & faIT
High-Power Technology

B. Low-power, low-data-rate wireless technology for loT and automation /
loT 31k Automation & o7 Low-Power, Low-Data-Rate Wireless Technology
C. Wired LAN protocol / Wired LAN Protocol

D. Cellular broadband technology / Cellular Broadband Technology
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| Q23. Which IEEE standard is associated with Zigbee?

Zigbee f&H IEEE Standard & §afad 82
A. IEEE 802.3
B. IEEE 802.11
C. IEEE 802.15.4
D. IEEE 802.16

| Q24. Which network type is commonly used by Zigbee?

Zigbee IrAT=IA: fhd Network Type T 39ITT AT 672
A. Bus Network / 9 scas
B. Ring Network / 3T sicas
C. Wired LAN / args LAN
D. Mesh Network / 33T sieas

| Q25. What is the role of the Zigbee Coordinator?

Zigbee Coordinator 3T FIT 1Y §?
A. It starts and manages the Zigbee Network / I8 Zigbee Network &I Start
3R Manage aXar &
B. It only measures temperature / Ig dd Temperature Measure #dT ¢
C. It only forwards data / Jg hdof Data Forward &3ar g
D. It only acts as an End Device / I8 &de End Device $I dRg &1 Sidl &

’ Q26. What is the role of a Zigbee Router?

Zigbee Router &7 FIT T §?

A. It creates mobile payments / I8 Mobile Payments &#IdT g

B. It forwards data and extends the network / Ig Data Forward 3T g 3R
Network &I Extend &{dT g

C. It only works as a Sensor / Ig hddl Sensor I TE FT HdT &
D. It controls RFID Tags / I& RFID Tags &I [3ad #dr g

Q27. What does a Zigbee End Device mainly do?

Zigbee End Device HET &9 Y FIT FcT 672

A. Starts the whole network / I Network T Start YT &
B. Manages all routers / T3 Routers &I Manage T &

C. Performs actual sensing or control operations / a&dds Sensing T
Control Operations T &
D. Provides Internet broadband / Internet Broadband Y& &{dT &

| Q28. What is Z-Wave mainly designed for?

Z-Wave HET ¥9 & fondeh folv Se1rar arar g2

A. Mobile broadband / Mobile Broadband
B. Industrial satellite communication / Industrial Satellite Communication
C. Long-distance vehicle tracking / Long-Distance Vehicle Tracking

238



D. Smart Home Automation / TATC g1 3T
Q29. Which statement about Z-Wave is correct?

Z-Wave & g H HieI-TT HUT Tl 57
A. It is a low-power Mesh technology mainly used in Smart Homes / Jg
ATI T A Smart Homes #H 39717 gle1 dTell Low-Power Mesh Technology &
B. It uses only Ethernet cables / I8 Fde Ethernet Cables &T 393197 T &

C. It is designed mainly for high-speed video / Jg &I &9 & High-Speed
Video & foIT s=i1am 11 ©

D. It always operates at 2.4 GHz worldwide / Tg T g1 # gARM 2.4 GHz
S PAT &

Q30. Which technology is best suited for a low-power wearable device?

Low-Power Wearable Device & faIT #IT-HI Technology ¥ 3uged &7?

A. Active RFID / tfdea RFID
B. BLE / So[g¥ ol Tefail
C. Ethernet / 32R=c

D. WiMAX / arsdeq
| Answer Key / 3T il

1 A
2 B
3 C
4 D
5 A
6 B
7 C
8 D
9 A
10 B
11 Cc
12 D
13 A
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Long-Range Wireless Communication — oldll a,??r Al
A TR

e Long-Range Wireless Technologies are used when loT devices need to send
small amounts of data over several kilometres while consuming very little
power.

Long-Range Wireless Technologies T 393147 dd fohdT SITcT & 1« loT

Devices &I 98d @& Power &l 39I13T e &8 Kilometres d& Small Amount
[}

of Data HSTaTT T &1

General Long-Range loT — HTHT

SelE o SR Long-Range loT
Distance in PDF — PDF
T 2—15 km — 2—15 fohaiT
Power — il @9d Very Low — Sgd &
Battery — seir Long — ofsil

Data Size — 3T 3R Small — BIer
Main Use — FTT 3931T  Remote Monitoring — cZ& fAaRTeir

Applications — 3TeT9IT

e Smart Farming

e \Water Metering

e Environmental Monitoring
e Remote Sensors

LoRa - Long Range — dieT {oT

e LoRa stands for Long Range.
LoRa &T quT &9 Long Range & |

e LoRa is a Physical-Layer Radio Modulation Technology designed for
long-range, low-power wireless communication.
LoRa T Physical-Layer Radio Modulation Technology & T& Long-Range
31X Low-Power Wireless Communication 3 oIt S=1r=m 137 §1

Factor — 3TYX LoRa
Layer — o 3% Physical Layer — fthfaiahet olRIX
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Factor — 3T LoRa

Range — dTAT Several Kilometres — &8 fahalleex
Power — 3ol @Ud Very Low — S
Data Rate — 3cr ¥ Low — &h&

Main Data — F&T 3cT  Small loT Messages — BI¢ loT Messages

Main Function — J&ZJ  Radio Signal Transmission — Radio Signal
CoE) Transmission

Easy Concept — 3TdTeT TLRUT

e | oRa — Physical Layer / Signal
LoRa — Physical Layer / Signal

LoRaWAN - Long Range Wide Area Network — &1e=aT 31
arss URAT Acdsh

e LoRaWAN stands for Long Range Wide Area Network.
LoRaWAN &1 quT & Long Range Wide Area Network g1

e LoRaWAN is a communication protocol and network architecture that uses
LoRa Radio Technology.
LoRaWAN Ts Communication Protocol 3iX Network Architecture & St LoRa
Radio Technology T 393197 T g

¢ It manages Device Access, Network Communication, Security and Message
Delivery.
g Device Access, Network Communication, Security 3k Message Delivery
%I Manage ${dT ¢

Factor — 31T LoRaWAN
Underlying Technology — 3T8IIX
REmiCD LoRa
Power — il @9d Very Low — Sgd &
Data Rate — 32123 Low — e
Communication — IR Bidirectional — &I-aJW%T

Security — & Supported — FHT
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Factor — 31TeIX LoRaWAN

Main Use — F& 392197 :‘OOTng'Range loT — wislt 531 1

| Range in PDF — PDF & &7

Environment — drdrdvor Approx. Range — <T3T879T IAT
Urban — 218 819 2-5 km
Suburban — 39T &3 5-10 km

Rural/Open — Wl@ﬂT 15—20 km in Notes — Notes #
& 15-20 km

Advantages — ©lTH

e Low Power — & Fair

e Long Battery Life — odl Battery Life

e Long Range — oisl g1

e | ow Cost — &h&H ollITd

e Secure Communication — &I Communication
e Scalability — §3 T W TaEAR I &7AHT

Disadvantages — THTT

e Low Data Rate — &#H Data Rate
e Low Speed — &hH Speed
e Unsuitable for High-Speed Video — High-Speed Video & foT 3ugerd =1¢t

e Unsuitable for Instant Very-Low-Latency Applications — EI%H e Delay dTell
Instant Applications & forT Iugerd =&l

Sigfox — feTmied

e Sigfox is an LPWAN-type communication technology designed for very small
and infrequent loT messages.
Sigfox Ts LPWAN-Type Communication Technology & for&l sgd aie 3R
e IR Aol ST dTel loT Messages & [oIT AT 31T £

e |t uses UNB — Ultra-Narrow Band radio communication.
g UNB — Ultra-Narrow Band Radio Communication T 3YINRT AT %I
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Factor — 39X Sigfox

Range in PDF — PDF &

AT 1-40 km — 1-40 AT
Power — Fail @Ud Very Low — Sgcf e
Speed — J1fd Very Low — Sgd &
Data — 3T Very Small — sigd &

Technology — deheileh UNB

Remote Sensors — 8,3'\':21

Best For — a8 39gad
K] Sensors

Communication Types — HdR & TR

e Uplink — Device sends data to Server
Uplink — Device Server @I Data #5TdT §

e Downlink — Server sends data to Device
Downlink — Server Device &I Data <1dT g

| Wi-Fi — Wireless Fidelity — ar—Rd fthsfercr

e Wi-Fiis commonly used as the familiar name for wireless local networking
based on IEEE 802.11 standards.
Wi-Fi Wireless Local Networking & felT 39319T & STt aTell Common
Technology & St IEEE 802.11 Standards 9X 3TaTRd & |

Factor — 3T Wi-Fi

Range in PDF — PDF &

ST 20—100 m — 20—100 #Hrex
Power — 35 @ Medium to High — #ETH &
Speed — a1fa High — 3T

Medium — ATETH Radio Waves — 22T aar
Standard — Al |[EEE 802.11

Internet Access — ciaic

Best For — a8 39Jad
K Access
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Wi-Fi Generations — Wi-Fi &I fifear

Generation —  Standard — Approx. Theoretical Speed — TaT37dT
drgr HTeTeh Hegnfaen afa

Wi-Fi 4 IEEE 802.11n  Up to ~600 Mbps — 491879 600 Mbps deh

Wi-Fi 5 IEEE 802.11ac Notes mention up to ~3.5 Gbps — Notes &

oldTH4T 3.5 Gbps da
Wi-Fi 6 IEEE 802.11ax Up to ~9.6 Gbps — oA 9.6 Gbps dh

These are theoretical maximum values; actual speed can be lower.

I Theoretical Maximum Values §; a&dfde Speed 593 & & Tohal g |

| Wi-Fi HaLow — Wi-Fi gl

e Wi-Fi HalLow is a low-power and longer-range Wi-Fi technology designed
mainly for loT applications.
Wi-Fi HaLow T& Low-Power X Longer-Range Wi-Fi Technology & &
HET 9 A loT Applications & T a1 9117 &

Factor — 319X Wi-Fi HaLow
Standard — Al IEEE 802.11ah
Range in PDF — PDF &  Up to ~1 km — Gl3T874T 1
AT foralY deh
Speed in PDF — PDF &  ~1-5 Mbps — &13T89T 1-5
afa Mbps
Frequency — 37dd Sub-1 GHz
Power — 3ail @9d Low — &&
Battery — sie3r Long — oisT

Li-Fi — Light Fidelity — alrsc fthsfeidr

e Li-Fi stands for Light Fidelity.
Li-Fi =T 90T &9 Light Fidelity &1

e Li-Fiis a wireless communication technology that transmits data using
Visible Light instead of Radio Waves.
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Li-Fi T&h Wireless Communication Technology & Sif Radio Waves & solr
Visible Light I @gradr & Data Transmit cil g |

e It uses VLC — Visible Light Communication.
g VLC — Visible Light Communication T 39T AT g

Factor — T4 Li-Fi

Medium — ATEIH Visible Light — T Uah1er

Transmitter — CIAHC - S0 =S Bl
Diode

Receiver — Rt Photo Detector — HIer

Range in PDF — PDF & &1&AT ~10 m — SETHIT 10 HIcT

Speed — 1Y Very High — s RIS ED

Security — &1 High — 3=g

Wall Penetration — &Ia UR s ahl :

&THAT No — =rgf

| Limitations — TdHATT

e It requires a suitable light path.

g% foIw 3 Light Path &1 3Taeaehdr gidT &

e |t cannot pass through opaque walls.
Jg Opaque Walls &I 9 AgT Y ohdT|

¢ It may be affected by obstacles or strong ambient light.
IE STT3AT AT 37T Ambient Light & F3TTfad &1 AhaT £

| X-10 Technology — X-10 deheileh

e X-10 is an early Home Automation Communication Technology that sends
control signals through existing electrical power lines.
X-10 Teh e Home Automation Communication Technology & it
Existing Electrical Power Lines & #ATEI# & Control Signals H<idl & |

Factor — 3TYX X-10

Electrical Power Line — faegd

Medium — ATEIH )
Power Line

Data Rate in PDF — PDF # Data

~20 bits/sec — oIITHIT 20 bits/sec
Rate
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Factor — T4 X-10

Main Use — 7&T 3T On/Off Control — On/Off faJFoT
Example — 3&Tg30T Lights and Fans — 8¢ 3R 9@
Status — ufa Old/Outdated — XT=iT dehaileh

Thread Technology — 298 dsilsh

e Thread is a low-power, IPv6-based Mesh Networking Protocol designed for
Smart Home and loT devices.
Thread Ush Low-Power, IPv6-Based Mesh Networking Protocol % S8 Smart
Home 3iX loT Devices & ToIT ST IRAT B

e |Pv6 stands for Internet Protocol Version 6.
IPv6 T qUT &Y Internet Protocol Version 6 &1

Factor — 3TaR Thread
Frequency — 31Td 2.4 GHz
;«:? Standard —XSA  \eee a5 154
Power — Fail @Ud Low — &hH
Network — sicas Mesh — H2T
IP Support — IP F&d IPv6

AN

Reliability — Rreaweirar ~ Sol-riealing — ¥ §°7: 5

Main Use — H&I 39319T  Smart Home — FATC §1H
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WSN — Wireless Sensor Network — aR—ad J8T Acdsh

e WSN stands for Wireless Sensor Network.
WSN &7 quT §9 Wireless Sensor Network g1

e A Wireless Sensor Network is a network of sensor nodes that collect
physical or environmental data and send it wirelessly to another Device,
Gateway or Server.

Wireless Sensor Network Sensor Nodes T 0T Network & SiT Physical IT
Environmental Data Collect & 38 Wireless diieh & Device, Gateway T
Server d& AT g

Applications — 31eT9IT

e Weather Monitoring — FIgeT [HaRT=AT

e Smart Agriculture — FHTE HY

e Industrial Monitoring — 3i1ga1a1eh AeRTEAT
e Smart Cities — TATE fAEr

Types of WSN — WSN & U

e Terrestrial WSN — Sensors on Land
Terrestrial WSN — 8f& 9T 13T Sensors

e Underground WSN — Sensors below Ground
Underground WSN — STHIsT & =il o3t Sensors

e Underwater WSN — Sensors under Water
Underwater WSN — 9TaiT o sl o197 Sensors

e Mobile WSN — Movable Sensor Nodes
Mobile WSN — TefeY aTer Sensor Nodes

WBAN — Wireless Body Area Network — a—&eld diar TRAT
sicdeh

e WBAN stands for Wireless Body Area Network.
WBAN &1 quT &7 Wireless Body Area Network |

e WBAN connects wearable or body-related sensors used for health and
physiological monitoring.
WBAN Health 3iR Physiological Monitoring & folT R X AT IR & 3THITH
ST3TTT 31T Sensors &I Connect AT & |
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Applications — 31eT9IT

e Health Monitoring — TarE2y fAIRTAT
e Wearable Medical Devices — UgsTel A3 —IThcaT 39T
e Fitness Monitoring — ftheara A=A

WPAN — Wireless Personal Area Network — a—Ield GdTdl

URAT Acash

e WPAN stands for Wireless Personal Area Network.
WPAN T qUT §9 Wireless Personal Area Network gl

e WPAN provides short-range wireless communication among devices located
around a person.
WPAN fehdlT e & 3raurd Hisg Devices & sTe Short-Range Wireless
Communication Y&l T g

Technologies — dasiich

e Bluetooth

e Wireless USB
e Zigbee

e Z-Wave

e [rDA

e USB stands for Universal Serial Bus.
USB &1 quT &9 Universal Serial Bus &1

e IrDA stands for Infrared Data Association.
IrDA T qUT & Infrared Data Association &1

WLAN — Wireless Local Area Network — aR—RelId allshdl

URAT Acash

e WLAN stands for Wireless Local Area Network.
WLAN =T quT & Wireless Local Area Network g

e WLAN connects devices wirelessly within a limited area such as a Home,
Office, School or Building.
WLAN Home, Office, School 3T Building Si¥ Ef&d &7 7 Devices I
Wirelessly Connect T & |
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Standard — HAledh

e |EEE 802.11
IEEE 802.11

WMAN - Wireless Metropolitan Area Network — aR—=Reid
ACIiTelce URAT sicdsh
e WMAN stands for Wireless Metropolitan Area Network.

WMAN T 9ot &7 Wireless Metropolitan Area Network &1

e WMAN provides wireless connectivity over a Metropolitan or City-Level Area.
WMAN Metropolitan 3T City-Level Area & Wireless Connectivity UGleT shidT

gl
| Standard — ATddh

e |EEE 802.16
IEEE 802.16

| Main Technology — & deheilsh

e WIMAX — Worldwide Interoperability for Microwave Access

WIMAX — de3arss Sei3TRaTeld! B ASHhidd TFad
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WiIMAX — Worldwide Interoperability for Microwave
Access — Josdiss se3MR eIl BR ATSshidd TeHad

e WIMAX is a broadband wireless communication technology associated with
IEEE 802.16 standards.
WiMAX T& Broadband Wireless Communication Technology & St IEEE
802.16 Standards & Hefad g

Applications — 37T9T

e Metropolitan Broadband — H#gIIRIT slisss
e Last-Mile Connectivity — 3{fd# gdI &T Connectivity
e Remote-Area Internet — GI&Y &7 T 3T

NB-loT — Narrowband Internet of Things — =RI88 Scsic
3T g
e NB-loT stands for Narrowband Internet of Things.

NB-loT &T quT &9 Narrowband Internet of Things &1

e NB-loT is a Cellular LPWAN Technology designed for low-power IoT devices
that send small amounts of data over wide areas.
NB-loT Teh Cellular LPWAN Technology & 51 Low-Power loT Devices &
foIT gaT=T 31T § ST Wide Area & Small Amount of Data ®ad g

Features — f39dare

e \Wide Cellular Coverage — <3149 Cellular Coverage

e Low Power — & Fall

e Small Data — &H HATAT &l Data

e Long Battery Life — ofsil Battery Life

e Supports Many loT Devices — &3 loT Devices &I Support T &

Applications — 31eTTT

e Smart Meters

e Utility Monitoring

e Environmental Sensors
e Smart City Devices
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LPWAN - Low-Power Wide-Area Network — &ii-qray
dISs-URAT sedsh

e LPWAN stands for Low-Power Wide-Area Network.
LPWAN & quT & Low-Power Wide-Area Network g

e LPWAN is a broad category of wireless technologies designed for long-range
communication with very low power consumption.
LPWAN Wireless Technologies &r Broad Category & T&& Long-Range
Communication 33X g % Power Consumption & forT s STar g1

Factor — 3T LPWAN

Range in Notes — Notes # Broadly 5-30 km — o[97873T 5-30

AT et
Power — 33T @Ud Very Low — Sgd &
Data Rate — 32T Y Low — &

Battery Life — dedl sflad ~ Long — ofaT

Large-Scale loT — &8 X &l

Main Use — HA&T 393147
K loT

Examples — 3cTg{0T

e LoRaWAN
e Sigfox
e NB-loT
o LTE-M

Advantages — ol

e Long Range — of&l &I

e Low Power — && Fall

e Long Battery Life — ofsil Battery Life

e Large Coverage — &3 dhaiol &9

e Remote Sensor Connectivity — gI¥T Sensors &I Connectivity

Disadvantages — @A

e Low Data Rate — & H Data Rate
e Higher Latency — 31T Delay
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e Not suitable for High-Speed Multimedia — High-Speed Multimedia & foiw
3YYFd AL

6LoWPAN - IPv6 over Low-Power Wireless Personal Area
Networks — SI-UTa¥ aR—ITIT 8ol TRAT edeh UT IPv6

e 6LOWPAN stands for IPv6 over Low-Power Wireless Personal Area
Networks.
6LoWPAN ot tchJ‘r &7 |Pv6 over Low-Power Wireless Personal Area Networks

gl

e 6LOWPAN is an Adaptation Mechanism that allows IPv6 communication to
work efficiently over constrained low-power wireless networks.
6LoWPAN T& Adaptation Mechanism & St IPv6 Communication 3T T
Low-Power Wireless Networks T Efficient a{ieh & &I &dey aT & |

e Itis commonly used with IEEE 802.15.4 Networks.
ST 39T ATHI: |IEEE 802.15.4 Networks & @ fohar SITaT 5

Main Functions — J&I FRT

e Header Compression — Header &I BIcT alT

e Fragmentation — Data & ©Ic {ET & dicaT

e Reassembly — HT13TT &l qe: SIS

e Encapsulation — Data I 3fid Format & Pack &1

e |Pv6 Adaptation — IPv6 I Low-Power Network & 3ieshel SaileTl

Advantages — ol

e |[Pv6 Connectivity — IPv6 Connectivity
e Internet Connectivity — Internet Connectivity
e Suitable for Low-Power Devices — Low-Power Devices & foitT 39gerd

e Works with Low Memory and Low-Cost loT Devices — & Memory 31X &
ST dTel loT Devices o ATY 390

Important Point — HgcaquT fag

e 6LOWPAN itself is not a Long-Range Radio Technology.
6LoWPAN Fa¥ FIs Long-Range Radio Technology sTgT &1
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e Its actual communication range depends on the underlying radio technology.
SH! arFdide Communication Range 38 Radio Technology W e
Al g foraeh FIX 6LoWPAN &1 X &I 8 |

254



loT — MCQ Set 16

Q1. What is the main purpose of Long-Range Wireless loT
technologies?

Long-Range Wireless loT Technologies &1 &I R?%Zr FAT 8?2

A. To send small amounts of data over several kilometres using very low
power / Sgd % Power & 39T b ds Kilometres d& Small Amount of
Data STl

B. To transfer large video files at very high speed / &3 Video Files I agd
<t a1fa & Transfer YT

C. To provide only wired communication / %del Wired Communication 9¢le
AT

D. To connect devices only within a few centimetres / Devices I shael DS

Centimetres &r a@ H AT
Q2. What does LoRa stand for?

LoRa T quT &9 &7 §?
A. Local Radio / cllshet 3331
B. Long Range / @iar 351
C. Low Radio Access / ot If3a) taa@q
D. Long Rate / dli=aT ¥&

Q3. At which layer does LoRa mainly operate?

LoRa H&I &9 & fohd Layer W SR &hcl §?
A. Application Layer / TfCeehere ol
B. Network Layer / A¢ad iR
C. Physical Layer / fhfSiehel ol X
D. Transport Layer / TIEYIE olX

Q4. Which statement best describes LoRa?

LoRa & gy eI guTe shid-ar1 §?

A. High-speed wired networking technology / High-Speed Wired
Networking Technology

B. Short-range high-power technology / Short-Range High-Power
Technology
C. Web communication protocol / Web Communication Protocol

D. Long-range, low-power radio modulation technology / Long-Range,
Low-Power Radio Modulation Technology

Q5. What does LoRaWAN stand for?

LoRaWAN &7 qUT &9 T 52

A. Long Range Wide Area Network / &le=dT IoT a1s8 TRAT Acash
B. Local Radio Wide Area Network / cishel X331 aT8s TRAT Acas
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C. Long Radio Wireless Access Network / #Te=dT I3aT aRRSE TFAYT sicdsh
D. Low Range Wide Access Network / @Y o7 d158 Uar8H Acdsh

Q6. Which technology is used as the underlying radio technology of
LoRaWAN?

LoRaWAN # Underlying Radio Technology & &9 & foh&err 3u31er gidT 8?2
A. Wi-Fi
B. LoRa
C. Ethernet
D. Bluetooth

Q7. Which of the following is managed by LoRaWAN?

feafof@d 7 & 58 LoRaWAN Manage &dT §?

A. Only screen brightness / Sddl Screen Brightness

B. Only sensor size / ddl Sensor Size

C. Device access, security and message delivery / Device Access, Security
3k Message Delivery

D. Only battery charging / &del Battery Charging

Q8. What is the approximate LoRaWAN range in rural or open areas
according to the notes?

Notes & 317@X Rural I1 Open Area # LoRaWAN T &9T$73T Range fehciail
&Y Thcll 872

A. 10-20 m / 10-20 Hrex

B. 100-200 m / 100-200 #cY

C. 1 km only / &hdel 1 fahaT

D. 15-20 km / 15-20 for#T

Q9. Which is a limitation of LoRaWAN?

LoRaWAN &Y Tes AT Shig-8r &2

A. Low data rate / &+ Data Rate

B. Very high power consumption /ag?r 3179 Power Consumption
C. It cannot support security / I8 Security FI Support &l dl

D. It works only through cables / g de Cables & 1 3T &

| Q10. What type of radio communication does Sigfox use?

| Sigfox fF TR & Radio Communication 3T 39T T &7
A.VLC
B. UNB - Ultra-Narrow Band / 37eer-=1 &5
C. Infrared only / %ad Infrared
D. Ethernet Radio / $2R=te 34T
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| Q11. Sigfox is best suited for which type of data?

Sigfox Th& YehR & Data & ToIU Ha& 3UYeFcl 82

A. Large video files / 513 Video Files
B. High-speed gaming data / High-Speed Gaming Data

C. Very small and infrequent loT messages / ag?r@'c*sﬂ'{ HH TR Aol ST arel
loT Messages

D. Continuous multimedia streaming / Continuous Multimedia Streaming
Q12. In Sigfox, what does Uplink mean?
Sigfox & Uplink &7 &1 37 §7?

A. Server sends data to Device / Server Device &I Data #7dT &

B. Device connects to another Device only / Device &hde E‘,}I’\f Device &

Connect giaT &
C. Data is deleted from Server / Server & Data Delete glaT &

D. Device sends data to Server / Device Server &I Data 37aT &
| Q13. Which IEEE standard is associated with Wi-Fi?

Wi-Fi i3 IEEE Standard & T&fad &7
A. IEEE 802.11
B. IEEE 802.15.4
C. IEEE 802.16
D. IEEE 802.3

Q14. Which Wi-Fi generation uses IEEE 802.11ax?

Hi-4r Wi-Fi Generation IEEE 802.11ax T 39137 hidl g?
A. Wi-Fi 4
B. Wi-Fi 6
C. Wi-Fi 5
D. Wi-Fi HaLow

Q15. Which Wi-Fi generation has a theoretical speed of up to about 600
Mbps in the notes?

Notes & 37JHR shiI-HT Wi-Fi Generation & Theoretical Speed <3Te7eT 600
Mbps o &2

A. Wi-Fi 6

B. Wi-Fi 5

C. Wi-Fi 4

D. Wi-Fi HaLow
Q16. Which standard is used by Wi-Fi HaLow?

Wi-Fi HaLow T&»& Standard T 390197 &hidr g2

A. |IEEE 802.3
B. IEEE 802.16
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C. IEEE 802.15.4
D. IEEE 802.11ah

Q17. What is a major advantage of Wi-Fi HaLow for loT?

loT & foIT Wi-Fi HaLow T Y& 187 3T 52
A. Low power and longer range / & Power 3iR 31f81& Range
B. It requires a physical cable / 83 Physical Cable 37Ta2d gl &
C. It works only at very short range / Ig hadol 98 hH E@W T FAT &
D. It is designed only for video streaming / Jg FaoT Video Streaming & foIT
JATIT IAT &
’ Q18. Which medium is used by Li-Fi to transmit data?

Li-Fi Data Transmit 3 & foT f"d Medium 3T 39197 AT &2
A. Radio Waves / If2ay T
B. Visible Light / € Jh1Qr
C. X-Rays / TeFgY
D. Gamma Rays / 3ITHT fHI0T
Q19. What does VLC stand for?
VLC &7 qUT &9 &1 §?
A. Virtual Light Connection / SE37el TS dhelarelel
B. Visible Link Control / [dfaise fole sveler

C. Visible Light Communication / fafsiaer aTge FegiasherT
D. Visual Local Communication / faS]37el ciehel g faichelel

Q20. Which is a limitation of Li-Fi?

Li-Fi &I e 1A HleT-8T g2
A. It cannot provide high speed / Ig High Speed eIl g} &Y TehdT
B. It always uses radio waves / I8 52T Radio Waves &l 393197 T &
C. It requires very high battery power / 9 sgd 37795 Battery Power &1
TG haT giell & °

D. It cannot pass through opaque walls / Ig Opaque Walls &I 91X FgT <
hdTl

Q21. How does X-10 mainly send control signals?

X-10 §&T &9 & Control Signals & AT &2
A. Through existing electrical power lines / Existing Electrical Power Lines
& ATETA A
B. Through satellite communication / Satellite Communication & #FTEIH &
C. Through visible light / Visible Light & #ATegsT &
D. Through cellular towers / Cellular Towers & ATCIH &
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Q22. Which statement best describes Thread?
Thread &7 Y HEl IO SiA-AT 5?2

A. A high-power cellular network / Teh High-Power Cellular Network

B. A low-power, IPv6-based Mesh Networking Protocol / Tsh Low-Power,
IPv6-Based Mesh Networking Protocol

C. A wired industrial protocol / Tsh Wired Industrial Protocol

D. A satellite-based loT technology / Tsh Satellite-Based loT Technology

| Q23. Which standard is used by Thread for radio communication?

Thread Radio Communication & ToIT f&& Standard T 393197 HIdT &2
A. |IEEE 802.11
B. IEEE 802.16
C. IEEE 802.15.4
D. IEEE 802.3

| Q24. What does WSN stand for?

WSN &7 quT &9 21 8?
A. Wide System Network / a158 [@¥cH dAcas
B. Wireless Service Node / IR gfag g
C. Wired Sensor Network / a/Is J8T Acds
D. Wireless Sensor Network / aRoH 48 cdeh

Q25. Which type of WSN uses movable sensor nodes?

g 9aR & WSN & Movable Sensor Nodes &id &2

A. Mobile WSN / HiaSer WSN

B. Underground WSN / 37333138 WSN
C. Underwater WSN / 3i53dieY WSN
D. Terrestrial WSN / cXf&cTer WSN

Q26. Which network is mainly used for wearable and body-related
health sensors?

Wearable 37X Body-Related Health Sensors & falU &I &9 & lf-AT
Network 39131 gIaT 82

A. WLAN
B. WBAN
C. WMAN
D. LPWAN

Q27. Which network connects wireless devices around a person?

foRaY sgfed o 3TaITT Wireless Devices & shiaT-AT Network ST g?
A. WMAN
B. WLAN
C. WPAN
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D. WAN
| Q28. Which technology is commonly associated with WMAN?

WMAN o IT HHI: ShisT-8F Technology TfId 82
A. Bluetooth
B. NFC
C. Zigbee
D. WiMAX

Q29. What is the main purpose of 6LoWPAN?

6LOWPAN T HE&Y 3¢cT T §?
A. To enable IPv6 communication over low-power wireless networks /
Low-Power Wireless Networks 93T IPvé Communication &l &7 el
B. To provide high-speed video streaming / High-Speed Video Streaming
HcTeT ST
C. To replace IPv6 with IPv4 / IPv6 &l IPv4 & ScoleT
D. To provide only long-range radio transmission / %del Long-Range Radio
Transmission YcTel ehidl

Q30. Which technology is best for low-power wide-area loT?

Low-Power Wide-Area loT & T @lef-8T Technology 39 &7?

A. Ethernet
B. LPWAN
C.NFC

D. Li-Fi

| Answer Key / 3t il

|
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	स्मार्ट कृषि में संपर्क व्यवस्था के लिए किस तकनीक का उपयोग किया जा सकता है? 
	Q13. A health device measures heart rate and sends the information to a connected system. Which IoT application is this? 
	कोई स्वास्थ्य उपकरण हृदय गति मापकर जानकारी एक जुड़े हुए तंत्र को भेजता है। यह किस IoT अनुप्रयोग का उदाहरण है? 
	Q14. Traffic cameras collect road information and help control traffic signals. What is the main role of data processing here? 
	यातायात कैमरे सड़क से संबंधित जानकारी एकत्र करते हैं और यातायात संकेतों को नियंत्रित करने में सहायता करते हैं। यहाँ डेटा प्रसंस्करण की मुख्य भूमिका क्या है? 
	Q15. In a Smart Factory, sensors detect an unusual machine condition. What can happen next? 
	स्मार्ट कारखाने में संवेदक मशीन की असामान्य स्थिति का पता लगाते हैं। इसके बाद क्या हो सकता है? 
	Q16. Which is a major advantage of IoT? 
	IoT का एक प्रमुख लाभ क्या है? 
	Q17. Real-time data is useful because it can help users: 
	वास्तविक समय का डेटा उपयोगी है क्योंकि यह उपयोगकर्ताओं को किसमें सहायता कर सकता है? 
	Q18. An IoT irrigation system gives water only when soil conditions indicate that water is needed. What is the likely benefit? 
	IoT सिंचाई प्रणाली केवल तब पानी देती है जब मिट्टी की स्थिति यह दर्शाती है कि पानी की आवश्यकता है। इसका संभावित लाभ क्या है? 
	Q19. Which is a possible security problem in IoT? 
	IoT में संभावित सुरक्षा समस्या क्या है? 
	Q20. Why can privacy become a problem in IoT? 
	IoT में गोपनीयता की समस्या क्यों हो सकती है? 
	Q21. A smart device stops working properly when its network connection is lost. Which disadvantage does this show? 
	नेटवर्क संपर्क खोने पर स्मार्ट उपकरण सही ढंग से कार्य करना बंद कर देता है। यह IoT की किस कमी को दर्शाता है? 
	Q22. A company has thousands of IoT devices. Updating and monitoring all of them becomes difficult. Which problem is related to this situation? 
	किसी कंपनी के पास हजारों IoT उपकरण हैं। उन सभी को अद्यतन करना और उनकी निगरानी करना कठिन हो जाता है। यह किस समस्या से संबंधित है? 
	Q23. Different types of devices and technologies working in the same IoT environment show: 
	एक ही IoT वातावरण में विभिन्न प्रकार के उपकरणों और तकनीकों का कार्य करना किस विशेषता को दर्शाता है? 
	Q24. Two different IoT systems are able to work together and exchange information. Which concept best describes this? 
	दो अलग-अलग IoT प्रणालियाँ एक साथ कार्य करने और जानकारी का आदान-प्रदान करने में सक्षम हैं। कौन-सी अवधारणा इसे सबसे अच्छी तरह दर्शाती है? 
	Q25. IoT devices change their operation according to changing conditions. Which characteristic is this? 
	IoT उपकरण बदलती परिस्थितियों के अनुसार अपने कार्य में परिवर्तन करते हैं। यह कौन-सी विशेषता है? 
	Q26. A smart meter automatically sends electricity usage information to another machine without continuous human involvement. This is an example of: 
	एक स्मार्ट मीटर बिना लगातार मानवीय हस्तक्षेप के बिजली की खपत की जानकारी दूसरी मशीन को स्वचालित रूप से भेजता है। यह किसका उदाहरण है? 
	Q27. A fitness tracker sends activity information to a person’s smartphone. Which communication type is most suitable? 
	एक फिटनेस ट्रैकर किसी व्यक्ति के स्मार्टफोन पर गतिविधि से संबंधित जानकारी भेजता है। कौन-सा संचार प्रकार सबसे उपयुक्त है? 
	Q28. What is the main idea of Web of Things (WoT)? 
	Web of Things (WoT) का मुख्य विचार क्या है? 
	Q29. A manufacturing company connects machines to monitor their condition and improve industrial safety. Which concept is most appropriate? 
	एक विनिर्माण कंपनी मशीनों को जोड़कर उनकी स्थिति की निगरानी करती है और औद्योगिक सुरक्षा में सुधार करती है। कौन-सी अवधारणा सबसे उपयुक्त है? 
	Q30. Which statement best describes IoE? 
	IoE का सबसे सही वर्णन कौन-सा है? 

	Answer Key / उत्तर कुंजी 
	Fog Computing in IoT 
	Meaning of Fog Computing 

	Fog Computing vs. Edge Computing 
	Fog Computing 
	Edge Computing 

	How Fog Computing Works 
	Applications of Fog Computing 
	Smart Traffic Systems 
	Smart Cities 
	Factories and Manufacturing 
	Healthcare 
	Autonomous Vehicles 

	Advantages of Fog Computing 
	Faster Processing 
	Saves Internet Bandwidth 
	Better Security 
	Works with Limited Internet 
	Low Latency 

	Disadvantages of Fog Computing 
	Complex Setup 
	Expensive 
	Higher Local Power Consumption 
	Data Synchronization Issues 
	Skilled Management Required 

	Cloud Computing 
	Meaning of Cloud Computing 
	SaaS – Software as a Service 
	PaaS – Platform as a Service 
	IaaS – Infrastructure as a Service 

	Applications of Cloud Computing 
	Online Storage 
	Streaming Services 
	E-Commerce 
	Online Meetings 
	Healthcare 

	Advantages of Cloud Computing 
	No Need to Buy Additional Hardware 
	Access Data from Anywhere 
	Easy to Use 
	Automatic Updates 
	Large Storage Capacity 

	Disadvantages of Cloud Computing 
	Internet Connection Required 
	Security Risks 
	Downtime 
	Limited Control 
	Data Privacy 

	IoT – MCQ Set 2 
	Q1. What is the main purpose of Fog Computing? 
	Fog Computing का मुख्य उद्देश्य क्या है? 
	Q2. Where does Fog Computing mainly work? 
	Fog Computing मुख्य रूप से कहाँ कार्य करती है? 
	Q3. Which technology works directly on IoT devices such as sensors and cameras? 
	कौन-सी तकनीक संवेदक और कैमरे जैसे IoT उपकरणों पर सीधे कार्य करती है? 
	Q4. What can local gateways and routers do in Fog Computing? 
	Fog Computing में स्थानीय गेटवे और राउटर क्या कर सकते हैं? 
	Q5. Why does Fog Computing provide faster responses? 
	Fog Computing तेज प्रतिक्रिया क्यों प्रदान करती है? 
	Q6. Which system can use Fog Computing to reduce traffic congestion? 
	यातायात जाम को कम करने के लिए कौन-सी प्रणाली Fog Computing का उपयोग कर सकती है? 
	Q7. Which of the following is an application of Fog Computing? 
	निम्नलिखित में से कौन Fog Computing का एक अनुप्रयोग है? 
	Q8. How can Fog Computing help in healthcare? 
	Fog Computing स्वास्थ्य सेवा में कैसे सहायता कर सकती है? 
	Q9. Why is Fog Computing useful for autonomous vehicles? 
	स्वचालित वाहनों के लिए Fog Computing उपयोगी क्यों है? 
	Q10. Which is an advantage of Fog Computing? 
	निम्नलिखित में से Fog Computing का कौन-सा लाभ है? 
	Q11. How does Fog Computing save Internet bandwidth? 
	Fog Computing इंटरनेट बैंडविड्थ की बचत कैसे करती है? 
	Q12. What can happen to sensitive data in Fog Computing? 
	Fog Computing में संवेदनशील डेटा के साथ क्या किया जा सकता है? 
	Q13. What is a disadvantage of Fog Computing? 
	Fog Computing की एक हानि क्या है? 
	Q14. Why can Fog Computing be expensive? 
	Fog Computing महँगी क्यों हो सकती है? 
	Q15. What is a data synchronization issue? 
	डेटा समकालिकीकरण की समस्या क्या है? 
	Q16. What is Cloud Computing? 
	क्लाउड कंप्यूटिंग क्या है? 
	Q17. Which service model provides ready-to-use software over the Internet? 
	कौन-सा सेवा मॉडल इंटरनेट के माध्यम से उपयोग के लिए तैयार सॉफ्टवेयर प्रदान करता है? 
	Q18. What does PaaS provide? 
	PaaS क्या प्रदान करता है? 
	Q19. Which service model provides servers, storage and networking resources? 
	कौन-सा सेवा मॉडल सर्वर, डेटा संग्रहण और नेटवर्क संसाधन प्रदान करता है? 
	Q20. Which is an example of SaaS? 
	निम्नलिखित में से SaaS का उदाहरण कौन-सा है? 
	Q21. Which is an example of PaaS? 
	निम्नलिखित में से PaaS का उदाहरण कौन-सा है? 
	Q22. Which is an example of IaaS? 
	निम्नलिखित में से IaaS का उदाहरण कौन-सा है? 
	Q23. Which service is commonly used for online storage? 
	ऑनलाइन संग्रहण के लिए सामान्यतः किस सेवा का उपयोग किया जाता है? 
	Q24. Which services use cloud technology for online content streaming? 
	ऑनलाइन सामग्री की स्ट्रीमिंग के लिए कौन-सी सेवाएँ क्लाउड तकनीक का उपयोग करती हैं? 
	Q25. Which is an example of Cloud Computing in online meetings? 
	ऑनलाइन बैठकों में Cloud Computing का उदाहरण कौन-सा है? 
	Q26. Which is an advantage of Cloud Computing? 
	Cloud Computing का कौन-सा लाभ है? 
	Q27. What is one benefit of automatic updates in Cloud Computing? 
	Cloud Computing में स्वतः अद्यतन का एक लाभ क्या है? 
	Q28. Which is a disadvantage of Cloud Computing? 
	Cloud Computing की एक हानि क्या है? 
	Q29. What does downtime mean in Cloud Computing? 
	Cloud Computing में Downtime का क्या अर्थ है? 
	Q30. Why can data privacy be a concern in Cloud Computing? 
	Cloud Computing में डेटा गोपनीयता चिंता का विषय क्यों हो सकती है? 

	Answer Key / उत्तर कुंजी 
	Types of Network — नेटवर्क के प्रकार 
	Main Types of Network — नेटवर्क के मुख्य प्रकार 

	PAN – Personal Area Network — पर्सनल एरिया नेटवर्क 
	HAN – Home Area Network — होम एरिया नेटवर्क 
	Comparison of BAN, PAN and HAN — BAN, PAN और HAN की तुलना 
	IoT – MCQ Set 3 
	Q1. What is the main purpose of a computer network? 
	कंप्यूटर नेटवर्क का मुख्य उद्देश्य क्या है? 
	Q2. What does BAN stand for? 
	BAN का पूर्ण रूप क्या है? 
	Q3. Which network connects devices on or around a person's body? 
	कौन-सा नेटवर्क किसी व्यक्ति के शरीर पर या उसके आसपास स्थित उपकरणों को जोड़ता है? 
	Q4. Which device is a suitable example of BAN? 
	निम्नलिखित में से कौन BAN का उपयुक्त उदाहरण है? 
	Q5. What is the main use of BAN? 
	BAN का मुख्य उपयोग क्या है? 
	Q6. What does PAN stand for? 
	PAN का पूर्ण रूप क्या है? 
	Q7. Which network is mainly used to connect personal devices near an individual? 
	किसी व्यक्ति के आसपास स्थित व्यक्तिगत उपकरणों को जोड़ने के लिए मुख्य रूप से किस नेटवर्क का उपयोग किया जाता है? 
	Q8. Which is an example of PAN? 
	निम्नलिखित में से PAN का उदाहरण कौन-सा है? 
	Q9. What does HAN stand for? 
	HAN का पूर्ण रूप क्या है? 
	Q10. Where does HAN mainly operate? 
	HAN मुख्य रूप से कहाँ कार्य करता है? 
	Q11. Which devices can commonly be connected using HAN? 
	HAN का उपयोग करके सामान्यतः किन उपकरणों को जोड़ा जा सकता है? 
	Q12. Which network is commonly used in Smart Home systems? 
	स्मार्ट होम प्रणालियों में सामान्यतः किस नेटवर्क का उपयोग किया जाता है? 
	Q13. Which network has the smallest coverage area among BAN, PAN and HAN? 
	BAN, PAN और HAN में से किस नेटवर्क का कवरेज क्षेत्र सबसे छोटा होता है? 
	Q14. Which network connects devices near one person? 
	कौन-सा नेटवर्क एक व्यक्ति के आसपास स्थित उपकरणों को जोड़ता है? 
	Q15. Which network is most suitable for connecting devices inside a house? 
	घर के अंदर स्थित उपकरणों को जोड़ने के लिए कौन-सा नेटवर्क सबसे उपयुक्त है? 
	Q16. Which network is mainly related to health monitoring using wearable devices? 
	पहनने योग्य उपकरणों द्वारा स्वास्थ्य की निगरानी से मुख्य रूप से कौन-सा नेटवर्क संबंधित है? 
	Q17. A smartphone is connected to earbuds and a laptop near a person. Which network is this? 
	एक स्मार्टफोन ईयरबड्स और लैपटॉप से किसी व्यक्ति के पास जुड़ा हुआ है। यह कौन-सा नेटवर्क है? 
	Q18. Smart TV and Smart Bulb are connected inside a house. Which network is most suitable? 
	घर के अंदर स्मार्ट टीवी और स्मार्ट बल्ब जुड़े हुए हैं। इसके लिए कौन-सा नेटवर्क सबसे उपयुक्त है? 
	Q19. Which network generally has very low power usage? 
	निम्नलिखित में से किस नेटवर्क में सामान्यतः बहुत कम ऊर्जा खपत होती है? 
	Q20. Which network has very high mobility according to the given comparison? 
	दिए गए तुलना विवरण के अनुसार किस नेटवर्क की गतिशीलता बहुत अधिक होती है? 
	Q21. Which network has low mobility among BAN, PAN and HAN? 
	BAN, PAN और HAN में से किस नेटवर्क की गतिशीलता कम होती है? 
	Q22. What is the typical range of PAN? 
	PAN की सामान्य सीमा क्या होती है? 
	Q23. What is the main use of PAN? 
	PAN का मुख्य उपयोग क्या है? 
	Q24. What is the main use of HAN? 
	HAN का मुख्य उपयोग क्या है? 
	Q25. Which factor is NOT fixed for all BAN, PAN and HAN networks? 
	BAN, PAN और HAN सभी नेटवर्कों के लिए कौन-सा कारक निश्चित नहीं होता? 
	Q26. According to the given comparison, what does the speed of BAN, PAN and HAN depend on? 
	दिए गए तुलना विवरण के अनुसार BAN, PAN और HAN की गति किस पर निर्भर करती है? 
	Q27. Which network has high security requirements because it may handle health-related information? 
	स्वास्थ्य संबंधी जानकारी को संभालने के कारण किस नेटवर्क में उच्च सुरक्षा की आवश्यकता हो सकती है? 
	Q28. Which statement about PAN security is correct? 
	PAN की सुरक्षा के बारे में कौन-सा कथन सही है? 
	Q29. Which network is mainly designed for devices connected on or around the body? 
	कौन-सा नेटवर्क मुख्य रूप से शरीर पर या उसके आसपास जुड़े उपकरणों के लिए बनाया गया है? 
	Q30. A student connects a smartphone, earbuds and laptop within a few metres. Which network should be used? 
	एक विद्यार्थी कुछ मीटर की सीमा में स्मार्टफोन, ईयरबड्स और लैपटॉप को जोड़ता है। उसे किस नेटवर्क का उपयोग करना चाहिए? 

	Answer Key / उत्तर कुंजी 
	LAN – Local Area Network — लोकल एरिया नेटवर्क 
	WLAN – Wireless Local Area Network — वायरलेस लोकल एरिया नेटवर्क 
	CAN – Campus Area Network — कैंपस एरिया नेटवर्क 
	Comparison of LAN, WLAN and CAN — LAN, WLAN और CAN की तुलना 
	IoT – MCQ Set 4 
	Q1. What does LAN stand for? 
	LAN का पूर्ण रूप क्या है? 
	Q2. Which network connects devices within a limited geographical area? 
	कौन-सा नेटवर्क सीमित भौगोलिक क्षेत्र में स्थित उपकरणों को जोड़ता है? 
	Q3. Which of the following is an example of LAN? 
	निम्नलिखित में से LAN का उदाहरण कौन-सा है? 
	Q4. A network connects computers inside a school building. Which network is most suitable? 
	एक नेटवर्क विद्यालय की इमारत के अंदर कंप्यूटरों को जोड़ता है। इसके लिए कौन-सा नेटवर्क सबसे उपयुक्त है? 
	Q5. What does WLAN stand for? 
	WLAN का पूर्ण रूप क्या है? 
	Q6. What is the main feature of WLAN? 
	WLAN की मुख्य विशेषता क्या है? 
	Q7. Which is a common example of WLAN? 
	WLAN का सामान्य उदाहरण कौन-सा है? 
	Q8. Which network can provide local connectivity using Wi-Fi? 
	कौन-सा नेटवर्क Wi-Fi का उपयोग करके स्थानीय कनेक्टिविटी प्रदान कर सकता है? 
	Q9. What does CAN stand for? 
	CAN का पूर्ण रूप क्या है? 
	Q10. What is the main purpose of CAN? 
	CAN का मुख्य उद्देश्य क्या है? 
	Q11. Which is an example of CAN? 
	CAN का उदाहरण कौन-सा है? 
	Q12. A university has several buildings connected through one network. Which network is suitable? 
	एक विश्वविद्यालय की कई इमारतें एक ही नेटवर्क से जुड़ी हैं। इसके लिए कौन-सा नेटवर्क उपयुक्त है? 
	Q13. Which network generally covers a room or building? 
	कौन-सा नेटवर्क सामान्यतः एक कमरे या भवन को कवर करता है? 
	Q14. Which network is a wireless form of local network connectivity? 
	कौन-सा नेटवर्क स्थानीय नेटवर्क कनेक्टिविटी का वायरलेस रूप है? 
	Q15. Which network can connect multiple buildings within a campus? 
	कौन-सा नेटवर्क एक परिसर के कई भवनों को जोड़ सकता है? 
	Q16. Which network usually uses wired or local connections? 
	कौन-सा नेटवर्क सामान्यतः तारयुक्त या स्थानीय कनेक्शन का उपयोग करता है? 
	Q17. Which network mainly uses wireless connectivity? 
	कौन-सा नेटवर्क मुख्य रूप से वायरलेस कनेक्टिविटी का उपयोग करता है? 
	Q18. Which network may use a wired or wireless backbone? 
	कौन-सा नेटवर्क तारयुक्त या वायरलेस मुख्य नेटवर्क का उपयोग कर सकता है? 
	Q19. Which network generally has high mobility? 
	किस नेटवर्क में सामान्यतः अधिक गतिशीलता होती है? 
	Q20. Which network generally has low mobility? 
	किस नेटवर्क में सामान्यतः कम गतिशीलता होती है? 
	Q21. Which network generally has medium mobility? 
	किस नेटवर्क में सामान्यतः मध्यम गतिशीलता होती है? 
	Q22. Which factor affects the speed of LAN? 
	LAN की गति को कौन-सा कारक प्रभावित करता है? 
	Q23. WLAN speed mainly depends on which factor? 
	WLAN की गति मुख्य रूप से किस कारक पर निर्भर करती है? 
	Q24. CAN speed mainly depends on which factor? 
	CAN की गति मुख्य रूप से किस कारक पर निर्भर करती है? 
	Q25. Which network's security depends on encryption and configuration? 
	किस नेटवर्क की सुरक्षा कूटलेखन और व्यवस्था पर निर्भर करती है? 
	Q26. Why can WLAN security require encryption? 
	WLAN की सुरक्षा के लिए कूटलेखन की आवश्यकता क्यों हो सकती है? 
	Q27. Which network generally has a higher infrastructure requirement? 
	किस नेटवर्क में सामान्यतः अधिक नेटवर्क ढाँचे की आवश्यकता होती है? 
	Q28. Which network generally has a higher cost among LAN, WLAN and CAN? 
	LAN, WLAN और CAN में से किस नेटवर्क की लागत सामान्यतः अधिक होती है? 
	Q29. A computer lab uses a local network to connect computers within the lab. Which network is being used? 
	एक कंप्यूटर लैब में कंप्यूटरों को आपस में जोड़ने के लिए स्थानीय नेटवर्क का उपयोग किया जाता है। कौन-सा नेटवर्क उपयोग हो रहा है? 
	Q30. A college uses Wi-Fi to provide local network connectivity inside its building. Which network is most suitable? 
	एक कॉलेज अपनी इमारत के अंदर स्थानीय नेटवर्क कनेक्टिविटी प्रदान करने के लिए Wi-Fi का उपयोग करता है। कौन-सा नेटवर्क सबसे उपयुक्त है? 

	Answer Key / उत्तर कुंजी 
	VPN – Virtual Private Network — वर्चुअल प्राइवेट नेटवर्क 
	NAN – Neighborhood Area Network — नेबरहुड एरिया नेटवर्क 
	MAN – Metropolitan Area Network — मेट्रोपॉलिटन एरिया नेटवर्क 
	WAN – Wide Area Network — वाइड एरिया नेटवर्क 
	GAN – Global Area Network — ग्लोबल एरिया नेटवर्क 
	Comparison of NAN, MAN, WAN and GAN — NAN, MAN, WAN और GAN की तुलना 
	Q1. What does VPN stand for? 
	VPN का पूर्ण रूप क्या है? 
	Q2. What is the main purpose of a VPN? 
	VPN का मुख्य उद्देश्य क्या है? 
	Q3. Which is a main use of VPN? 
	VPN का मुख्य उपयोग क्या है? 
	Q4. A person accesses office files securely from home through the Internet. Which technology is suitable? 
	एक व्यक्ति इंटरनेट के माध्यम से घर से कार्यालय की फाइलों को सुरक्षित रूप से खोलता है। इसके लिए कौन-सी तकनीक उपयुक्त है? 
	Q5. Where can a VPN generally be used? 
	VPN का सामान्यतः कहाँ उपयोग किया जा सकता है? 
	Q6. What does VPN security mainly depend on? 
	VPN की सुरक्षा मुख्य रूप से किस पर निर्भर करती है? 
	Q7. What does NAN stand for? 
	NAN का पूर्ण रूप क्या है? 
	Q8. What area does NAN cover? 
	NAN किस क्षेत्र को कवर करता है? 
	Q9. Which is an example of NAN? 
	NAN का उदाहरण कौन-सा है? 
	Q10. A Wi-Fi network covers a few nearby houses. Which network is most suitable? 
	एक Wi-Fi नेटवर्क आसपास के कुछ घरों को कवर करता है। इसके लिए कौन-सा नेटवर्क सबसे उपयुक्त है? 
	Q11. What does MAN stand for? 
	MAN का पूर्ण रूप क्या है? 
	Q12. What area does MAN generally cover? 
	MAN सामान्यतः किस क्षेत्र को कवर करता है? 
	Q13. Which is an example of MAN? 
	MAN का उदाहरण कौन-सा है? 
	Q14. A network provides connectivity across an entire city. Which network is suitable? 
	एक नेटवर्क पूरे शहर में कनेक्टिविटी प्रदान करता है। इसके लिए कौन-सा नेटवर्क उपयुक्त है? 
	Q15. What does WAN stand for? 
	WAN का पूर्ण रूप क्या है? 
	Q16. What is a major feature of WAN? 
	WAN की प्रमुख विशेषता क्या है? 
	Q17. Which network can connect networks across cities or countries? 
	कौन-सा नेटवर्क विभिन्न शहरों या देशों में स्थित नेटवर्कों को जोड़ सकता है? 
	Q18. Which is a common example of WAN? 
	WAN का सामान्य उदाहरण कौन-सा है? 
	Q19. A company has networks in different cities and wants to connect them. Which network is suitable? 
	एक कंपनी के विभिन्न शहरों में नेटवर्क हैं और वह उन्हें आपस में जोड़ना चाहती है। इसके लिए कौन-सा नेटवर्क उपयुक्त है? 
	Q20. What does GAN stand for? 
	GAN का पूर्ण रूप क्या है? 
	Q21. What is the main coverage of GAN? 
	GAN का मुख्य कवरेज क्षेत्र क्या है? 
	Q22. Which is an example of GAN? 
	GAN का उदाहरण कौन-सा है? 
	Q23. Which network provides connectivity on a worldwide scale? 
	कौन-सा नेटवर्क विश्व स्तर पर कनेक्टिविटी प्रदान करता है? 
	Q24. Which network generally has the smallest coverage among NAN, MAN, WAN and GAN? 
	NAN, MAN, WAN और GAN में से किस नेटवर्क का कवरेज क्षेत्र सामान्यतः सबसे छोटा होता है? 
	Q25. Which network covers a city? 
	कौन-सा नेटवर्क एक शहर को कवर करता है? 
	Q26. Which network covers a very large geographical area such as multiple cities or countries? 
	कौन-सा नेटवर्क कई शहरों या देशों जैसे बहुत बड़े भौगोलिक क्षेत्र को कवर करता है? 
	Q27. Which network provides worldwide connectivity? 
	कौन-सा नेटवर्क विश्वव्यापी कनेक्टिविटी प्रदान करता है? 
	Q28. Which network has a range of a few houses or streets? 
	किस नेटवर्क की सीमा कुछ घरों या गलियों तक होती है? 
	Q29. What can affect the speed of WAN? 
	WAN की गति को कौन-से कारक प्रभावित कर सकते हैं? 
	Q30. Which statement correctly describes the coverage order from smaller to larger? 
	कौन-सा कथन छोटे से बड़े कवरेज क्षेत्र का सही क्रम बताता है? 

	Answer Key / उत्तर कुंजी 
	Big Data Analytics — बिग डेटा एनालिटिक्स 
	4 V's of Big Data — बिग डेटा के 4 V 
	Volume — डेटा की मात्रा 
	Velocity — डेटा की गति 
	Variety — डेटा की विविधता 
	Veracity — डेटा की विश्वसनीयता 

	Advantages of Big Data Analytics — बिग डेटा एनालिटिक्स के लाभ 
	Better Decision-Making — बेहतर निर्णय लेना 
	Saves Time and Money — समय और धन की बचत 
	Understand Customers — ग्राहकों को समझना 
	Finds Problems Quickly — समस्याओं की जल्दी पहचान 
	Improves Business — व्यवसाय में सुधार 

	Disadvantages of Big Data Analytics — बिग डेटा एनालिटिक्स की सीमाएँ 
	Applications of Big Data Analytics — बिग डेटा एनालिटिक्स के अनुप्रयोग 
	Healthcare — स्वास्थ्य सेवा 
	E-Commerce — ई-कॉमर्स 
	Banking and Finance — बैंकिंग और वित्त 
	Social Media — सोशल मीडिया 
	Traffic and Transportation — यातायात और परिवहन 

	IoT Ecosystem — IoT पारिस्थितिकी तंत्र 
	Importance of IoT Ecosystem — IoT पारिस्थितिकी तंत्र का महत्व 
	Automation and Efficiency — स्वचालन और कार्यक्षमता 
	Communication and Analytics — संचार और विश्लेषण 
	Smart Systems — स्मार्ट प्रणालियाँ 

	Main Components of IoT Ecosystem — IoT पारिस्थितिकी तंत्र के मुख्य घटक 
	Sensors and Devices — संवेदक और उपकरण 
	Gateway — गेटवे 
	Cloud — क्लाउड 
	Database — डेटाबेस 
	Analytics — विश्लेषण 
	Dashboard / User Interface — डैशबोर्ड / उपयोगकर्ता अंतरफलक 
	Automation — स्वचालन 
	Standards and Protocols — मानक और प्रोटोकॉल 
	Development Tools — विकास उपकरण 

	IoT – MCQ Set 6 
	Q1. What is Big Data Analytics? 
	Big Data Analytics क्या है? 
	Q2. What is an IoT Ecosystem? 
	IoT Ecosystem क्या है? 
	Q3. Which of the following is one of the 4 V's of Big Data? 
	निम्नलिखित में से कौन Big Data के 4 V में से एक है? 
	Q4. Which IoT component collects data from the environment? 
	कौन-सा IoT घटक वातावरण से डेटा एकत्रित करता है? 
	Q5. What does Volume refer to in Big Data? 
	Big Data में Volume किसे दर्शाता है? 
	Q6. What is the main function of a Gateway in an IoT Ecosystem? 
	IoT Ecosystem में Gateway का मुख्य कार्य क्या है? 
	Q7. What does Velocity refer to in Big Data? 
	Big Data में Velocity किसे दर्शाती है? 
	Q8. What is the function of Cloud in an IoT Ecosystem? 
	IoT Ecosystem में Cloud का क्या कार्य है? 
	Q9. What does Variety refer to in Big Data? 
	Big Data में Variety किसे दर्शाती है? 
	Q10. What is the main function of a Database in an IoT Ecosystem? 
	IoT Ecosystem में Database का मुख्य कार्य क्या है? 
	Q11. What does Veracity refer to in Big Data? 
	Big Data में Veracity किसे दर्शाती है? 
	Q12. What does Analytics do in an IoT Ecosystem? 
	IoT Ecosystem में Analytics क्या करता है? 
	Q13. Which of the following is an advantage of Big Data Analytics? 
	निम्नलिखित में से कौन Big Data Analytics का एक लाभ है? 
	Q14. What is the function of Dashboard / User Interface in IoT? 
	IoT में Dashboard / User Interface का क्या कार्य है? 
	Q15. How can Big Data Analytics save time and money? 
	Big Data Analytics समय और धन की बचत कैसे कर सकता है? 
	Q16. What is the role of Automation in an IoT Ecosystem? 
	IoT Ecosystem में Automation की क्या भूमिका है? 
	Q17. How does Big Data Analytics help businesses understand customers? 
	Big Data Analytics व्यवसायों को ग्राहकों को समझने में कैसे सहायता करता है? 
	Q18. What is the role of Standards and Protocols in an IoT Ecosystem? 
	IoT Ecosystem में Standards and Protocols की क्या भूमिका है? 
	Q19. Which of the following is a disadvantage of Big Data Analytics? 
	निम्नलिखित में से कौन Big Data Analytics की एक सीमा है? 
	Q20. What are Development Tools used for in an IoT Ecosystem? 
	IoT Ecosystem में Development Tools का उपयोग किस लिए किया जाता है? 
	Q21. How is Big Data Analytics used in Healthcare? 
	Healthcare में Big Data Analytics का उपयोग कैसे किया जाता है? 
	Q22. Which of the following is an important benefit of an IoT Ecosystem? 
	निम्नलिखित में से कौन IoT Ecosystem का एक महत्वपूर्ण लाभ है? 
	Q23. How is Big Data Analytics used in E-Commerce? 
	E-Commerce में Big Data Analytics का उपयोग कैसे किया जाता है? 
	Q24. Which smart system can be supported by an IoT Ecosystem? 
	IoT Ecosystem द्वारा किस स्मार्ट प्रणाली को सहायता प्रदान की जा सकती है? 
	Q25. How do banks use Big Data Analytics? 
	बैंक Big Data Analytics का उपयोग कैसे करते हैं? 
	Q26. A temperature sensor collects room temperature data. Which IoT component is performing this task? 
	एक तापमान संवेदक कमरे के तापमान का डेटा एकत्रित करता है। यह कार्य कौन-सा IoT घटक कर रहा है? 
	Q27. How do social media platforms use Big Data Analytics? 
	सोशल मीडिया प्लेटफॉर्म Big Data Analytics का उपयोग कैसे करते हैं? 
	Q28. Data from an IoT device needs to be sent to the Cloud. Which component is mainly responsible? 
	IoT उपकरण से प्राप्त डेटा को Cloud तक भेजना है। इसके लिए मुख्य रूप से कौन-सा घटक जिम्मेदार है? 
	Q29. How does Google Maps use Big Data? 
	Google Maps Big Data का उपयोग कैसे करता है? 
	Q30. Which sequence best represents the basic flow of data in an IoT Ecosystem? 
	IoT Ecosystem में डेटा के मूल प्रवाह को कौन-सा क्रम सबसे अच्छी तरह दर्शाता है? 

	Answer Key / उत्तर कुंजी 
	Architecture of IoT — IoT की संरचना 
	Types of IoT Architecture — IoT संरचना के प्रकार 
	3-Layer Architecture — 3-स्तरीय संरचना 
	4-Layer Architecture — 4-स्तरीय संरचना 
	5-Layer Architecture — 5-स्तरीय संरचना 

	Layers of IoT Architecture — IoT संरचना की परतें 
	Perception Layer — अनुभूति परत 
	Network Layer — नेटवर्क परत 
	Middleware Layer — मध्यवर्ती परत 
	Application Layer — अनुप्रयोग परत 
	Business Layer — व्यावसायिक परत 

	Building Blocks of IoT — IoT के मूल निर्माण घटक 
	Sensors & Actuators — संवेदक और क्रियाकारक 
	Processors — प्रोसेसर 
	Gateways — गेटवे 
	Applications — अनुप्रयोग 

	Logical vs Physical Design of IoT — IoT का तार्किक और भौतिक डिज़ाइन 
	Logical Design of IoT — IoT का तार्किक डिज़ाइन 
	Physical Design of IoT — IoT का भौतिक डिज़ाइन 
	Simple Difference — आसान अंतर 

	IoT – MCQ Set 7 
	Q1. What does IoT Architecture represent? 
	IoT Architecture क्या दर्शाता है? 
	Q2. What does IoT Architecture explain about data? 
	IoT Architecture डेटा के बारे में क्या बताता है? 
	Q3. How many layers are present in 3-Layer IoT Architecture? 
	3-Layer IoT Architecture में कितनी परतें होती हैं? 
	Q4. Which of the following is NOT a layer of 3-Layer IoT Architecture? 
	निम्नलिखित में से कौन 3-Layer IoT Architecture की परत नहीं है? 
	Q5. Which additional layer is present in 4-Layer Architecture compared to 3-Layer Architecture? 
	3-Layer Architecture की तुलना में 4-Layer Architecture में कौन-सी अतिरिक्त परत होती है? 
	Q6. Which layer is added in 5-Layer Architecture compared to 4-Layer Architecture? 
	4-Layer Architecture की तुलना में 5-Layer Architecture में कौन-सी परत अतिरिक्त होती है? 
	Q7. What is the main function of the Perception Layer? 
	Perception Layer का मुख्य कार्य क्या है? 
	Q8. Which of the following is an example of the Perception Layer? 
	निम्नलिखित में से कौन Perception Layer का उदाहरण है? 
	Q9. What is the main function of the Network Layer? 
	Network Layer का मुख्य कार्य क्या है? 
	Q10. Which of the following is an example of the Network Layer? 
	निम्नलिखित में से कौन Network Layer का उदाहरण है? 
	Q11. What does the Middleware Layer do? 
	Middleware Layer क्या करती है? 
	Q12. Which of the following is an example of the Middleware Layer? 
	निम्नलिखित में से कौन Middleware Layer का उदाहरण है? 
	Q13. What is the main function of the Application Layer? 
	Application Layer का मुख्य कार्य क्या है? 
	Q14. Which of the following is an example of the Application Layer? 
	निम्नलिखित में से कौन Application Layer का उदाहरण है? 
	Q15. What is the role of the Business Layer? 
	Business Layer की क्या भूमिका है? 
	Q16. Which of the following is an example of the Business Layer? 
	निम्नलिखित में से कौन Business Layer का उदाहरण है? 
	Q17. Which four things form the basic building blocks of an IoT system? 
	कौन-सी चार चीजें IoT System के मुख्य Building Blocks बनाती हैं? 
	Q18. Which device collects temperature, motion, light and humidity data? 
	कौन-सा उपकरण तापमान, गति, प्रकाश और आर्द्रता का डेटा एकत्रित करता है? 
	Q19. What is the main role of an Actuator? 
	Actuator का मुख्य कार्य क्या है? 
	Q20. Which of the following is an example of an actuator action? 
	निम्नलिखित में से कौन Actuator की क्रिया का उदाहरण है? 
	Q21. What are Processors called in IoT? 
	IoT में Processors को क्या कहा जाता है? 
	Q22. Which of the following is a function of Processors? 
	निम्नलिखित में से कौन Processors का एक कार्य है? 
	Q23. What is the main function of Gateways in IoT? 
	IoT में Gateways का मुख्य कार्य क्या है? 
	Q24. Which network connections can be provided by Gateways? 
	Gateways किन नेटवर्क कनेक्शनों को प्रदान कर सकते हैं? 
	Q25. What are Applications mainly used for in IoT? 
	IoT में Applications का मुख्य रूप से किस लिए उपयोग किया जाता है? 
	Q26. What does Logical Design of IoT show? 
	IoT का Logical Design क्या दर्शाता है? 
	Q27. What does Physical Design of IoT show? 
	IoT का Physical Design क्या दर्शाता है? 
	Q28. Which of the following is mainly included in Logical Design? 
	निम्नलिखित में से कौन मुख्य रूप से Logical Design में शामिल होता है? 
	Q29. Which of the following is mainly included in Physical Design? 
	निम्नलिखित में से कौन मुख्य रूप से Physical Design में शामिल होता है? 
	Q30. Which statement correctly explains the difference between Logical Design and Physical Design? 
	Logical Design और Physical Design के बीच अंतर को कौन-सा कथन सही रूप से समझाता है? 

	Answer Key / उत्तर कुंजी 
	Functional Blocks of IoT — IoT के कार्यात्मक घटक 
	Devices — उपकरण 
	Communication — संचार 
	Security — सुरक्षा 
	Services — सेवाएँ 
	Applications — अनुप्रयोग 

	IoT Design Methodology — IoT डिज़ाइन कार्यप्रणाली 
	Purpose & Requirement — उद्देश्य और आवश्यकताएँ 
	Process Specification — प्रक्रिया विनिर्देशन 
	Domain Model — डोमेन मॉडल 
	Information Model — सूचना मॉडल 
	Service Specification — सेवा विनिर्देशन 
	IoT Level Specification — IoT स्तर विनिर्देशन 
	Functional View — कार्यात्मक दृष्टिकोण 
	Operational View — संचालन दृष्टिकोण 
	Device & Component Integration — उपकरण और घटक एकीकरण 
	Application Development — अनुप्रयोग विकास 

	Development Tools Used in IoT — IoT में उपयोग होने वाले विकास उपकरण 
	Tessel 2 — टेसल 2 
	Eclipse IoT — एक्लिप्स IoT 
	Arduino — आर्डुइनो 
	PlatformIO — प्लेटफॉर्मIO 
	IBM Watson — आईबीएम वॉटसन 
	Raspbian — रास्पबियन 
	Kaax — काएक्स 
	Home Assistant — होम असिस्टेंट 

	SDN and NFV for IoT — IoT के लिए SDN और NFV 
	SDN – Software Defined Networking — सॉफ्टवेयर डिफाइंड नेटवर्किंग 
	NFV – Network Function Virtualization — नेटवर्क फंक्शन वर्चुअलाइजेशन 

	IoT – MCQ Set 8 
	Q1. What are Devices in an IoT system? 
	IoT प्रणाली में Devices क्या होते हैं? 
	Q2. Which of the following is an example of an IoT Device? 
	निम्नलिखित में से कौन IoT Device का उदाहरण है? 
	Q3. What is the main purpose of Communication in IoT? 
	IoT में Communication का मुख्य उद्देश्य क्या है? 
	Q4. Which technology can be used for Communication in IoT? 
	IoT में Communication के लिए किस तकनीक का उपयोग किया जा सकता है? 
	Q5. What is the main role of Security in IoT? 
	IoT में Security की मुख्य भूमिका क्या है? 
	Q6. Which of the following is used for IoT Security? 
	निम्नलिखित में से किसका उपयोग IoT Security के लिए किया जाता है? 
	Q7. What is the function of Services in IoT? 
	IoT में Services का क्या कार्य है? 
	Q8. What do IoT Services convert raw data into? 
	IoT Services कच्चे डेटा को किसमें बदलती हैं? 
	Q9. What is the main role of Applications in IoT? 
	IoT में Applications की मुख्य भूमिका क्या है? 
	Q10. Which of the following is an example of an IoT Application? 
	निम्नलिखित में से कौन IoT Application का उदाहरण है? 
	Q11. What does IoT Design Methodology mean? 
	IoT Design Methodology का क्या अर्थ है? 
	Q12. What is done in the Purpose & Requirement stage? 
	Purpose & Requirement चरण में क्या किया जाता है? 
	Q13. Which requirement can be identified during Purpose & Requirement specification? 
	Purpose & Requirement Specification में किस आवश्यकता को निर्धारित किया जा सकता है? 
	Q14. What is defined in Process Specification? 
	Process Specification में क्या निर्धारित किया जाता है? 
	Q15. What does a Domain Model show? 
	Domain Model क्या दर्शाता है? 
	Q16. Which of the following can be defined in a Domain Model? 
	निम्नलिखित में से किसे Domain Model में परिभाषित किया जा सकता है? 
	Q17. What does an Information Model define? 
	Information Model क्या निर्धारित करता है? 
	Q18. Which statement about an Information Model is correct? 
	Information Model के बारे में कौन-सा कथन सही है? 
	Q19. What does Service Specification define? 
	Service Specification क्या निर्धारित करता है? 
	Q20. Which of the following is an example of an IoT Service? 
	निम्नलिखित में से कौन IoT Service का उदाहरण है? 
	Q21. What does IoT Level Specification define? 
	IoT Level Specification क्या निर्धारित करता है? 
	Q22. What does the Functional View show? 
	Functional View क्या दर्शाता है? 
	Q23. Which of the following is included in the Operational View? 
	निम्नलिखित में से कौन Operational View में शामिल होता है? 
	Q24. What happens during Device & Component Integration? 
	Device & Component Integration में क्या किया जाता है? 
	Q25. What is the final step of IoT Design Methodology? 
	IoT Design Methodology का अंतिम चरण कौन-सा है? 
	Q26. Which development tool is a Hardware IoT Development Board used for creating IoT prototypes? 
	कौन-सा Development Tool IoT Prototype बनाने के लिए उपयोग किया जाने वाला Hardware IoT Development Board है? 
	Q27. Which IoT development tool is an Open-Source Software Platform used for IoT development and Cloud systems? 
	कौन-सा IoT Development Tool IoT Development और Cloud Systems के लिए उपयोग किया जाने वाला Open-Source Software Platform है? 
	Q28. Which tool includes an IDE, debugger and library manager and supports many IoT boards? 
	कौन-से Tool में IDE, Debugger और Library Manager शामिल होते हैं तथा जो कई IoT Boards को Support करता है? 
	Q29. Which tool adds AI capabilities to IoT systems and is used for prediction and data analysis? 
	कौन-सा Tool IoT प्रणालियों में AI क्षमता जोड़ता है तथा Prediction और Data Analysis के लिए उपयोग होता है? 
	Q30. Which statement correctly explains SDN and NFV? 
	SDN और NFV को कौन-सा कथन सही रूप से समझाता है? 

	Answer Key / उत्तर कुंजी 
	IEEE Standards in Networking & IoT — नेटवर्किंग और IoT में IEEE मानक 
	Key Points — मुख्य बिंदु 

	IEEE Standards — IEEE मानक 
	Communication Models — संचार मॉडल 
	Request-Response Communication Model — अनुरोध-प्रतिक्रिया संचार मॉडल 
	Example — उदाहरण 
	Working — कार्यप्रणाली 
	Stateless Meaning — Stateless का अर्थ 
	Important Points — महत्वपूर्ण बिंदु 

	Publish-Subscribe Communication Model — पब्लिश-सब्सक्राइब संचार मॉडल 
	Example — उदाहरण 
	Main Parts — मुख्य भाग 
	Working — कार्यप्रणाली 
	Important Points — महत्वपूर्ण बिंदु 

	Push-Pull Communication Model — पुश-पुल संचार मॉडल 
	Example — उदाहरण 
	Working — कार्यप्रणाली 
	Important Points — महत्वपूर्ण बिंदु 

	Exclusive Pair Communication Model — एक्सक्लूसिव पेयर संचार मॉडल 
	Examples — उदाहरण 
	Working — कार्यप्रणाली 
	Important Points — महत्वपूर्ण बिंदु 

	IoT – MCQ Set 9 
	Q1. What does IEEE stand for? 
	IEEE का पूर्ण रूप क्या है? 
	Q2. What is the main work of IEEE? 
	IEEE का मुख्य कार्य क्या है? 
	Q3. When was IEEE founded? 
	IEEE की स्थापना कब हुई थी? 
	Q4. Which IEEE standard is related to Ethernet? 
	कौन-सा IEEE Standard Ethernet से संबंधित है? 
	Q5. Which IEEE standard is used for Wi-Fi? 
	Wi-Fi के लिए कौन-सा IEEE Standard उपयोग किया जाता है? 
	Q6. Which IEEE standard is associated with Bluetooth? 
	Bluetooth किस IEEE Standard से संबंधित है? 
	Q7. Which IEEE standard is commonly associated with Zigbee and 6LoWPAN? 
	Zigbee और 6LoWPAN सामान्यतः किस IEEE Standard से संबंधित हैं? 
	Q8. Which IEEE standard is related to WiMAX? 
	WiMAX किस IEEE Standard से संबंधित है? 
	Q9. In the Request-Response Communication Model, who sends the request? 
	Request-Response Communication Model में Request कौन भेजता है? 
	Q10. In the Request-Response Model, what does the server send back? 
	Request-Response Model में Server वापस क्या भेजता है? 
	Q11. What does Stateless mean in the Request-Response Model? 
	Request-Response Model में Stateless का क्या अर्थ है? 
	Q12. Which protocol commonly uses the Request-Response model? 
	Request-Response Model का उपयोग सामान्यतः किस Protocol में किया जाता है? 
	Q13. In the Publish-Subscribe Model, who sends data? 
	Publish-Subscribe Model में Data कौन भेजता है? 
	Q14. What is the role of the Broker in Publish-Subscribe communication? 
	Publish-Subscribe Communication में Broker का क्या कार्य है? 
	Q15. What is a Topic in the Publish-Subscribe Model? 
	Publish-Subscribe Model में Topic क्या होता है? 
	Q16. Which statement is correct about Publish-Subscribe communication? 
	Publish-Subscribe Communication के बारे में कौन-सा कथन सही है? 
	Q17. In the Push-Pull Model, where does the Producer push data? 
	Push-Pull Model में Producer Data को कहाँ Push करता है? 
	Q18. What is the main role of a Queue in the Push-Pull Model? 
	Push-Pull Model में Queue की मुख्य भूमिका क्या है? 
	Q19. In the Push-Pull Model, who pulls data from the Queue? 
	Push-Pull Model में Queue से Data कौन Pull करता है? 
	Q20. Which is a suitable example of the Push-Pull Model? 
	Push-Pull Model का उपयुक्त उदाहरण कौन-सा है? 
	Q21. What is the main feature of the Exclusive Pair Communication Model? 
	Exclusive Pair Communication Model की मुख्य विशेषता क्या है? 
	Q22. What does Full-Duplex Communication mean? 
	Full-Duplex Communication का क्या अर्थ है? 
	Q23. Why is the Exclusive Pair Model considered Stateful? 
	Exclusive Pair Model को Stateful क्यों माना जाता है? 
	Q24. What is the non-secure port number of MQTT? 
	MQTT का Non-Secure Port Number क्या है? 
	Q25. What is the secure port number of MQTT? 
	MQTT का Secure Port Number क्या है? 
	Q26. Which pair of ports is used by CoAP? 
	CoAP द्वारा कौन-से Port Numbers उपयोग किए जाते हैं? 
	Q27. Which protocol uses ports 5672 and 5671? 
	कौन-सा Protocol 5672 और 5671 Ports का उपयोग करता है? 
	Q28. Which of the following protocols belongs to the Transport Layer? 
	निम्नलिखित में से कौन-सा Protocol Transport Layer से संबंधित है? 
	Q29. Which of the following belongs to the Network Layer? 
	निम्नलिखित में से कौन Network Layer से संबंधित है? 
	Q30. Which statement correctly matches the protocol or technology with its layer? 
	कौन-सा कथन Protocol या Technology को उसकी सही Layer से मिलाता है? 

	Answer Key / उत्तर कुंजी 
	Protocols and Networking Technologies — प्रोटोकॉल और नेटवर्किंग तकनीकें 
	 
	 
	CoAP – Constrained Application Protocol — कंस्ट्रेन्ड एप्लिकेशन प्रोटोकॉल 
	Simple Concept — सरल अवधारणा 
	When is CoAP Used? — CoAP का उपयोग कब किया जाता है? 
	Why is CoAP Used? — CoAP का उपयोग क्यों किया जाता है? 
	Communication Model of CoAP — CoAP का संचार मॉडल 
	Working — कार्यप्रणाली 

	CoAP and UDP — CoAP और UDP 
	Why UDP? — UDP क्यों? 

	Layer of CoAP — CoAP की Layer 
	Methods Supported by CoAP — CoAP द्वारा समर्थित Methods 
	Where is CoAP Used? — CoAP कहाँ उपयोग होता है? 
	Advantages of CoAP — CoAP के लाभ 
	Disadvantages of CoAP — CoAP की सीमाएँ 
	Important Clarification — महत्वपूर्ण स्पष्टीकरण 
	Common Ports — सामान्य Ports 

	MQTT – Message Queuing Telemetry Transport — मैसेज क्यूइंग टेलीमेट्री ट्रांसपोर्ट 
	Simple Concept — सरल अवधारणा 
	When is MQTT Used? — MQTT का उपयोग कब किया जाता है? 
	Communication Model of MQTT — MQTT का संचार मॉडल 
	Publisher — पब्लिशर 
	Broker — ब्रोकर 
	Subscriber — सब्सक्राइबर 
	Topic — टॉपिक 

	How MQTT Works — MQTT कैसे कार्य करता है? 
	MQTT Protocol Type — MQTT प्रोटोकॉल का प्रकार 
	Packet System in MQTT — MQTT का Packet System 
	Small Packets Help In — छोटे Packets के लाभ 

	Where is MQTT Used? — MQTT कहाँ उपयोग होता है? 
	MQTT-S / MQTT-SN — MQTT-S / MQTT-SN 
	Designed For — किसके लिए बनाया गया है? 

	Advantages of MQTT — MQTT के लाभ 
	Disadvantages of MQTT — MQTT की सीमाएँ 
	Common Ports — सामान्य Ports 

	XMPP – Extensible Messaging and Presence Protocol — एक्स्टेंसिबल मैसेजिंग एंड प्रेज़ेन्स प्रोटोकॉल 
	Simple Concept — सरल अवधारणा 
	When is XMPP Used? — XMPP का उपयोग कब किया जाता है? 
	Why is XMPP Used? — XMPP का उपयोग क्यों किया जाता है? 
	Communication Model of XMPP — XMPP का संचार मॉडल 
	Simplified Working — सरल कार्यप्रणाली 

	Where is XMPP Used? — XMPP कहाँ उपयोग होता है? 
	Examples Mentioned in the Notes — Notes में दिए गए उदाहरण 
	Important Note — महत्वपूर्ण नोट 
	Advantages of XMPP — XMPP के लाभ 
	Disadvantages of XMPP — XMPP की सीमाएँ 
	Clarification — स्पष्टीकरण 

	IoT – MCQ Set 10 
	Q1. Which layer does CoAP belong to? 
	CoAP किस Layer से संबंधित है? 
	Q2. What does CoAP stand for? 
	CoAP का पूर्ण रूप क्या है? 
	Q3. Which communication model is mainly used by CoAP? 
	CoAP मुख्य रूप से किस Communication Model का उपयोग करता है? 
	Q4. Which Transport Layer protocol is generally used by CoAP? 
	CoAP सामान्यतः किस Transport Layer Protocol का उपयोग करता है? 
	Q5. Why is UDP suitable for CoAP? 
	UDP CoAP के लिए उपयुक्त क्यों है? 
	Q6. What is the non-secure port number of CoAP? 
	CoAP का Non-Secure Port Number क्या है? 
	Q7. What is the secure port number of CoAP? 
	CoAP का Secure Port Number क्या है? 
	Q8. Which CoAP method is used to read or get data? 
	CoAP में Data प्राप्त या पढ़ने के लिए किस Method का उपयोग किया जाता है? 
	Q9. Which CoAP method is used to update or replace data? 
	CoAP में Data को Update या Replace करने के लिए किस Method का उपयोग किया जाता है? 
	Q10. Which is an advantage of CoAP? 
	निम्नलिखित में से कौन CoAP का एक लाभ है? 
	Q11. Which is a limitation of CoAP? 
	निम्नलिखित में से कौन CoAP की एक सीमा है? 
	Q12. Which feature can CoAP use to provide additional reliability? 
	CoAP अतिरिक्त Reliability के लिए किस Feature का उपयोग कर सकता है? 
	Q13. What does MQTT stand for? 
	MQTT का पूर्ण रूप क्या है? 
	Q14. Which communication model is used by MQTT? 
	MQTT किस Communication Model का उपयोग करता है? 
	Q15. What is the role of a Broker in MQTT? 
	MQTT में Broker का क्या कार्य है? 
	Q16. What is a Topic in MQTT? 
	MQTT में Topic क्या होता है? 
	Q17. What is the correct MQTT communication flow? 
	MQTT का सही Communication Flow कौन-सा है? 
	Q18. What is the non-secure port number of MQTT? 
	MQTT का Non-Secure Port Number क्या है? 
	Q19. What is the secure port number of MQTT over TLS? 
	MQTT over TLS का Secure Port Number क्या है? 
	Q20. What does TLS stand for? 
	TLS का पूर्ण रूप क्या है? 
	Q21. Which statement about MQTT is correct? 
	MQTT के बारे में कौन-सा कथन सही है? 
	Q22. What does MQTT-SN stand for? 
	MQTT-SN का पूर्ण रूप क्या है? 
	Q23. Which statement describes Asynchronous Messaging in MQTT? 
	MQTT में Asynchronous Messaging का अर्थ क्या है? 
	Q24. What does XMPP stand for? 
	XMPP का पूर्ण रूप क्या है? 
	Q25. What does Presence mean in XMPP? 
	XMPP में Presence का क्या अर्थ है? 
	Q26. What are the common port numbers of XMPP according to the given table? 
	दिए गए Table के अनुसार XMPP के सामान्य Port Numbers क्या हैं? 
	Q27. Which is a major advantage of XMPP? 
	निम्नलिखित में से कौन XMPP का प्रमुख लाभ है? 
	Q28. Why can XMPP use more bandwidth than lightweight IoT protocols? 
	XMPP Lightweight IoT Protocols की तुलना में अधिक Bandwidth क्यों उपयोग कर सकता है? 
	Q29. Which pair correctly matches a protocol with its layer? 
	कौन-सी जोड़ी Protocol को उसकी सही Layer से मिलाती है? 
	Q30. Which statement correctly matches the protocol with its layer and ports? 
	कौन-सा कथन Protocol को उसकी सही Layer और Ports से मिलाता है? 

	Answer Key / उत्तर कुंजी 
	WebSocket — वेबसॉकेट 
	Simple Concept — सरल अवधारणा 
	When is WebSocket Used? — WebSocket का उपयोग कब किया जाता है? 
	Communication Model of WebSocket — WebSocket का संचार मॉडल 
	Working — कार्यप्रणाली 

	Underlying Protocol of WebSocket — WebSocket का आधार Protocol 
	Common Schemes and Ports — सामान्य Schemes और Ports 
	Where is WebSocket Used? — WebSocket कहाँ उपयोग होता है? 
	WebSocket and HTML5 — WebSocket और HTML5 
	Advantages of WebSocket — WebSocket के लाभ 
	Disadvantages of WebSocket — WebSocket की सीमाएँ 

	DDS – Data Distribution Service — डेटा डिस्ट्रीब्यूशन सर्विस 
	Simple Concept — सरल अवधारणा 
	When is DDS Used? — DDS का उपयोग कब किया जाता है? 
	Communication Model of DDS — DDS का संचार मॉडल 
	Working — कार्यप्रणाली 

	Where is DDS Used? — DDS कहाँ उपयोग होता है? 
	Applications of DDS — DDS के अनुप्रयोग 
	Advantages of DDS — DDS के लाभ 
	Disadvantages of DDS — DDS की सीमाएँ 
	Clarification — स्पष्टीकरण 

	AMQP – Advanced Message Queuing Protocol — एडवांस्ड मैसेज क्यूइंग प्रोटोकॉल 
	Simple Concept — सरल अवधारणा 
	Why is AMQP Used? — AMQP का उपयोग क्यों किया जाता है? 
	Communication Model of AMQP — AMQP का संचार मॉडल 
	Working — कार्यप्रणाली 

	Where is AMQP Used? — AMQP कहाँ उपयोग होता है? 
	Features of AMQP — AMQP की विशेषताएँ 
	Advantages of AMQP — AMQP के लाभ 
	Disadvantages of AMQP — AMQP की सीमाएँ 
	Common Ports — सामान्य Ports 

	IoT – MCQ Set 11 
	Q1. What is WebSocket? 
	WebSocket क्या है? 
	Q2. Which communication type is provided by WebSocket? 
	WebSocket किस प्रकार का Communication प्रदान करता है? 
	Q3. What does Full-Duplex mean in WebSocket? 
	WebSocket में Full-Duplex का क्या अर्थ है? 
	Q4. Which protocol does WebSocket normally operate over? 
	WebSocket सामान्यतः किस Protocol पर कार्य करता है? 
	Q5. What is the common port of the ws WebSocket scheme? 
	ws WebSocket Scheme का सामान्य Port कौन-सा है? 
	Q6. What is the common port of Secure WebSocket (wss)? 
	Secure WebSocket (wss) का सामान्य Port कौन-सा है? 
	Q7. When is WebSocket especially useful? 
	WebSocket विशेष रूप से कब उपयोगी होता है? 
	Q8. Which of the following is a suitable use of WebSocket? 
	निम्नलिखित में से कौन WebSocket का उपयुक्त उपयोग है? 
	Q9. Which statement about a WebSocket connection is correct? 
	WebSocket Connection के बारे में कौन-सा कथन सही है? 
	Q10. Which is a limitation of WebSocket? 
	निम्नलिखित में से कौन WebSocket की एक सीमा है? 
	Q11. What does DDS stand for? 
	DDS का पूर्ण रूप क्या है? 
	Q12. DDS is standardized by which organization? 
	DDS को किस संस्था द्वारा Standardize किया गया है? 
	Q13. Which communication model is mainly used by DDS? 
	DDS मुख्य रूप से किस Communication Model का उपयोग करता है? 
	Q14. What is the correct basic flow of DDS? 
	DDS का सही Basic Flow कौन-सा है? 
	Q15. DDS is especially suitable when which requirement is important? 
	DDS विशेष रूप से कब उपयुक्त होता है? 
	Q16. What does Throughput mean? 
	Throughput का क्या अर्थ है? 
	Q17. Which of the following is an application area of DDS? 
	निम्नलिखित में से कौन DDS का एक Application Area है? 
	Q18. What does IIoT stand for? 
	IIoT का पूर्ण रूप क्या है? 
	Q19. Which is an advantage of DDS? 
	निम्नलिखित में से कौन DDS का एक लाभ है? 
	Q20. Which is a limitation of DDS? 
	निम्नलिखित में से कौन DDS की एक सीमा है? 
	Q21. What does AMQP stand for? 
	AMQP का पूर्ण रूप क्या है? 
	Q22. What is the main purpose of AMQP? 
	AMQP का मुख्य उद्देश्य क्या है? 
	Q23. What does Interoperable mean in AMQP? 
	AMQP में Interoperable का क्या अर्थ है? 
	Q24. Which communication styles can AMQP support? 
	AMQP किन Communication Styles को Support कर सकता है? 
	Q25. What is the correct AMQP message flow? 
	AMQP का सही Message Flow कौन-सा है? 
	Q26. What is the function of a Queue in AMQP? 
	AMQP में Queue का क्या कार्य है? 
	Q27. What is the common non-secure port of AMQP? 
	AMQP का सामान्य Non-Secure Port कौन-सा है? 
	Q28. What is the common secure port of AMQP over TLS? 
	AMQP over TLS का सामान्य Secure Port कौन-सा है? 
	Q29. Which is a common use of AMQP? 
	निम्नलिखित में से कौन AMQP का सामान्य उपयोग है? 
	Q30. Which statement correctly compares WebSocket, DDS and AMQP? 
	कौन-सा कथन WebSocket, DDS और AMQP की सही तुलना करता है? 

	Answer Key / उत्तर कुंजी 
	TCP – Transmission Control Protocol — ट्रांसमिशन कंट्रोल प्रोटोकॉल 
	Simple Concept — सरल अवधारणा 
	When is TCP Used? — TCP का उपयोग कब किया जाता है? 
	Communication Model of TCP — TCP का संचार मॉडल 
	Working — कार्यप्रणाली 

	Where is TCP Used? — TCP कहाँ उपयोग होता है? 
	Features of TCP — TCP की विशेषताएँ 
	Important Correction — महत्वपूर्ण सुधार 
	Advantages of TCP — TCP के लाभ 
	Disadvantages of TCP — TCP की सीमाएँ 

	UDP – User Datagram Protocol — यूज़र डेटाग्राम प्रोटोकॉल 
	Simple Concept — सरल अवधारणा 
	When is UDP Used? — UDP का उपयोग कब किया जाता है? 
	Where is UDP Used? — UDP कहाँ उपयोग होता है? 
	Features of UDP — UDP की विशेषताएँ 
	Advantages of UDP — UDP के लाभ 
	Disadvantages of UDP — UDP की सीमाएँ 

	TCP vs UDP — TCP और UDP की तुलना 
	HTTP – HyperText Transfer Protocol — हाइपरटेक्स्ट ट्रांसफर प्रोटोकॉल 
	Simple Concept — सरल अवधारणा 
	When is HTTP Used? — HTTP का उपयोग कब किया जाता है? 
	Communication Model of HTTP — HTTP का संचार मॉडल 
	HTTP Features — HTTP की विशेषताएँ 
	HTTP Methods — HTTP Methods 
	HTTP Example — HTTP उदाहरण 
	Advantages of HTTP — HTTP के लाभ 
	Disadvantages of HTTP — HTTP की सीमाएँ 

	HTTPS – HyperText Transfer Protocol Secure — हाइपरटेक्स्ट ट्रांसफर प्रोटोकॉल सिक्योर 
	Benefits — लाभ 
	Common Ports — सामान्य Ports 

	IoT – MCQ Set 12 
	Q1. What does TCP stand for? 
	TCP का पूर्ण रूप क्या है? 
	Q2. Which layer does TCP belong to? 
	TCP किस Layer से संबंधित है? 
	Q3. Which statement best describes TCP? 
	TCP का सबसे सही वर्णन कौन-सा है? 
	Q4. What happens to lost data in TCP? 
	TCP में खोए हुए Data के साथ क्या होता है? 
	Q5. What does the receiver send after receiving TCP data? 
	TCP Data प्राप्त करने के बाद Receiver क्या भेजता है? 
	Q6. Which feature helps TCP regulate the rate of data transmission between sender and receiver? 
	TCP में Sender और Receiver के बीच Data Transmission की दर को नियंत्रित करने में कौन-सी विशेषता सहायता करती है? 
	Q7. Which feature of TCP helps manage network congestion? 
	TCP की कौन-सी विशेषता Network Congestion को Manage करने में सहायता करती है? 
	Q8. Which is a disadvantage of TCP compared with UDP? 
	UDP की तुलना में TCP की एक सीमा क्या है? 
	Q9. What does UDP stand for? 
	UDP का पूर्ण रूप क्या है? 
	Q10. Which statement best describes UDP? 
	UDP का सबसे सही वर्णन कौन-सा है? 
	Q11. What are independent messages sent by UDP called? 
	UDP द्वारा भेजे जाने वाले Independent Messages को क्या कहा जाता है? 
	Q12. Which of the following is a common use of UDP? 
	निम्नलिखित में से कौन UDP का सामान्य उपयोग है? 
	Q13. Which statement about UDP acknowledgement is correct? 
	UDP में Acknowledgement के बारे में कौन-सा कथन सही है? 
	Q14. Which protocol supports Broadcast and Multicast? 
	कौन-सा Protocol Broadcast और Multicast को Support करता है? 
	Q15. Which statement correctly compares TCP and UDP packet ordering? 
	TCP और UDP में Packet Ordering की सही तुलना कौन-सी है? 
	Q16. Which protocol is generally better when very low latency is more important than guaranteed delivery? 
	जब Guaranteed Delivery की तुलना में बहुत कम Latency अधिक महत्वपूर्ण हो, तब सामान्यतः कौन-सा Protocol बेहतर होता है? 
	Q17. Which protocol is generally preferred for reliable file transfer? 
	Reliable File Transfer के लिए सामान्यतः कौन-सा Protocol अधिक उपयुक्त है? 
	Q18. What does HTTP stand for? 
	HTTP का पूर्ण रूप क्या है? 
	Q19. Which layer does HTTP belong to? 
	HTTP किस Layer से संबंधित है? 
	Q20. Which communication model is used by HTTP? 
	HTTP किस Communication Model का उपयोग करता है? 
	Q21. What does Stateless mean in HTTP? 
	HTTP में Stateless का क्या अर्थ है? 
	Q22. Which HTTP method is used to read or get a resource? 
	किसी Resource को प्राप्त या पढ़ने के लिए कौन-सा HTTP Method उपयोग किया जाता है? 
	Q23. Which HTTP method is mainly used to send or create data? 
	Data भेजने या नया Data बनाने के लिए मुख्य रूप से कौन-सा HTTP Method उपयोग किया जाता है? 
	Q24. Which HTTP method is used to update or replace a resource? 
	किसी Resource को Update या Replace करने के लिए कौन-सा HTTP Method उपयोग किया जाता है? 
	Q25. Which HTTP method is used to delete a resource? 
	किसी Resource को हटाने के लिए कौन-सा HTTP Method उपयोग किया जाता है? 
	Q26. What is the common port number of HTTP? 
	HTTP का सामान्य Port Number क्या है? 
	Q27. What does HTTPS stand for? 
	HTTPS का पूर्ण रूप क्या है? 
	Q28. Which technology is normally used by HTTPS to protect data? 
	HTTPS सामान्यतः Data को सुरक्षित करने के लिए किस Technology का उपयोग करता है? 
	Q29. What is the common port number of HTTPS? 
	HTTPS का सामान्य Port Number क्या है? 
	Q30. Which statement correctly compares TCP, UDP, HTTP and HTTPS? 
	TCP, UDP, HTTP और HTTPS की सही तुलना कौन-सी है? 

	Answer Key / उत्तर कुंजी 
	IPv4 – Internet Protocol Version 4 — इंटरनेट प्रोटोकॉल वर्ज़न 4 
	Address Size — Address का आकार 
	Structure — संरचना 
	Address Capacity — Address क्षमता 
	Format — प्रारूप 
	Use — उपयोग 

	IPv6 – Internet Protocol Version 6 — इंटरनेट प्रोटोकॉल वर्ज़न 6 
	Address Size — Address का आकार 
	Structure — संरचना 
	Address Capacity — Address क्षमता 
	Format — प्रारूप 
	Use — उपयोग 

	IPv4 vs IPv6 — IPv4 और IPv6 की तुलना 
	MAC Address – Media Access Control Address — मीडिया एक्सेस कंट्रोल एड्रेस 
	Address Size — Address का आकार 
	Structure — संरचना 
	Address Capacity — Address क्षमता 
	Format — प्रारूप 
	Use — उपयोग 

	IPv4 vs IPv6 vs MAC Address — IPv4, IPv6 और MAC Address की तुलना 
	Ethernet — ईथरनेट 
	Where is Ethernet Used? — Ethernet कहाँ उपयोग होता है? 
	Ethernet Communication Model — Ethernet संचार मॉडल 
	Advantages of Ethernet — Ethernet के लाभ 
	Disadvantages of Ethernet — Ethernet की सीमाएँ 
	O Level Technical Point — O Level तकनीकी बिंदु 

	LR-WPAN – Low-Rate Wireless Personal Area Network — लो-रेट वायरलेस पर्सनल एरिया नेटवर्क 
	Simple Concept — सरल अवधारणा 
	Communication Models of LR-WPAN — LR-WPAN के संचार मॉडल 
	Peer-to-Peer Model — पीयर-टू-पीयर मॉडल 
	Star Model — स्टार मॉडल 

	IEEE 802.15.4 is Used as a Basis For — IEEE 802.15.4 किनके आधार के रूप में उपयोग होता है? 

	WirelessHART — वायरलेसHART 
	Used In — उपयोग 
	Where is LR-WPAN Used? — LR-WPAN कहाँ उपयोग होता है? 
	Advantages of LR-WPAN — LR-WPAN के लाभ 
	Limitations of LR-WPAN — LR-WPAN की सीमाएँ 

	WiMAX – Worldwide Interoperability for Microwave Access — वर्ल्डवाइड इंटरऑपरेबिलिटी फॉर माइक्रोवेव एक्सेस 
	Standard — मानक 
	Simple Concept — सरल अवधारणा 
	Speed of WiMAX — WiMAX की गति 
	When is WiMAX Used? — WiMAX का उपयोग कब किया जाता है? 
	Communication Model of WiMAX — WiMAX का संचार मॉडल 
	Working — कार्यप्रणाली 

	Where is WiMAX Used? — WiMAX कहाँ उपयोग होता है? 
	Features of WiMAX — WiMAX की विशेषताएँ 
	Advantages of WiMAX — WiMAX के लाभ 
	Disadvantages of WiMAX — WiMAX की सीमाएँ 

	IoT – MCQ Set 13 
	Q1. What does IPv4 stand for? 
	IPv4 का पूर्ण रूप क्या है? 
	Q2. What is the address size of IPv4? 
	IPv4 Address का आकार कितना होता है? 
	Q3. How many octets are present in an IPv4 address? 
	IPv4 Address में कितने Octets होते हैं? 
	Q4. Which is a valid example of an IPv4 address? 
	निम्नलिखित में से कौन IPv4 Address का सही उदाहरण है? 
	Q5. Which format is used by IPv4? 
	IPv4 में किस Format का उपयोग होता है? 
	Q6. Approximately how many addresses can IPv4 provide? 
	IPv4 लगभग कितने Addresses प्रदान कर सकता है? 
	Q7. What does IPv6 stand for? 
	IPv6 का पूर्ण रूप क्या है? 
	Q8. What is the address size of IPv6? 
	IPv6 Address का आकार कितना होता है? 
	Q9. How is an IPv6 address normally structured? 
	IPv6 Address सामान्यतः किस प्रकार संरचित होता है? 
	Q10. Which separator is normally used in IPv6 addresses? 
	IPv6 Addresses में सामान्यतः किस Separator का उपयोग होता है? 
	Q11. Why is IPv6 important for large-scale IoT? 
	Large-Scale IoT के लिए IPv6 महत्वपूर्ण क्यों है? 
	Q12. Approximately how many addresses can IPv6 provide? 
	IPv6 लगभग कितने Addresses प्रदान कर सकता है? 
	Q13. What does MAC stand for? 
	MAC का पूर्ण रूप क्या है? 
	Q14. What is a MAC Address? 
	MAC Address क्या है? 
	Q15. What is the usual size of a MAC Address? 
	MAC Address का सामान्य आकार कितना होता है? 
	Q16. Which is a valid example of a MAC Address? 
	निम्नलिखित में से कौन MAC Address का सही उदाहरण है? 
	Q17. What is the main use of a MAC Address? 
	MAC Address का मुख्य उपयोग क्या है? 
	Q18. What does NIC stand for? 
	NIC का पूर्ण रूप क्या है? 
	Q19. What is Ethernet? 
	Ethernet क्या है? 
	Q20. Which IEEE standard is associated with Ethernet? 
	Ethernet किस IEEE Standard से संबंधित है? 
	Q21. Which is an advantage of Ethernet? 
	Ethernet का एक लाभ कौन-सा है? 
	Q22. Which is a limitation of Ethernet? 
	Ethernet की एक सीमा कौन-सी है? 
	Q23. What does LR-WPAN stand for? 
	LR-WPAN का पूर्ण रूप क्या है? 
	Q24. Which IEEE standard is associated with LR-WPAN? 
	LR-WPAN किस IEEE Standard से संबंधित है? 
	Q25. Which statement best describes LR-WPAN? 
	LR-WPAN का सबसे सही वर्णन कौन-सा है? 
	Q26. Which communication models can LR-WPAN support? 
	LR-WPAN किन Communication Models को Support कर सकता है? 
	Q27. What is WirelessHART mainly used for? 
	WirelessHART का मुख्य उपयोग क्या है? 
	Q28. What does WiMAX stand for? 
	WiMAX का पूर्ण रूप क्या है? 
	Q29. Which IEEE standard is associated with WiMAX? 
	WiMAX किस IEEE Standard से संबंधित है? 
	Q30. Which technology is best for large-area wireless broadband? 
	बड़े क्षेत्र में Wireless Broadband के लिए कौन-सी Technology उपयुक्त है? 

	Answer Key / उत्तर कुंजी 
	Wireless Communication Technology — वायरलेस संचार तकनीक 
	Common Wireless Communication Technologies — सामान्य वायरलेस संचार तकनीकें 

	Frequency — आवृत्ति 
	Frequency and Communication Range — आवृत्ति और संचार सीमा 
	Easy Concept — आसान अवधारणा 

	Electromagnetic Frequency Spectrum — विद्युतचुंबकीय आवृत्ति स्पेक्ट्रम 
	Radio Waves — रेडियो तरंगें 
	Microwaves — माइक्रोवेव 
	Infrared Waves — इन्फ्रारेड तरंगें 
	Visible Light — दृश्य प्रकाश 
	Ultraviolet – UV — पराबैंगनी किरणें 
	X-Rays — एक्स-रे 
	Gamma Rays — गामा किरणें 

	Cellular Network — सेलुलर नेटवर्क 
	Main Uses — मुख्य उपयोग 
	Mobile Network Evolution — मोबाइल नेटवर्क का विकास 

	2G – Second Generation — दूसरी पीढ़ी 
	Main Technologies — मुख्य तकनीकें 
	Easy Concept — आसान अवधारणा 

	GSM – Global System for Mobile Communications — ग्लोबल सिस्टम फॉर मोबाइल कम्युनिकेशंस 
	Easy Concept — आसान अवधारणा 

	CDMA – Code Division Multiple Access — कोड डिवीजन मल्टीपल एक्सेस 
	GPRS – General Packet Radio Service — जनरल पैकेट रेडियो सर्विस 
	Easy Concept — आसान अवधारणा 

	EDGE – Enhanced Data Rates for GSM Evolution — एन्हांस्ड डेटा रेट्स फॉर GSM इवोल्यूशन 
	3G – Third Generation — तीसरी पीढ़ी 
	Main Technology — मुख्य तकनीक 

	UMTS – Universal Mobile Telecommunications System — यूनिवर्सल मोबाइल टेलीकम्युनिकेशंस सिस्टम 
	Easy Concept — आसान अवधारणा 

	4G – Fourth Generation — चौथी पीढ़ी 
	Major Technologies — प्रमुख तकनीकें 

	LTE – Long-Term Evolution — लॉन्ग-टर्म इवोल्यूशन 
	VoLTE – Voice over Long-Term Evolution — वॉइस ओवर लॉन्ग-टर्म इवोल्यूशन 
	Main Feature — मुख्य विशेषता 
	Easy Concept — आसान अवधारणा 

	LTE-A – Long-Term Evolution Advanced — लॉन्ग-टर्म इवोल्यूशन एडवांस्ड 
	LTE-M – Long-Term Evolution for Machines — लॉन्ग-टर्म इवोल्यूशन फॉर मशीन्स 
	5G – Fifth Generation — पाँचवीं पीढ़ी 
	Applications — अनुप्रयोग 
	Easy Concept — आसान अवधारणा 

	TDMA – Time Division Multiple Access — टाइम डिवीजन मल्टीपल एक्सेस 
	IoT – MCQ Set 14 
	Q1. What does IoT stand for? 
	IoT का पूर्ण रूप क्या है? 
	Q2. What is Wireless Communication? 
	Wireless Communication क्या है? 
	Q3. Which of the following can be used in Wireless Communication? 
	निम्नलिखित में से किसका उपयोग Wireless Communication में किया जा सकता है? 
	Q4. What is Frequency? 
	Frequency क्या है? 
	Q5. What is the standard unit of Frequency? 
	Frequency की Standard Unit क्या है? 
	Q6. How many Hertz are equal to 1 MHz? 
	1 MHz में कितने Hertz होते हैं? 
	Q7. What is generally true about lower-frequency wireless signals? 
	Lower-Frequency Wireless Signals के बारे में सामान्यतः क्या सही है? 
	Q8. What is generally an advantage of higher-frequency systems? 
	Higher-Frequency Systems का सामान्य लाभ क्या है? 
	Q9. Which electromagnetic waves are widely used in Wi-Fi, Bluetooth and RFID? 
	Wi-Fi, Bluetooth और RFID में कौन-सी Electromagnetic Waves व्यापक रूप से उपयोग होती हैं? 
	Q10. Which wave is mainly used in television remote controls? 
	Television Remote Control में मुख्य रूप से किस Wave का उपयोग होता है? 
	Q11. Which technology uses Visible Light for data communication? 
	कौन-सी Technology Data Communication के लिए Visible Light का उपयोग करती है? 
	Q12. Which electromagnetic radiation is commonly used for sterilization and disinfection? 
	Sterilization और Disinfection के लिए सामान्यतः किस Electromagnetic Radiation का उपयोग किया जाता है? 
	Q13. Which waves are commonly used for medical imaging and airport security? 
	Medical Imaging और Airport Security में सामान्यतः किन Waves का उपयोग होता है? 
	Q14. What is a Cellular Network? 
	Cellular Network क्या है? 
	Q15. What generally serves each Cell in a Cellular Network? 
	Cellular Network में प्रत्येक Cell को सामान्यतः कौन Service देता है? 
	Q16. What was 2G mainly designed for? 
	2G मुख्य रूप से किसके लिए बनाया गया था? 
	Q17. What does GSM stand for? 
	GSM का पूर्ण रूप क्या है? 
	Q18. Which feature is strongly associated with GSM? 
	GSM से कौन-सी विशेषता प्रमुख रूप से संबंधित है? 
	Q19. What does CDMA stand for? 
	CDMA का पूर्ण रूप क्या है? 
	Q20. How does CDMA allow multiple users to share the same frequency spectrum? 
	CDMA कई Users को एक ही Frequency Spectrum Share करने की सुविधा कैसे देता है? 
	Q21. What does GPRS provide to GSM networks? 
	GPRS, GSM Networks को क्या प्रदान करता है? 
	Q22. Which technology provides higher data speed than basic GPRS? 
	Basic GPRS की तुलना में कौन-सी Technology अधिक Data Speed प्रदान करती है? 
	Q23. Which technology is mainly associated with 3G? 
	कौन-सी Technology मुख्य रूप से 3G से संबंधित है? 
	Q24. Which technology is widely associated with 4G high-speed mobile broadband? 
	4G High-Speed Mobile Broadband से कौन-सी Technology व्यापक रूप से संबंधित है? 
	Q25. What is the main purpose of VoLTE? 
	VoLTE का मुख्य उद्देश्य क्या है? 
	Q26. What is LTE-A? 
	LTE-A क्या है? 
	Q27. Which technology is designed for low-power cellular IoT devices with long battery life and mobility? 
	Low-Power, Long Battery Life और Mobility वाले Cellular IoT Devices के लिए कौन-सी Technology बनाई गई है? 
	Q28. Which is a major feature of 5G? 
	5G की प्रमुख विशेषता कौन-सी है? 
	Q29. What does TDMA do? 
	TDMA क्या करता है? 
	Q30. Which generation is best known for very high speed and low latency? 
	Very High Speed और Low Latency के लिए कौन-सी Generation जानी जाती है? 
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	Q19. What does BLE stand for? 
	BLE का पूर्ण रूप क्या है? 
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	LoRa का पूर्ण रूप क्या है? 
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	LoRa का सबसे सही वर्णन कौन-सा है? 
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	LoRaWAN का पूर्ण रूप क्या है? 
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	Wi-Fi किस IEEE Standard से संबंधित है? 
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	कौन-सी Wi-Fi Generation IEEE 802.11ax का उपयोग करती है? 
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	Wi-Fi HaLow किस Standard का उपयोग करता है? 
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	X-10 मुख्य रूप से Control Signals कैसे भेजता है? 
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	Thread का सबसे सही वर्णन कौन-सा है? 
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	Thread Radio Communication के लिए किस Standard का उपयोग करता है? 
	Q24. What does WSN stand for? 
	WSN का पूर्ण रूप क्या है? 
	Q25. Which type of WSN uses movable sensor nodes? 
	किस प्रकार के WSN में Movable Sensor Nodes होते हैं? 
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	Wearable और Body-Related Health Sensors के लिए मुख्य रूप से कौन-सा Network उपयोग होता है? 
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	किसी व्यक्ति के आसपास Wireless Devices को कौन-सा Network जोड़ता है? 
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